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Abstract
Data transmission at the nano-scale faces constraints that are notably different from those of conventional wireless systems,
especially in terms of communication reliability, resource availability, and security. In the Internet of Nano-Things (IoNT)
environments, protecting sensitive information while preserving acceptable network performance is still an open challenge,
particularly when cryptographic mechanisms introduce additional processing and communication overhead. To address such
an issue, this paper proposes an IoNT framework that integrates a DNA-based bio-molecular cryptographic scheme with a
machine learning (ML) module aimed at dynamically predicting suitable security configurations under changing network
conditions. The proposed approach is evaluated in a healthcare scenario based on a simulated artery environment, considering
different routing/MAC combinations and varying numbers of nano-devices. Results show that the integration of ML enables
improved robustness under congestion conditions, reducing packet loss by approximately 33–37% across the evaluated
scenarios. Such an improvement comes at the cost of an additional latency overhead, ranging from about 18% in dense
deployments to approximately 55% in smaller-scale scenarios. At the same time, the DNA-based scheme provides enhanced
protection at the expense of a configuration-dependent delay increase, which becomes more evident as the number of nano-
devices grows. Overall, the findings highlight the feasibility of combining adaptive ML-driven control with bio-inspired
cryptography to balance security and performance in dynamic IoNT systems.
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1 Introduction

Internet of Nano-Things (IoNT) is an emerging paradigm that
envisions the integration of the nano-technologies into the
Internet of Things (IoT) networks [1]. IoNT finds application
in multiple domains, including, among others, bio-medicine
and biomedical engineering, healthcare, industry, agro-food,
and military/defense scenarios [2]. Inside a nano-network,
nano-devices are usually able to perform both sensing and
actuation tasks. Some of them may also act as nano-routers,
enabling them to forward data to other devices, such as an
access point, a sink node, a smartphone, and so on. A nano-
device is expected to have very limited capabilities; thus, it
can only execute simple sensing, computing, actuation, and
information storage tasks. To overcome such limits, a set of
nano-devices and nano-routers usually cooperate with each
other within the same nano-network.
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The work presented in this paper starts from the adop-
tion of the IoNT framework introduced in [3]. Such a system
integrates, within the same nano-network, electromagnetic
transmissions, molecular exchanges, and wi-fi communica-
tions. Such heterogeneity raises security and privacy issues,
mainly in the presence of sensitive information [4]. An IoNT
system may be vulnerable to data breaches (e.g., eaves-
dropping of sensitive information, altering of transmissions,
privacy leakage) and to attacks against network resources
(e.g., traffic alteration, denial of service, man-in-the-middle).
To cope with such threats at the nano-scale level, the IoNT
framework has been enriched with a bio-molecular end-to-
end cryptography mechanism. It is based on the properties
of DNA and proteins [5], protects the interaction between
nano-devices and nano-routers, supports data integrity and
confidentiality requirements in a lightweight manner, as
reported in [6], and addresses resource constraints affect-
ing nano-devices. However, optimizing the nano-network’s
configuration parameters is crucial to ensuring the long-term
performance of the IoNT system. A continuous monitoring
activity would enable proper tuning of the network’s set-
tings based on the current system status, for example, in
the presence of congestion or when anomalies are detected.
Hence, this paper proposes integrating a prediction mech-
anism, based on machine learning (ML) techniques, into
the existing IoNT framework to monitor the nano-network’s
behavior and performance, thereby allowing us to infer the
robustness and efficiency of the generated ciphertext during
system running.

The conducted analysis and the outcomes of theMLmod-
ule are evaluated through a case study in the healthcare
domain. Note that the nano-network allows different set-
tings to be activated for ciphertext generation and routing
algorithms. It is worth noting that this work significantly
extends our previous study [6] presented at the 13thWireless
Days Conference, held at the Fluminense Federal Univer-
sity (UFF), in Niterói (Rio de Janeiro) on 1st–3rd December
2025. In fact, while [6] focused primarily on the integration
and initial assessment of aDNA-based cryptographicmecha-
nism for protecting nano-network transmissions, the present
proposal introduces an ML-based predictive layer for adap-
tive parameter selection, expands the evaluation to include
robustness-oriented metrics, and provides a broader analysis
of the trade-off between security and network performance.

Despite recent advances in IoNT architectures, an impor-
tant open issue is how to dynamically tune security-related
parameters in a way that preserves both communication effi-
ciency and cryptographic robustness under changing network
conditions. This challenge is particularly relevant in nano-
networks, where devices are severely constrained, and the
introduction of security mechanisms may significantly affect
delay, scalability, and reliability. In order to cope with this
challenge, the paper aims to investigate whether aML-driven

control strategy can support the adaptive use of a DNA-based
cryptographic mechanism in IoNT environments, so as to
balance security and network performance in a dynamic and
resource-constrained setting. Hence, unlike previous studies,
our goal goes beyond the mere combination of a DNA-based
cryptographic mechanism and ML. In fact, we introduce an
adaptive security-control framework in which ML is used
to predict the joint impact of cryptographic and network-
ing parameters on both communication performance and
ciphertext robustness, thereby enabling dynamic security
configuration in resource-constrained IoNT environments.
Such a behavior transforms the role of ML from a monitor-
ing or detection tool into a decision-support mechanism for
runtime security adaptation.

The main contributions of this work can be summarized
as follows:

• A secure IoNT framework is integrated with a predictive
MLmodule able to estimate the impact of security-related
parameters on both performance and ciphertext robust-
ness.

• The joint effect of DNA strand length andmolecular con-
trol interval is analyzed on delay and randomness-related
metrics.

• The proposed framework is evaluated under different
routing andMAC configurations in a healthcare-oriented
IoNT scenario.

The paper is structured as follows. Section2 discusses the
state of the art at the intersection of nano-technology appli-
cations, security, and ML. Section3 provides details on the
IoNT framework, which is integrated with a bio-molecular
cryptographic algorithm, followed by Sect. 4, which is about
the adopted ML technique. Section5 presents the per-
formance evaluation and discusses the trade-off between
increased data protection and the communication overhead
introduced by the combined cryptographic and predictive
mechanisms; also, it analyzes the current limitations of the
approach and outlines the directions required for broader val-
idation and deployment. Section6 ends the paper, providing
hints for future research directions.

2 Related work

The intersection between security mechanisms andML tech-
niques in nano-scale communication systems is still an
emerging research area. On the one hand, DNA cryptogra-
phy at the nano-scale still remains an open research topic
[7–10]. Also, the interconnection and interoperability of the
nano-devices with existing communication networks and
paradigms require the design and development of new IoNT
infrastructures and standards. On the other hand, integrating
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ML techniques inside the nano-network is a complex-prone
task, mainly due to the resource constraints that affect this
kind of environment. In the following, we provide an analysis
of the state of the art in both cryptography andML applied to
nano-technology. Existing contributions can be categorized
into two main directions: (i) DNA-based and bio-inspired
cryptographic approaches and (ii) ML-driven solutions for
nano-network optimization and security.

2.1 Cryptography at the nano-scale

The authors of [11] coined the term biochemical cryptogra-
phy to emphasize the need for new security and cryptographic
solutions in the field of nano-communications. In fact, actual
approaches might not be applicable due to antenna size and
channel limitations, as well as limited available memory
and processing capabilities of the so-called nano-machines.
Instead, in [12], the authors present an architecture for trusted
remote sensing in Public Physical Unclonable Function
(PPUF), based on nano-technology. The proposed secu-
rity protocol consists of authentication and time-stamping
in order to counteract statistical guessing attacks. DNA
origami is proposed in [13] to secure communications by
means of some bio-molecular cryptography principles, based
on protein binding-based steganography and self-assembled
braille-like patterns.

The authors of [14] propose a DNA-based cryptographic
method, which consists of a symmetric algorithm based on
pseudo-DNA cryptography and molecular biology. Splicing
and padding techniques are combined with complementary
rules to make the algorithm secure by means of an additional
layer of security compared to conventional cryptographic
techniques. The work presented in [15] proposes to improve
the key strength by combining the genetic algorithm with
the Diffie-Hellman key exchange algorithm, while a C++
algorithm for DNA cryptography is envisioned in [16], even
if their feasibility is neither evaluated nor tested. However,
important information is provided concerning the speed and
storage of DNA computing. In particular, the authors state
that a conventional computer can compute at the rate of
approximately 100 million instructions per second (MIPS),
but experimentally, it is found that DNA strand combinations
are generated by combining DNA strands on a computer at
the rate of 109MIPS or 100 times faster than the fastest com-
puter. Instead, media storage requires 10–12 nm3 to store 1
bit, while DNA needs only 1 bit per cubic nano-meter, so
very large amounts of data can be stored in a compact volu-
me.

The work in [17] proposes a modified lightweight DNA-
based encryption method, which employs the randomization
nature of the DNA sequences to generate the encryption
key; such an encryption key will be exploited to make
the encryption process simpler and faster to accommodate

the computations of IoT devices. Experiments have been
conducted on image encryption processing. A similar eval-
uation is described in [18], where a lightweight DNA-based
encryption method and the elliptic curve encryption (ECC)
are combined to secure IoT communications. Instead, in
[19], secure data storage is provided in the form of DNA
sequences;more in detail, aDNA-basedCryptographic Secu-
rity Framework incorporates a robust key agreement protocol
and encryption algorithm, which have been integrated into
the CloudSim simulator. The claimed target domain is health
cloud data, even if experiments do not present an e-health
scenario.

Finally, thework presented in [6] is specifically targeted to
IoNT. Unlike existing approaches, it enables the verification
of DNA cryptography efficacy in a running nano-network,
considering relevant network conditions, such as the routing
protocol, the number of devices, and the packet rate. The
authors of [20] focus on drug delivery in the human body, in
a scenario where the drugmolecule is protected with the help
of protein cryptography and a genetic signature. MATLAB
is used for simulations, while the work in [6] represents a
starting point for the design and development of complex
and effective cryptographic solutions by means of ad-hoc
simulators, to provide security and privacy functionalities in
heterogeneous IoNT contexts.

What emerges is that bio-molecular cryptography rep-
resents a promising alternative to traditional approaches
in nano-scale environments, where conventional encryption
schemes may be unsuitable due to strict resource con-
straints. Several works have exploredDNA-based techniques
to achieve secure data encoding by exploiting the combi-
natorial properties of biological sequences. For instance,
pseudo-DNA cryptographic schemes and hybrid methods
combining DNA encoding with conventional techniques
have been proposed to enhance key generation and confi-
dentiality. More recent studies have investigated lightweight
DNA-based encryption tailored to IoT environments, focus-
ing on reducing computational complexity while preserving
security guarantees. Despite such advancements, many solu-
tions are limited to conceptual designs or application-specific
implementations (e.g., image encryption or cloud storage
security), oftenwithout fully considering the interactionwith
dynamic network conditions. Moreover, scalability and inte-
gration with network protocols are rarely addressed in a
unified framework.

2.2 Machine learning for nano-scale cybersecurity

The convergence of ML with the IoNT and the Internet
of Bio-Nano-Things (IoBNT) represents a critical research
frontier dedicated to managing the inherent complexities of
data processing and network protection at the nano-scale
[21]. The current literature emphasizes the role ofML in opti-
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mizing communication protocols and enhancing biomedical
applications through robust security frameworks [22].

For instance, the work presented in [23] introduces a
parameter profiling framework utilizing decision trees for
anomaly detection,while later proposing deep learning archi-
tectures to secure bioluminescent communication systems
[24]. Similarly, the authors of [25] integrate deep learn-
ing with meta-heuristic optimisation to identify anomalous
activities in IoBNTenvironments, and the authors of [26] pro-
vide a comparative analysis of classical supervised models
(including random forest and SVM) for traffic classification
in electromagnetic nano-networks.

Beyond intrusion detection, research has also targeted
physical-layer challenges; the work in [27] explores 5G-
enabled ML paradigms for route optimisation, whereas the
work proposed in [28] benchmarks ML techniques to pro-
file nano-scale signal attenuation and manipulation. Despite
these advancements, focusing on threat detection and sig-
nal profiling, our work envisions using ML to rapidly adjust
cybersecurity parameters in response to the volatile condi-
tions of a dynamic IoNT environment.

Hence, ML techniques have been increasingly applied to
nano-network environments, primarily for anomaly detec-
tion, signal classification, and performance optimization.
Decision-tree-based models, deep learning architectures,
and hybrid optimization techniques have been proposed to
enhance traffic analysis, intrusion detection, or communica-
tion reliability. However, such approaches typically focus on
detecting abnormal behaviors or improving physical-layer
performance, rather than actively controlling the configura-
tion of security mechanisms.

2.3 Research gap and contribution

Overall, the literature shows that existing solutions mainly
address either DNA-inspired cryptographic protection or
ML-based monitoring/classification tasks in nano-scale and
bio-nano communication settings. However, only limited
attention has been devoted to the joint use of adaptive ML
mechanisms to support the dynamic configuration of security

parameters in an operational IoNT framework. Most ML-
based solutions are designed for classification or prediction
tasks, without being directly integrated into adaptive con-
trol loops capable of tuning cryptographic parameters in real
time, as proposed in this paper. Also, the envisioned solution
extends the role of ML from passive monitoring to active
control of security parameters, thereby enabling dynamic
adjustment of the system configuration according to network
conditions.

In this perspective, the novelty of the proposed work lies
in the introduction of an adaptive control loop that bridges
the gap between bio-inspired cryptography and network-
aware intelligence. Existing DNA-based approaches gener-
ally employ static cryptographic configurations, while ML-
based solutions in IoNT and IoBNT are primarily designed
for anomaly detection, traffic classification, or parameter
profiling. In contrast, the proposed framework adopts ML
predictions to estimate the effect of security-related parame-
ters on both network behavior and cryptographic robustness
before configuration changes are applied.

To better position the proposed approach, we make a
comparison with related work into two complementary per-
spectives. Table 1 summarizes the context, cryptographic
techniques, and role of ML in existing approaches, while
Table 2 highlights their main limitations and the key differ-
ences with respect to our proposal. As shown in Tables 1
and 2, existing approaches either focus on bio-inspired cryp-
tography without adaptive capabilities or exploit ML mainly
for detection purposes. Our approach integrates both aspects
into a unified and adaptive framework.

3 IoNT security-aware framework

This section describes the conceived IoNT framework along
with its integration with DNA cryptography. The reference
architecture is sketched in Fig. 1 and includes the following
components:

• A smart device, which is not affected by power con-
straints or resource limitations. It is responsible for

Table 1 Comparison with related works in terms of features

Ref. Context Cryptographic method ML role

[17] IoT (image encryption) DNA-based lightweight None

[18] IoT (communication systems) DNA + ECC None

[19] Cloud/Healthcare (simulation) DNA-based framework None

[6] IoNT (healthcare) DNA-based crypto None

[23] IoBNT (anomaly detection) None Decision trees

[24] IoBNT (signal security) None Deep learning

[26] Nano-networks (traffic classification) None ML classification

This work IoNT (adaptive scenarios) DNA-based adaptive crypto XGBoost regression
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Table 2 Limitations of existing works and differences with the proposed approach

Ref. Main limitation Differences

[17] No network-level evaluation No integration with IoNT dynamics

[18] Limited scalability analysis No ML-driven adaptation

[19] Not nano-scale oriented No IoNT network integration

[6] Static configuration No adaptive parameter tuning

[23] Detection-only approach No cryptographic control

[24] No optimisation mechanism Focus on detection, not adaptation

[26] No security layer No security–performance integration

This work Simulation-based validation Integrated adaptive security–performance framework

collecting information from the nano-network, infer-
ring optimal encryption parameters using an ML-based
robustness predictor, reporting the activity of the IoNT
system, and possibly taking actions in response to the
outcomes of the monitoring activities; the smart device
is usually connected to the Internet.

• Thenano-routers,which are in charge of forwardingdata,
when received by other nano-routers or nano-devices, to
other nano-routers or to the smart device. Information
exchange occurs via electromagnetic waves.

• The nano-devices, which are able to sense informa-
tion from the environment where they are placed and,
eventually, actuate some actions in response to specific
commands received by nano-routers. Nano-devices send
the acquired data, following a hop-by-hop schema, to
nano-routers via electromagnetic waves, which guaran-
tee very high transmission throughput (i.e., in the order of

Tbps) [29]; hence, nano-devices encode messages using
electromagnetic waves in the terahertz band [30].

• The nano-controllers, which are particular nano-devices
that transmit and receive information bymeans of molec-
ular communications; their main goal is to add control
on the reliability of nano-devices’ behavior, as will be
explained in Sect. 3.2.3.

More in detail, nano-devices are equipped with nano-
scale components, able to perform basic and specific tasks at
the nano-level, such as sensing simple information, actuat-
ing simple actions, computing basic operations (e.g., simple
cryptographic functions), storing data with limited memory
capacity, and communicating over short range.

An IoNT system should be autonomous: once deployed,
nano-devices must be able to self-act inside the environment.
The environment hosting the nano-network should be closed

Fig. 1 Reference IoNT architecture, showing the interaction among nano-devices, nano-routers, nano-controllers, and the smart device, and
highlighting the coexistence of electromagnetic and molecular communication mechanisms [3]
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(i.e., the network area must be delimited). It is worth noting
that, thanks to the nano-scale size of the devices, they can
be massively deployed in a non-invasive way across a wide
range of biological or environmental contexts, such as the
human body.

The adoption of simulation tools is fundamental for early
prototyping and assessing protocols and applications of such
systems, since research is impaired by the unavailability of
ready-to-use hardware. In the literature, several simulators
are available, such as (i) BitSimulator [31], which is targeted
to electromagnetic nano-networks; (ii) N4Sim[32], which is
targeted to molecular communications; (iii) Nano-Sim [33],
which is integrated within the NS-3 simulation framework
[34], and has been originally conceived for modeling base-
line IoNT architectures, where the communication among
nodes is handled, at the nano-scale, by means of electromag-
netic waves generated in the terahertz band. In this work,
we exploited the simulation environment Nano-Sim, whose
functionalities will be detailed in the next section.

3.1 Nano-Sim and routing strategies

Nano-Sim identifies each nano-component by means of a
unique Dev-ID. The most important entities are as follows:

• Message Processing Unit. The task of generating andpro-
cessing messages is delegated to the Message Processing
Unit. Such a module periodically (i.e., at a constant bit
rate) creates packets of fixed length, customizable by
the developer. Each packet also contains some headers,
including (i) the Dev-ID of the owner/source of the data;
(ii) theDev-ID of the sender; (iii) theDev-ID of the nano-
device, which represents the next hop; (iv) an identifier
of the packet (i.e., Pack-ID); and (v) the Time To Live
(TTL).

• Physical Interface (PHY). Once a new message is cre-
ated, the Message Processing Unit sends it through the
protocol stack towards the PHY.

• MAC (Media Access Control) Layer. The packet is sent
by the PHY layer to the MAC Layer.

• Network Layer. When a new packet is successfully
received by the network channel through theMAC Layer,
it is further delivered to theNetwork Layer that will check
the destination of the message itself. Then, the Network
Layer routes the packet to the final recipient.

Because nano-devices communicate with the PHY layer
over very limited transmission ranges, multi-hop transmis-
sions between the sender and recipient are required. As a
consequence, the adopted routing protocol must efficiently
manage the multi-hop connections. Nano-Sim provides a
flexible Network Layer, which supports two possible rout-
ing strategies:

• The Selective Flooding Routing (SFR) implies the shar-
ing of the received packet with all the devices within
its transmission range. To avoid bandwidth waste, it is
important to avoid duplicates. Hence, every message can
be uniquely identified by the couple (Pack-ID, source
Dev-ID); then, if each node keeps in memory the cou-
ples (Pack-ID, source Dev-ID) associated with the last n
messages received, each node will not be able to transmit
packets already received.

• The Random Routing (RR) randomly selects the next
nano-device from a set of neighbors. Hence, each node
knows the devices within its transmission range; for such
a reason, it must cooperate with a specific MAC strategy,
which is Smart-MAC, in this work. Also, the RR algo-
rithm stores the information related to the last packets
received, in order to avoid loopswithin the nano-network.

Both routing protocols (i.e., SFR and RR), to speed up
message delivery to the smart device, require that nano-
devices try to send the information to a nano-router, if
available, as the next hop. Instead, due to nano-devices’
energy constraints, the most promising modulation scheme
for nano-communications is the Time Spread On-Off Keying
(TS-OOK) [35]. TS-OOK offers two important advantages:
(i) it does not require synchronization of nano-devices before
starting packet transmission; (ii) it allows sharing among
multiple devices. TS-OOK parameters, such as signal dura-
tion, transmission, frequency, and pulse energy, can be
optimized based on the application scenario, as explained
in Sect. 5.1. It is worth noting that transmission techniques
for nano-networks are usually based on impulse communi-
cations; hence, asynchronous MAC algorithms are the best
candidates for nano-networks, as they allow packet transmis-
sion without nodes competing for the channel. Furthermore,
thanks to the low computing requirements, asynchronous
MAC schemes are easier to implement on nano-devices with
limited resources. In line with such premises, two different
asynchronous strategies have been defined at the MAC level:

• The Transparent-MAC transmits packets from the Net-
work Layer to the Physical Interface (PHY) without
performing any kind of check.

• The Smart-MAC does not immediately transmit the pack-
ets from the Network Layer to the PHY, but it stores them
in a dedicated queue; before starting the transmission, the
MAC layer takes advantage of a handshake procedure to
discover all the nano-devices available in the transmis-
sion range of the nano-device owing the message. If at
least one nano-device is found, the package is then sent
to the PHY. If the RR algorithm is active and the next hop
has not been selected yet, the choice will be delegated to
the MAC layer. In case the sending nano-device has no
“neighbors,” theMAC layerwill apply a randomback-off
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delay before restarting the handshake procedure. Such a
delay is uniformly distributed in the interval (MIN back-
off time, MAX back-off time), according to the application
context.

3.2 Security functionalities

Thework presented in [6] proposes the integration of security
functionalities, which are based on bio-molecular cryptogra-
phy. This section discusses the details concerning the DNA
cryptography approach, the molecular communications, and
the threat model.

3.2.1 Bio-molecular cryptography

Bio-molecular cryptography is based on the use of biological
information from living beings,which is unique and therefore
suitable for encrypting sensitive information. The solution
proposed in [6] focuses on the use of Deoxyribose Nucleic
Acid (DNA) and its biological properties. Performing DNA-
based bio-molecular encryption requires parallel processing
and bio-molecular computing capacity in order to convert
short messages from a hexadecimal numeric system or from
ASCII code. This work considers the bio-molecular prop-
erties of DNA sequences with the aim of generating keys
that protect sensitive data contained in a packet, transmitted
within the reference IoNT network. DNA processing tech-
niques were conceived thanks to the work of Leonard Max
Adleman [36]. The different phases are set up to manipulate
and encode the data, starting from the alignment of DNA
with other biological languages up to the protein-building
process. Protein formation from sequences of DNA goes
through a well-defined process, and includes the addition
of several catalysts and enzymes, while still ensuring the
DNA integrity. DNA represents a double helix sequence of
nucleotides, which determines the code of each gene, made
up of four basic elements: Adenine (A), Guanine (G), Cyto-
sine (C), Thymine (T). Although there are only four basic
elements in the sequence, their arrangement is purely ran-
dom, and billions of combinations exist. The calculation,
made using aDNA sequence, is calledDNA Computing. Sev-
eral issues, such as support for sending text, communicating,
and video simultaneously [37], have been addressed through
the use of parallel computing methods. James Dewey Wat-
son [38] has combined traditional cryptography techniques
with DNA sequences and introduced the concept of hybrid
security, which can now be extended to the nano-technology
domain.

The complementary strands that generate the DNA are
triplets of nucleotide codons represented as follows:

AGG_CTC_AAG_TCC_TAG
TCC_CAG_TTC_AGG_ATC

If DNA strands are, as usual, mapped to numbers, alpha-
betic letters, or other attributes, they can be used for perform-
ing the coding and decoding of information, as well as for
acting as digital data storage [39].

3.2.2 DNAmanipulation

The DNA synthesis process involves a transition from DNA
to mRNA, ultimately leading to proteins. When two DNA
strands are separated by an enzyme, a new strand, named
Messenger RNA (mRNA), is formed, and it is complementary
to the DNA strand. The RNA filament is formed by mapping
DNA sequences (A, T, C, and G) to their complementary
RNA sequences, which consist of U (uracil), A, G, and C
[40]. Figure2 shows how basic DNA elements are copied
in an mRNA strand by replacing codon T with codon U.
Finally, the combination of codons belonging to the mRNA
determines the amino acids’ order to build a protein cell,
whose scheme is sketched in Fig. 3.

Information is secured using the DNA sequence that char-
acterizes the biological material containing the nano-device,
bymapping themessage to the basic elements of DNA, prop-
erly configured. In the envisioned algorithm, a DNA strand
is simulated by means of the following mapping between
binary code and portions of the DNA strand:

• 00 → “first portion of DNA strand”
• 01 → “second portion of DNA strand”
• 10 → “third portion of DNA strand”
• 11 → “fourth portion of DNA strand”

The four different DNA portions are assigned by the
nano-network, taking at each time different portions of the
currently involved DNA sequence; in this way, when new
data or a data set must be transmitted, different portions are
selected. Their nature depends on the particular IoNT con-
text considered. In fact, if the analyzed field is healthcare, we
can assume that the sequences can be directly extracted from
individuals and remain distinct for all the people monitored

Fig. 2 Transformation process from DNA sequences to mRNA and
subsequent mapping to amino acids, illustrating the intermediate steps
of the bio-molecular encoding process used for data protection
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Fig. 3 Mapping between
mRNA codons and amino acids,
used as part of the DNA-based
encoding process to transform
biological sequences into
structured representations for
encryption

by the same healthcare structure. Note that it is important
that such sequences are known to those who must decrypt
the information. Other fundamental aspects in the encryp-
tion process are (i) the length of such sequences, since it
affects the robustness of the security algorithm (i.e., it repre-
sents the length of the encryption key), and (ii) the two seeds
(i.e., seed1 and seed2) owned by each nano-device.

Several steps are required before reaching the ciphertext:

1. Thefirst step of the algorithm involves acquiring sensitive
data, converting it to ASCII code, and subsequently to
binary code [41].

2. Once the binary code Bcode is generated, the DNA ele-
ments will be used to convert the message into usable
DNA sequences, starting from the aforementioned seeds.

3. When a DNA portion PDN A is extracted, then it is
mapped with a corresponding DNA sequence P ′

DN A,
taken from a pre-defined map (containing a set of possi-
ble combinations of DNA portions with the same length
of PDN A), associated with the current nano-network, in
the position [seed1, couple of binary values (i.e., 00, 01,
10, 11) from B1code]. The two seeds are in the range
[0: (length PDN A )!] and we assume that PDN A and P ′

DN A
have the same length, even if this feature is not strictly
mandatory. A scheme of the map is depicted in Fig. 4.

Fig. 4 Example ofDNAmapping scheme used for encryption, showing
the association between binary values, seed parameters, and selected
DNA portions for generating the encoded sequence

4. The subsequentDNAportion, namely P2DN A, ismapped
to the sequence positioned in [seed2, couple of binary val-
ues B2code], and so on, until the end of Bcode sequence.

5. The two seeds change each time a data or a set of data
which must be encrypted, by increasing their value of
one unit % length PDN A , in order to fit the range of the
columns’ number in the map.

6. Once the DNA sequence is obtained, the biological syn-
thesis can begin, which includes (i) transformation of
DNA into mRNA and (ii) mapping of the mRNA strand
into amino acids according to Fig. 5.

Once the last step is completed, the set of amino acids,
which contribute to the formation of proteins, is obtained.
In order to complete the encryption of the obtained mes-
sage, other status changes are needed: (i) conversion of the
message formed by amino acids into ASCII code and (ii)
conversion to binary code. The result is the encrypted mes-
sage, which is now ready for its transmission towards the
nano-routers, along with the information associated with the
nano-controllers (see Sect. 3.2.3). No decryption is needed
within the IoNT network itself; following an end-to-end
approach, it guarantees the confidentiality, integrity, and
availability of the transmitted information from its acqui-
sition by a nano-device to its reception by the smart device.
Figure6 shows the flowchart for the status changes of the
encryption algorithm and the reverse-decoding process.

3.2.3 Interaction with nano-controllers

Molecular exchanges do not suffer from proximity attacks,
since only molecular reactions occur, not electromagnetic
waves. Hence, nano-controllers, which interact with nano-
routers and nano-devices through molecular exchanges, are
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Fig. 5 Lookup table associating
amino acid representations with
corresponding encoded values,
enabling the conversion between
biological sequences and binary
data within the encryption
process

responsible for improving the reliability of the nano-network
over time. Nano-controllers are configured for reacting in
the presence of nano-devices and nano-routers [42–44].
More specifically, each nano-controller is randomly assigned
within the nano-network and is configured, before network
deployment, with a unique identifier idnc. Nano-controllers
periodically generate a concatenation between the identi-
fier and a sequence number seq, along with a lightweight
symmetric key (keync). Such a couple of information (i.e.,
[idncseq, keync]) is encoded and transmitted by the nano-
controller itself and can only be decoded by nano-routers and
nano-devices. In the former case, the nano-devices will use
the gathered information to add a security token to the data
before sending it to the nearest nano-router. In the latter case,
the nano-routers will use the received token for assessing the
reliability of the data received by the nano-devices. Further

Fig. 6 Flowchart of the encoding and decoding processes, illustrating
the sequence of transformations fromplaintext toDNA-based encrypted
data and the reverse reconstruction at the receiver side

details on such amechanismare available in [3].As explained
in Sect. 4, the periodicity of this molecular exchange is set
by the smart device each time the ML-based robustness opti-
misation is taken out.

3.2.4 Security requirements and threat model

The proposed framework is designed to achieve the following
goals in terms of data protection:

• Confidentiality of sensitive data during intra-body
transmission.Payload confidentiality relies on theDNA-
based bio-molecular encryption process, which converts
the original message through multiple transformations
involving ASCII/binary conversion, selection of DNA
portions, mapping through seed-dependent rules, tran-
scription into mRNA, amino acid conversion, and a
final binary re-encoding before transmission. As a con-
sequence, the adversary observing only the transmitted
ciphertext does not have direct access to the plaintext
and, without knowledge of the selected DNA portions,
the mapping table, and the seed evolution, the reverse
reconstruction process becomes significantly harder than
simple packet inspection. This is particularly relevant in
the considered IoNT setting, where packet sniffing may
reveal traffic existence but should not reveal the seman-
tic content of the protected payload. With this respect,
in order to pursue a brute-force attack, the attacker must
reconstruct the selectedDNAportions, themapping rules
between binary values and DNA sequences, and the
evolution of the seedvalues usedduring the encodingpro-
cess. Since multiple transformations are involved and the
search space increases with the DNA strand length and
the number of encoded blocks, exhaustive exploration
becomes increasingly difficult as the configuration size
grows. Also, the knowledge of some plaintext–ciphertext
pairs does not directly reveal the internal DNAmappings
or the seed evolution logic, while the multi-stage trans-
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formation process increases the complexity of relating
plaintext variations to the final ciphertext, thus increas-
ing the resistance against chosen-plaintext attacks.

• Integrity protection against packet manipulation and
authenticity support through the molecular control
token mechanism. Integrity is supported by the end-
to-end protection logic and, more specifically, coupling
encrypted payload transmission and the molecular con-
trol mechanism generated by nano-controllers. In fact,
nano-controllers periodically transmit encoded control
information comprising an identifier, a sequence value,
and a lightweight key, which can be interpreted by
legitimate nano-devices and nano-routers and used as a
security token for data transmissions. Such a mechanism
strengthens the receiver-side ability to assess whether
the received information is consistent with the expected
control context, thereby making undetected spoofing or
arbitrary packet injection more difficult. Although this
does not constitute a full cryptographic message authen-
tication code in the conventional sense, it provides a
lightweight authenticity and reliability signal that is con-
sistent with the constraints of the nano-scale setting.

• Replay and MITM resistance on the communica-
tion path between nano-routers and the smart device
through protected key establishment. For the commu-
nication segment involving nano-routers and the smart
device, the framework relies on a protected key negotia-
tion process based on a certified Diffie-Hellman scheme
and a subsequent key derivation function, as described
in [3]. Hence, the smart device and the nano-routers
can compute the session key using an ordinary/standard
Key Derivation Function (KDF), thereby preventing
both replay and MITM attacks. This design choice
improves resistance to replay and MITM attempts on
that portion of the system by enabling both endpoints
to derive a valid session key before exchanging infor-
mation. In contrast, inside the nano-network, the very
constrained nature of nano-devices makes stronger inter-
active authentication schemes less practical; therefore,
security is pursued through payload obfuscation, lim-
ited exposure of decryption logic, control-token support,
and fault-tolerant forwarding rather than through heavy-
weight mutual-authentication procedures at every hop.

• Resilience against partial node failures by relying on
fault-tolerant routing behavior. The proposed frame-
work does not fully hide communication metadata. An
attacker may infer the presence of activity (i.e., pack-
ets’ exchanges), estimate packet frequency, and observe
message lengths or congestion conditions. Availability
is challenged in IoNT environments by both malicious
interference and the intrinsic fragility of nano-devices.
The proposed architecture only partially addresses such
an aspect. On the one hand, the routing logic provides

fault tolerance because packets can still be forwarded
through neighboring devices when some nano-nodes
deplete resources or become unavailable. On the other
hand, the framework is not designed as a full anti-
jamming or anti-DoS solution, and dense deployments
combined with control and handshake overhead may still
experience significant performance degradation.

Because the systemoperates in a highly resource-constrai-
ned context, the security objective is not to eliminate all pos-
sible threats, but to raise the effort required for successful
attacks while preserving an acceptable communication per-
formance profile.

Thefirst attack surface is the electromagnetic channel used
among nano-devices and nano-routers, where short-range
transmissions may be exposed to eavesdropping, spoofing,
packet injection, and interference. A second attack surface
is represented by the communication path between nano-
routers and the smart device, which, if left unprotected, could
enable session hijacking, MITM, or replay attempts. A third
attack surface concerns metadata leakage: even when pay-
loads are encrypted, an attacker may still observe packet
counts, sizes, and timing. Finally, a fourth attack surface con-
cerns the adaptive behavior of the framework itself, since an
attacker could attempt to alter network conditions to indi-
rectly influence the ML-based parameter selection process,
for example, by creating congestion patterns that lead the
system toward less demanding configurations.

It is fundamental to consider an adversary operating in
the proximity of the IoNT deployment area and attempting
to compromise the confidentiality, integrity, authenticity, or
availability of the transmitted information. In line with the
architecture described in Sect. 3, the attacker may target: (i)
electromagnetic communications among nano-devices and
nano-routers; (ii) signaling exchanges involving the smart
device and nano-routers; and (iii) the correctness of the infor-
mation flow used to support adaptive security decisions. The
molecular channel used by nano-controllers is considered
less exposed to conventional wireless interception because
it is based on molecular interactions rather than radiated
electromagnetic signals, although it may still be indirectly
targeted through disruption or desynchronization attempts.

The attacker is assumed to be computationally bounded,
but capable of wireless observation and active interference
on the electromagnetic channel. More specifically, the adver-
sary may (i) eavesdrop on packet transmissions; (ii) inject
forged packets; (iii) replay previously observed packets; (iv)
attempt man-in-the-middle (MITM) interaction on wireless
exchanges; (v) perform traffic analysis to infer transmis-
sion rates, packet timing, and packet size; and (vi) induce
congestion or service degradation through excessive packet
generation or protocol manipulation. The attacker is not
assumed to compromise the smart device, which is con-
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sidered a trusted endpoint for decryption and control logic
execution. Nano-routers are trusted to execute the commu-
nication logic and the interaction with the smart device
according to the protocol. Nano-devices are assumed to be
legitimate participants at deployment time, although some
of them may fail, become unreachable, or be imitated by an
adversary attempting spoofing actions. Nano-controllers are
assumed to generate valid identifiers, sequence values, and
lightweight keys before deployment, and legitimate nano-
routers/nano-devices are assumed to be able to decode these
control messages and exploit them to verify data reliability.
The initial knowledge required for decryption, namely the
DNA-related mapping material and the logic for seed evolu-
tion, is assumed to be securely provisioned to the legitimate
receiver outside the nano-network.

Even if a formal cryptanalysis and the consequent attack-
driven validation are out of the scope of this paper, the fol-
lowing main reliability-related assets are considered: (i) the
confidentiality of sensed data generated by nano-devices; (ii)
the integrity of packets forwarded inside the nano-network;
(iii) the authenticity and freshness of control information
generated by nano-controllers; (iv) the correctness of the
DNA-based cryptographic mapping parameters, including
DNA portions and seeds; (v) the availability and operational
continuity of the IoNT communication process. Since the
framework adopts an end-to-end protection approach, data
are protected from the time when they are sensed by nano-
devices until they are received and processed by the smart
device in the external protected environment.

3.2.5 Computational complexity

The robustness of the proposed DNA-based encryption
scheme relies onmultiple parameters, including the selection
of DNA portions, the mapping rules between binary values
and DNA sequences, and the use of dynamic seed values.
Assuming a DNA strand of lengthLDNA, the number of pos-
sible subsequences that can be selected for encoding grows
combinatorially. Furthermore, for each encoding step, the
mapping between binary pairs and DNA portions depends
on seed values that evolve dynamically during the encryp-
tion process. If we denote by N the number of possible DNA
portion selections and by S the number of possible seed val-
ues, the effective key space can be approximated as N × S
for a single mapping step and increases exponentially with
the number of encoded blocks.

In addition, the encryption process involves multiple
transformation stages (i.e., binary encoding, DNA map-
ping, mRNA transcription, amino acid conversion, and
re-encoding), as explained inSect. 3.2.Without knowledge of
the selectedDNAportions and the seed evolution, an attacker
would need to reconstruct all intermediate transformations
and explore a large space of possible mappings. Therefore,

the computational complexity of a brute-force attack grows
exponentially with the message length and the DNA strand
size, making direct inversion of the cipher computationally
infeasible under realistic assumptions.

4 Machine learning functionalities

To extend the utility of the proposed IoNT framework, we
introduce a ML component designed to estimate the result-
ing network performance and statistical robustness of the
generated ciphertext, as presented in Sect. 3.2.2. In order to
train the ML component, we need to generate a dataset that
permits the study of the correlations between the DNA algo-
rithm’s parameters and the resulting overhead/cryptographic
resilience. Note that, since publicly available datasets cov-
ering both IoNT networking dynamics and DNA-based
security mechanisms are not yet available in literature, a syn-
thetic dataset is generated through systematic simulations.
More specifically, having fixedmost of the simulation param-
eters as stated in Sect. 5, the initial DNA strand length,LDNA,
is varied along with the size of the time interval between con-
trol packets emitted by the nano-controller in the molecular
channel,Imol.Different variations aremade, and the resultant
network overhead and ciphertext randomness are measured.

More specifically, let D = {(xi , yi )}N
i=1 be the generated

dataset through a systematic parameter sweep.

• The feature Vector (x) or input space is defined by the
primary hyperparameters governing the bio-molecular
security layer. Namely,

x = [LDN A, Imol ]

where LDN A is the initial DNA strand length and Imol is
the emission interval of molecular control packets. Note
that LDN A is varied in steps of 3 to maintain biological
consistency.

• The targetVector (y) consists of the concatenation of the
metrics that define the resulting performance and robust-
ness:

y = [Denc, Dbackof f , Dhand , Rav, Rent ]

Where Denc, Dbackof f , and Dhand indicate the average
per-node delay of the encryption, backoff, and MAC-
handshake procedures, respectively. Instead, Rav , and
Rent are the resulting avalanche effect [45] andEntropyof
the generated ciphertexts; their computation is explained
in the next Sect. 4.1.

Summarizing, the ML workflow can be divided into four
phases: (i) simulation-based dataset generation, (ii) extrac-
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tion of network and security features, (iii) offline model
training, and (iv) online prediction-driven security adaptation
executed at the smart-device level. Note that the predic-
tive model, currently deployed at the smart device, can be
the first step toward an autonomous IoNT network, where
nano-controllers can dynamically configure the framework
using different control actions. Secondly, the latency require-
ments of critical e-health applications (e.g., real-time cardiac
monitoring) could benefit from this kind of predictive-based
control, as the system can generate prompt responses.

4.1 Randomness measurement

Measuring the statistical randomness of the resulting crypto-
graphic framework involves tracking every plaintext/cipher-
text pairing generated during a simulation. Namely, for each
pair of parameter configurations, [LDNA, Imol], two simu-
lations are made, where the unique difference is that the
bitstream corresponding to the plaintext of every message
differs by 1 bit.

Formally, suppose that each simulation generates M mes-
sages. Define MA � {m A

0 , m A
1 , ..., m A

M−1}, and MB �
{m B

0 , m B
1 , ..., m B

M−1} as the bit-encoded message set for
simulations A and B, correspondingly. Note that |MA| =
|MB | = M and that the messages differ only by one bit. To
grasp ameasure of the avalanche effect of our framework, the
mean Hamming Distance between each pair of correspond-
ing ciphertexts is measured:

Rav = 1

M · L

∑

i∈{0,1,...,M}
Ham(μA

i , μB
i ) (1)

where the operator Ham(·, ·) indicates the Hamming dis-
tance, μA

i and μB
i are the ciphertexts of m A

i and m B
i , and L

is the bit-length of the messages.
Besides the relative randomness of minimal alterations of

plaintext, the mean entropy of the ciphertexts is generated in
our simulations. Entropy serves as a measure of the absolute
randomness or unpredictability inherent in the ciphertexts,
independent of pairwise comparisons. Given that the final
ciphertext is binary-encoded (following the conversion from
amino acid sequences toASCII and then to binary, as detailed
in Sect. 3.2.2), the most sound encoding level for computing
entropy is the binary level. This aligns with the transmit-
ted data format in the nano-network, where cryptographic
resilience is ultimately measured by the difficulty of predict-
ing or reverse-engineering the bitstream.

Formally, for a binary ciphertextμi of length L , the Shan-
non entropy per bit is computed as follows:

H(μi ) = −p0 log2 p0 − p1 log2 p1 (2)

where p0 and p1 are the empirical proportions of 0 s and 1s
in μi , respectively. The mean entropy across all ciphertexts
in a simulation (e.g., from set A) is then as follows:

Rent = 1

M

M−1∑

i=0

H(μA
i ) (3)

Avalueof Rent close to 1 indicates high randomness (uniform
distribution of 0 s and 1s), which is desirable for crypto-
graphic strength.

It is worth noting that the amino acidmapping, as reported
in Fig. 5, introduces potential biases, as certain letters appear
more frequently in amino acid names, which may propa-
gate through the ASCII and binary conversions, resulting
in slightly lower entropy than an ideal uniform distribution.
However, our algorithm prioritizes the bio-molecular foun-
dation to enable envisioning ultra-fast implementations on
biological nano-scale computation substrates. Future work
could explore entropy at intermediate levels (e.g., amino
acid sequences) to isolate the biological legitimacy impacts,
leaving the binary level as the primary focus for end-to-end
security assessment.

4.2 Learning goal

Given the tabular nature of the dataset and the expected non-
linear interactions between molecular diffusion rates (Imol )
and cryptographic processing (Denc), the regression task is
faced using eXtremeGradient Boosting (XGBoost) [46], due
to the algorithm’s efficiency in handling multi-dimensional
regression tasks and its ability to capture complex depen-
dencies without requiring the large-scale datasets typical of
deep learning. The model minimizes a regularized objective
function:

L(φ) =
∑

i

l(ŷi , yi ) +
∑

k

�( fk) (4)

where l is the loss function (mean squared error), � is a
penalty term to prevent overfitting, and fk is the k-th indi-
vidual decision tree.

The regularization term in Eq. 4 helps the predictor remain
robust even when trained on a dataset of limited size (thou-
sands of records). The regularization term �( fk) penalizes
the complexity of the k-th tree, specifically:

�( fk) = γ T + 1

2
λ‖w‖2 + α‖w‖1 (5)

where T is the number of leaves, w is the vector of leaf
scores, γ is a hyperparameter for theminimum loss reduction
required to make a split, and λ and α are the L2 and L1
regularization coefficients on the leaf scores, respectively.
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4.3 Online entropy optimisation

Once the XGBoost regressor M is trained on the dataset
D, it can be deployed at the smart device level to select the
optimal DNA strand length LDNA for a given fixed molec-
ular control interval Imol and application-specific latency
target. The procedure, summarized in Algorithm 1, performs
a fine-grained sweep over possibleLDNA values, predicts the
resulting performance and robustnessmetrics, and returns the
configuration that maximizes ciphertext randomness while
respecting the latency constraint. This enables dynamic, pre-
dictive control of the bio-inspired security layer in real-time
IoNT deployments.

Algorithm 1 Optimal DNA Strand Length Selection using
the Trained Predictor.
Require: Trained XGBoost regression modelM, fixed molecular con-

trol interval Ifix
mol, target maximum latency L tgt, candidate DNA

strand range [Lmin
DNA,Lmax

DNA]
Ensure: Optimal configuration (L∗

DNA, ŷ∗) maximising randomness
subject to latency constraint

1: Generate candidate DNA lengths: Lcand ←
linspace(Lmin

DNA,Lmax
DNA, Ncand)

2: Construct test input matrix:
Xtest ← [[L, Ifix

mol]
∣∣ L ∈ Lcand

]

3: Predict performance metrics for all candidates:
Ŷ ← M.predict(Xtest) �

Ŷ = [D̂enc, D̂backoff, D̂hand, R̂av, R̂ent]
4: Compute total predicted delay:

D̂total ← D̂enc + D̂backoff + D̂hand
5: Identify valid configurations satisfying the latency constraint:

V ← {i | D̂total[i] ≤ L tgt}
6: if V = ∅ then
7: return no feasible configuration
8: else
9: Select index of maximum randomness among valid set:

i∗ ← argmaxi∈V R̂ent[i] + R̂av[i]
10: return (Lcand[i∗], Ŷ[i∗])
11: end if

By deploying this type of prediction machinery, the IoNT
framework envisions a self-aware IoNT architecture inwhich
the nano-controller can dynamically tune Imol to compen-
sate for network-congestion or enhance security during, for
example, detected anomaly events.

5 Performance assessment

As introduced in Sect. 3, in line with the current scientific
literature, the performance of the proposed IoNT frame-
work and the effectiveness of the prediction module are
evaluated through Nano-Sim simulator. Since Nano-Sim is
mainly able to provide networking-related key performance
indices, to assess the complexity of DNA computing-related
operations, another tool has been adopted, similarly named

NanoSim1 Implemented in Python, it provides pre-loaded
data sets, which can be freely downloaded from the tool’s
dedicated website and configured inside it. Instead, for
modeling molecular exchanges, N3Sim [47] has been inte-
grated. The robustness prediction module is implemented in
Python’s xgboost library2 version 3.1.2. Experiments have
been conducted on a MacBook Pro with the following fea-
tures: (i) 2.5 GHz quad-core Intel Core i7 processor; (ii) 16
GB RAMmemory; (iii) 500 GB flash hard disk; (iv) macOS
Catalina operating system.

5.1 Simulated scenarios and configurations

The study considers a 30 mm-long artery with a diameter of
1 mm [48]. Nano-devices are uniformly distributed in this
bounded environment. Nano-devices periodically send the
acquired information to the nano-routers along multi-hop
paths. IEEE 802.11 wireless technology is adopted to for-
ward the received data from nano-routers to a smart device.
Such a scenario is compliant with the e-health context,
where nano-technologies have recently been widely adopted
[49]. Examples of applications include drug delivery, gene
delivery, molecular diagnostics, imaging, cardiac therapy,
dental care, orthopedic applications, and so on.Regarding the
protocol suite adopted for the electromagnetic-based com-
munication inside Nano-Sim, three simulation setups are
considered, combining different routing logic andMAC pro-
cedures, as summarized in Table 3, while Table 4 shows
the parameter settings for two different scenarios. Note that
data-link and routing strategies are baseline protocols already
deployed into Nano-Sim.

As already presented, specific information on the com-
plexity of DNA computing operations is obtained from a
separate analysis conducted using NanoSim. The first phase
of the NanoSim process consists of reading characterization;
it provides a comprehensive alignment-based analysis and
generates a set of read profiles, which serve as input to the
next phase (i.e., the simulation stage), where DNA reactions
take place. The authors of the simulator [50] found that the
runtime ofNanoSim scales linearly with the number of reads;
in contrast, the length of the reference sequence affects the
memory requirement. For example, NanoSim requires 4min
and 39s and peaks at 120 MB of memory for processing
20,000 reads. Since we simulate a packet generation interval
of 0.5 s and the simulation time is 5 s, we expect to pro-
duce 10 reads per nano-device. As a consequence, the time
required to process the total amount of reads is approximately
0.14 s per nano-device, while the required storage should not
exceed 0.06 MB per nano-device. The delay value guaran-
tees the efficiency of the IoNT network, even in the presence

1 NanoSim tool, https://www.bcgsc.ca/resources/software/nanosim.
2 Python’s xgboost library, https://pypi.org/project/xgboost/,
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Table 3 Simulation setup

Simulation Routing strategy MAC strategy

Sim1 SFR Transparent-MAC

Sim2 SFR Smart-MAC

Sim3 RR Smart-MAC

of DNA computing operations, as shown in the following,
while we assume that information is not persistently stored
in nano-devices once transmitted, due to excessive storage
occupancy that could be generated over time.

Each simulation is executed five times, changing the ini-
tial seed each time; the seed affects the random placement
of nano-devices within the artery. An overview of parameter
settings, derived from the study in [51], is reported in Table 5.
For a more detailed component-level assessment, readers are
referred to the authors’ previous work [3, 6], which provides
the evaluation of the proposed secure hybrid IoNT archi-
tecture, including nano-controller interactions, routing and
MACprotocols, and the computational impact ofDNA-based
cryptographic operations.

5.2 Overhead introduced by cryptography

The message processing overhead includes the delay intro-
duced by the bio-molecular cryptography algorithm. Note
that the delay in generating the encrypted message is evalu-
ated based on the average time (in milliseconds) required to
execute the encryption algorithm on each nano-device. The
resulting data confirm that the algorithm optimally works
with the combination Selective Flooding Routing - Smart-
MAC, as reported in Fig. 7a (i.e., simulation Sim2 applied
to scenario Sce1). In scenario Sce1, a peak is immedi-
ately observed, as the time required to encrypt the data is
greater than that in all other simulations. Finally, simulation
Sim2 is not suitable for a system with many nano-devices,
because the delay in generating the encryptedmessage scales
exponentially with the number of deployed nodes. Now,
we consider simulations Sim1 and Sim3. In a scenario
with a reduced number of devices (e.g., Sce1), using the
bio-molecular encryption algorithm, combined with SFR
or RR, and Transparent-MAC or Smart-MAC, respectively,
takes approximately the same time. However, by increas-
ing the number of nano-devices in the network (i.e., Sce2),

Table 4 Simulation scenarios

Scenario n. nano-devices n. nano-routers n. smart devices

Sce1 50 10 1

Sce2 200 50 1

we immediately observe that the RR algorithm requires
more processing time than the SFR algorithm. In fact, the
handshake procedure applied by Smart-MAC requires much
processing time with respect to the Transparent-MAC proce-
dure, due to the fact that each nano-device, before sending a
packet, must always check which other nano-devices are in
their transmission range at that moment. The more nano-
devices are present in the network, the longer the time
required by the packet routing algorithm is, and this con-
sequently causes a slowdown of the network.

Figure7b analyzes the average delay generated by a sin-
gle nano-device in the nano-network to execute the whole
message processing, which includes the encryption algo-
rithm and the transmission time. As the number of devices
deployed in the network increases (i.e., Sim2), the time
each nano-device takes to encrypt the data to be transmit-
ted also significantly increases, making the algorithm poorly
performing in large IoNT networks, as the nano-device is
simultaneously involved in forwarding operations. On the
other hand, in a scenario with a reduced number of nano-
devices, SFR combined with Smart-MAC is the best choice.
Focusing on simulation Sim1, we can see that as the num-
ber of sensors deployed in the network increases, the time
each sensor requires to process data improves. Finally, sim-
ulation Sim3 shows a proportional trend with respect to the
number of nano-devices in the system; this is because Smart-
MAC maps each device to check whether it is within the
transmission range of the device that wants to transmit the
packet.

To better understand the impact of key parameters on the
proposed framework, we performed a sensitivity analysis
on the DNA strand length LDNA and the molecular control
interval Imol, whose results are shown in Fig. 8. The param-
eter LDNA directly affects the length of the DNA sequences
used for encryption and, thus, the complexity of the bio-
molecular cryptographic process. Increasing LDNA leads to
higher computational effort during encoding and decoding,
which results in increased encryption delay. However, it also
enhances the cryptographic robustness of the system. On the
other hand, the parameter Imol determines the frequency of
the control signaling exchanged through the molecular chan-
nel. Lower values ofImol correspond tomore frequent control
updates, enabling faster adaptation to changing network con-
ditions. This improves the accuracy of reliability assessment
and the responsiveness of the system, but introduces addi-
tional communication overhead and may negatively impact
latency. Otherwise, larger values of Imol reduce signaling
overhead, but may slow down the system’s ability to react
to congestion or anomalies, thus affecting overall robust-
ness. The combined effect of such parameters highlights a
clear trade-off between security, responsiveness, and perfor-
mance. In particular, configurations with larger LDNA and
smaller Imol favor security and adaptability at the cost of
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Table 5 Simulation parameters General parameters Value

Simulation time 5s

Number of seeds 5

Artery size 30mm × 1mm × 1mm

Number of nano-devices [50, 200]

Number of nano-routers [10, 50]

Number of smart devices 1

Configuration of the electromagnetic-based communication channel Value

Packet size 128 bytes

Packet generation time interval 0.5 s

Pulse energy 100 pJ

Pulse duration 100 fs

Pulse interval time 10 ps

Modulation scheme TS-OOK

Backoff interval [0 ns, 100 ns]

TTL 100

Configuration of the molecular communication channel Value

Modulation scheme OOK

Nano-controllers communication range 0.02 nm

Diffusion coefficient 1.0 nm2/ns

Control packet generation time interval in the molecular channel 0.5 s

Brownian motion factor 0.5

Inertia factor 0.5

higher delay, whereas smaller LDNA and larger Imol enable
lower latency, but reduced robustness. Such an analysis con-
firms that the proposed framework allows flexible tuning of
the system behavior depending on application requirements.

Table 6 summarizes the analysis carried out in relation to
the delay, considering the execution of the whole application
and the average delay generated per nano-device.

5.3 Overhead introduced byML

In order to assess the overhead introduced by the ML proce-
dure described in Sect. 4.3, we run the simulations presented
above, executing the prediction module once per second.
Moreover, we trained a second dataset to represent data under
network-congestion conditions. All results are averaged over

Fig. 7 Delay analysis under
different configurations: a
impact of routing and MAC
strategies on encryption delay; b
average data processing delay
per nano-device, including
communication and
cryptographic overhead
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Fig. 8 Sensitivity analysis of
key parameters. The left plot
shows the impact of the DNA
strand length LDNA on
encryption delay under different
molecular control intervals Imol.
The right plot reports the
corresponding effect on
ciphertext entropy

five simulation runs with different random seeds. To pro-
vide a more robust assessment of the observed trends, we
report variability measures in terms of standard deviation,
represented as error bars in Fig. 9, thus allowing to evalu-
ate the statistical consistency of the results across different
runs.

Naturally, as shown in Fig. 9, the ML procedure increases
the time required to complete the simulations, but, in the
presence of a congestion status, the ML algorithm allows
limiting the packet losses, as reported in Fig. 10, thus improv-
ing the reliability of the network. The time spent finalizing
both encryption and decryption tasks and the ML procedure
inevitably increases communication latency, but they provide
a significant advantage in terms of reliability for the whole
system.

The observed differences among the considered config-
urations are consistent across multiple simulation runs, as
indicated by the limited variability shown in the error bars.
This suggests that the performance gap is not due to ran-
dom fluctuations, but rather to the intrinsic behavior of the
executed protocols.

To better isolate the contribution of each module, a com-
parison among the following configurations has been carried

out: (i) baseline system without ML-based adaptation; (ii)
system with ML-based predictive control; (iii) configura-
tions with and without DNA-based cryptographic processing
(where applicable). Such a comparison enables assessing the
contribution of adaptive control and cryptographic protec-
tion in terms of delay and reliability. More in detail, this
benchmarking analysis shows that the ML module mainly
improves reliability under congestion, while the DNA-based
cryptographic scheme primarily affects processing delay. In
fact, the combined analysis reveals that the proposed frame-
work does not uniformly outperform baseline approaches in
all scenarios. Instead, it enables a tunable balance between
latency and security, where the benefits of adaptive control
becomemore evident under congestion conditions, while the
cryptographic overhead becomes more significant in dense
deployments.

5.4 Energy, memory, and computational cost
analysis

Beyond delay-oriented metrics, it is important to discuss the
implications of the proposed framework in terms of energy
consumption, memory usage, and computational cost, which

Table 6 Summary of delay assessment

Sim/Delay Global encryption delay Per nano-device encryption delay

Sim1 Acceptable increase, proportionally to the number of sensors Decrease in the per nano-device incidence due to the insignif-
icant increase in the total delay, as the devices in the network
increase

Sim2 Not suitable for a systemwith a high number of nano-devices Optimal only in the case of few nano-devices

Sim3 Acceptable increase proportionally to the number of sensors Acceptable increase proportionally to the number of sensors
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Fig. 9 Impact of the ML
prediction module on overall
system delay, comparing
baseline configurations with and
without adaptive control under
congestion conditions. Error
bars represent the standard
deviation computed over 5
simulation runs

are critical factors in resource-constrained IoNT environ-
ments.

Energy consumption In the considered architecture, energy
consumption is mainly caused by: (i) packet transmission
and reception, (ii) cryptographic processing, and (iii) control
signaling, including both MAC procedures and molecular
exchanges. Among these, communication typically repre-
sents the dominant factor, due to the cost of electromag-
netic transmissions in the terahertz band. The additional
energy overhead introduced by the DNA-based crypto-
graphic scheme is primarily due to local processing oper-
ations at the nano-device level. However, these operations
involve lightweight transformations (e.g., binary-to-DNA
mapping and sequence manipulation) and do not require
continuous transmission; thus, their impact is expected to

be lower than that of communication-related energy costs.
On the other hand, Smart-MAC configurations may sig-
nificantly increase energy consumption due to handshake
procedures and repeated backoff operations, especially in
dense scenarios. Therefore, the overall energy profile is
strongly dependent on the selected routing/MAC configu-
ration and network density.

Memory usage Memory requirements in nano-devices are
extremely limited and represent a major constraint in IoNT
systems. The proposed approach does not require persistent
storage of large datasets at the nano-device level. Instead,
each device needs to store only: (i) a limited portion of the
DNA mapping table; (ii) the current seed values; and (iii)
a small buffer of recently transmitted or received packets
(already required by the underlying network protocols). As

Fig. 10 Packet loss percentage
under congestion conditions,
showing the effect of the
ML-based adaptive mechanism
in improving network reliability
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discussed in the simulation setup, the expectedmemory foot-
print for DNA-related processing is limited (on the order
of a few tens of KB or less per nano-device), and no long-
term storage of encrypted data is assumed. The ML model
is deployed at the smart-device level, which is not resource-
constrained, thus avoiding additional memory overhead at
the nano-scale.

Computational cost The computational cost of the pro-
posed framework can be decomposed into two main com-
ponents: cryptographic processing and ML inference. The
DNA-based encryption process involves a sequence of trans-
formations whose complexity scales linearly with the length
of the input message. Therefore, the computational burden
remains bounded and predictable. The ML module, based
on XGBoost regression, is executed by the smart device
and involves inference over a relatively small feature space.
Since inference in tree-based models scales with the num-
ber of trees and their depth, the resulting overhead is limited
and compatible with near real-time operation. It is worth
noting that no training is performed at runtime within the
nano-network, thus avoiding additional computational load
on nano-devices.

Such an analysis highlights that the main trade-off intro-
duced by the proposed framework is between improved secu-
rity robustness and increased processing/coordination over-
head.While the cryptographic andMLcomponents introduce
additional costs, these are partially mitigated by their place-
ment (ML at the smart device) and by the lightweight nature
of the DNA-based transformations. However, system-level
configurations, particularly those involving Smart-MAC and
high node density, may amplify both energy and computa-
tional costs, thus limiting scalability in highly demanding
scenarios.

5.5 Discussion

The obtained results highlight a clear trade-off between
security-oriented control and communication efficiency in
the considered IoNT framework. On the one hand, integrat-
ingDNA-based cryptographywith theMLpredictionmodule
enhances the system’s capability to respond to dynamic con-
ditions and improves robustness under congestion states. On
the other hand, such benefits are accompanied by additional
processing and coordination costs, whose impact depends
on the selected routing/MAC configuration and on the scale
of the nano-network. In particular, the results show that the
proposed approach reduces packet loss from approximately
44% to 29% in dense scenarios and from 31% to about 20%
in smaller deployments (approximately 33–37% reduction).
Such an improvement is achieved at the cost of an increased
latency, with an average overhead of about 18% in dense
networks and up to 55% in smaller configurations.

A first relevant observation concerns the behavior of
Smart-MAC-based configurations. The increased delay obs-
erved in such cases can be motivated by the handshake
procedure required before transmission, which becomes pro-
gressively more expensive as the number of nano-devices
increases. Such an overhead further increases the crypto-
graphic processing time and, in dense scenarios,may become
the dominant factor affecting the end-to-end responsive-
ness.

A second important aspect is that the cryptographic over-
head does not affect all configurations equally. In smaller-
scale settings, the additional cost introduced by encryption
is limited,making security-aware configurations viablewhen
stronger protection is required. In contrast, in denser deploy-
ments, routing and medium-access interactions amplify the
processing burden, thereby reducing scalability.

Finally, the results obtained under congestion conditions
suggest that the ML module is beneficial when reliability is
prioritized overminimal latency. In particular, the prediction-
based adaptation mechanism helps reduce packet losses,
indicating that dynamic parameter tuning may be preferable
to static security settings in volatile IoNT environments. This
also confirms that the scope of the ML module is not merely
predictive accuracy, but it also contributes to maintaining a
more stable security–performance balance during network
operation.

5.6 Limitations

The envisioned approach presents some limitations con-
cerning the conducted simulations, the exploited data, and
cryptanalysis. In fact, the evaluation of the presented solu-
tion is simulation-based and does not include validation on
real nano-devices or biological substrates. While simula-
tion is currently the most viable approach for early-stage
investigation in IoNT contexts, real-world deployment may
introduce additional constraints that are not fully captured
here. Fully operational nano-scale communication platforms,
programmable nano-devices, and large-scale bio-nano exper-
imental infrastructures are not yet widely available to the
research community. For such a reason, the proposed frame-
work has been evaluated using well-known (i.e., already
validated by the research community) simulation tools
specifically designed for nano-networks, namely Nano −
Sim, N3Sim, and NanoSim.

The absence of direct benchmarking against alternative
adaptive security frameworks or lightweight cryptographic
schemes is due to the fact that most existing proposals
target different application domains, network architectures,
threat models, or evaluation environments. But, above all, no
solution available in literature combines both DNA-based
cryptographic approaches and ML-based mechanisms for
nano-scale networks, as emerged from Sect. 2. Hence, the
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present study focuses on internal benchmarking aimed at
quantifying the impact of the proposed adaptive mechanisms
under different routing,MAC, congestion, and cryptographic
configurations.

Although the evaluation focuses on a healthcare scenario,
the proposed framework is not intended to be limited to
this application domain. In fact, the key components of the
system (i.e., the DNA-based cryptographic module and the
ML-driven adaptive control) operate independently of the
specific physical environment. From a networking perspec-
tive, the considered scenario already captures several features
of IoNTsystems, including constraineddevices, limited com-
munication range, multi-hop routing, and dynamic network
conditions. Such features are also present in other domains,
such as industrial IoNT systems (e.g., smart manufacturing)
and environmental monitoring deployments (e.g., distributed
sensing networks). Differences across domains mainly affect
parameters such as network size, node density, and traffic pat-
terns. However, the impact of the key parameters (i.e., LDNA

and Imol) analyzed in this work remains consistent across
contexts. Therefore, the proposed framework can be adapted
to different IoNT deployments by tuning such parameters
according to application-specific requirements, thus paving
the way for further research areas.

Moreover, the ML module is trained on data gener-
ated within the same simulation framework. Although this
choice is justified by the lack of publicly available real
IoNT datasets, it may limit the generalizability of the pre-
dictor in environments characterized by different dynamics,
noise sources, or hardware constraints. Note that the ML
component is implemented using XGBoost due to its capa-
bility to capture non-linear relationships in tabular datasets,
whilemaintaining acceptable computational complexity. The
present work does not provide a systematic comparison with
alternative regression techniques, such as Random Forest,
LightGBM, Support Vector Regression, or Neural Networks.
Therefore, the reported results do not aim to demonstrate that
XGBoost represents the optimal solution: a comprehensive
benchmarking campaign involving multiple learning mod-
els could be considered a future research direction in order
to further optimize the outcome obtained in the investigated
context.

Also, the work mainly focuses on delay-related metrics
and ciphertext randomness indicators, while other important
dimensions such as energy consumption, memory occupa-
tion, and low-level hardware feasibility are not yet compre-
hensively assessed. This is due to the capabilities of the
currently available nano-network simulation tools, which
do not provide sufficiently detailed models for accurately
measuring energy consumption, memory occupation, or
hardware-level computational costs associated with DNA-
based processing. Anyway, the main goal of this work is
to investigate the impact of the proposed adaptive security

framework on communication reliability and delay, as such
metrics are directly affected by both the DNA-based crypto-
graphic mechanism and the ML-driven adaptation process.
For such a reason, latency and packet loss have been selected
as the main quantitative evaluation metrics.

Finally, the current security analysis remains primar-
ily qualitative and does not provide formal cryptographic
proofs under standard adversarial models. In particular, the
framework has not been formally evaluated against chosen-
plaintext attacks, known-plaintext attacks, ciphertext-only
attacks, or other advanced cryptanalytic techniques. Simi-
larly, although replay andMITM resistance are supported by
the protected key-establishment procedures inherited from
the reference architecture, no formal security proof is cur-
rently available. Therefore, the proposed framework should
be regarded as an adaptive security architecture whose fea-
sibility and performance have been demonstrated through
simulation, rather than as a cryptographic scheme with for-
mally established security guarantees.

6 Conclusions

The paper presented an IoNT framework that combines
DNA-based bio-molecular cryptography with an ML-driven
prediction module to support the adaptive configuration of
security parameters under dynamic network conditions. The
conducted evaluation showed that the proposed approach
can improve robustness in congestion-prone settings, while
maintaining acceptable performance in selected configura-
tions, although additional latency and coordination overhead
are introduced. In particular, the results indicate that the
impact of the security mechanisms strongly depends on the
routing/MAC strategy and on the density of the deployed
nano-devices. The proposed approach also highlights that
adaptive parameter tuning can be more effective than static
security configurations when network conditions vary over
time.

Future work will focus on four directions: (i) extending
the evaluation to additional IoNT scenarios (e.g., larger-scale
deployments, different traffic profiles) beyond healthcare,
with the use of synthetic and real data for ML training; (ii)
incorporating further metrics such as energy consumption,
memory usage, and computational cost; (iii) strengthening
the security analysis with more formal threat-driven valida-
tion; (iv) investigating real-world prototyping opportunities
through interdisciplinary collaborations.
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