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Abstract

This paper presents SereWay, an open-source testbed for benchmarking the detec-
tion of security and reliability-related anomalies in the context of the railway Indus-
trial Internet of Things domain. The proposal leverages lightweight virtualization
and synthetic data generation modules trained from real train sensor data to create
both normal and faulty behavior of the system, while Distributed Denial of Service
attacks are generated through a BotNet simulation framework. The envisioned solu-
tion aims to facilitate the benchmarking of Machine Learning-based security and
reliability solutions for the railway domain, and it is built on top of Open-FARI, an
existing railway testbed for anomaly detection. The proposal has been used in the
context of an experimental campaign for the evaluation of a Federated Learning-
based system aiming at detecting both security and reliability anomalies. The ob-
tained results highlight the potentialities of the proposed framework to emulate re-
alistic railway scenarios and support the benchmarking of Machine Learning-based
security and reliability instruments in this context.

Keywords Industrial IoT - Railway - Network security - Network reliability -
European rail traffic management system

1 Introduction

The European Rail Traffic Management System (ERTMS) is a significant railway
system standardization initiative by the European Commission emphasizing interop-
erability and cybersecurity [1]. The overarching objectives of ERTMS are multifac-
eted, aiming to achieve a more competitive and efficient European railway system.
These objectives include opening and restructuring the rail market, increasing com-
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petitiveness among rail companies, developing interoperable infrastructure, improv-
ing efficiency in infrastructure use and safety, and ensuring fair consumer prices [2].
According to the EU’s 797/2016 directive [3] in the context of ERTMS, ‘interoper-
ability’ means the ability of a rail system to allow the safe and uninterrupted move-
ment of trains, accomplishing the required performance levels. In the context of the
system’s security, such a definition may be commonly associated with resiliency,
and research efforts devoted to preserving this feature are especially important con-
sidering the EU commitment to start upgrading the standard railway communication
systems in the context of the ERTMS standardization [4, 5]. In this respect, security
and reliability benchmarking play a key role in pursuing system resiliency. It allows
for highlighting anomalies that may potentially compromise the system’s function-
ing and/or evaluating the system’s mechanisms to identify them, which represent the
fundamentals of building a resilient system. This is especially true in critical contexts
like railways, where malfunctioning may lead to severe consequences.

Machine Learning (ML) and Deep Learning (DL) techniques have been largely
used in industrial contexts for both reliability- and security-related tasks, such as
predictive maintenance [6], optimized control [7], fault detection [8], and intrusion
detection [9]. However, their evaluation requires training and testing data tailored to
the specific domain of application, which may represent a problem in many industrial
contexts where both legal and privacy concerns may restrict the practical availability
of data [10]. Realistic Synthetic Data Generation (SDG) [11, 12] represents one of the
potential solutions to face the problem of learning under low-data regimes, which has
also been used in the Industrial Internet of Things (IIoT) domain [13]. Unfortunately,
there is a lack of SDG instruments tailored to the railway domain. Consequently,
the absence of realistic datasets and testbeds represents a significant barrier to the
entrance into research on ML-driven solutions for both reliability and security in the
railway [IoT domain.

A first step in this direction was made with the Open-FaR1 framework [14], which is
an open-source Federated Learning (FL) [15] testbed centered on anomaly detection
for railway IIoT. Open-FARI leverages synthetic data generation modules trained from
real train (normal and anomalous) sensor data to generate realistic railway scenarios.
It supports the resiliency objectives in the ERTMS Blueprint from a reliability point
of view by enabling the identification of potential malfunctions or deviations from
normal operational parameters, thereby contributing to a safer railway environment.
However, beyond reliability, more causally oriented research focuses on cyber-intru-
sions that can be crucial to maintaining the overall safety of the railway environ-
ment [16]. Preventing, detecting, and mitigating cyber-security breaches is part of the
cybersecurity side of ERTMS and, therefore, is an objective of utmost importance in
the landscape of the European standardization of high-speed train management [17].

This paper presents SEREWAY, an open-source testbed for benchmarking the detec-
tion and mitigation of anomalies and cyber intrusions within a simulated ERTMS
environment, based on lightweight virtualization (i.e., containers). The proposal
augments the reliability functionalities of Open-FaRI by improving its synthetic data
generation and integrating a BotNet simulation framework that enables cybersecu-
rity-oriented benchmarking associated with Distributed Denial of Service (DDoS)
attack detection and mitigation. This work extends the Open-FarI platform for feder-
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ated learning experiments over the railway IIoT to focus on the specific interplay of
automatic security and reliability management. The main novelties introduced by
SEREWAY are:

e Improved synthetic diagnostic data generation for a more heterogeneous and fine-
grained simulation of a fleet of high-speed trains;

e Integration of the security perspective implementing attack vectors over Open-
FARI to emulate DDoS attacks in the railway IloT context;

e Integration of a health-status monitoring framework for the simulated railway
network;

e An online attack detection module to test attack identification and mitigation us-
ing high-level informative features.

Thanks to the aforementioned contributions, SEREWAY emerges as an open-source
testbed designed to evaluate security and reliability within railway IloT systems,
bridging two areas that have been treated separately so far. Unlike prior frameworks,
exclusively focused on functional validation or on isolated aspects of network secu-
rity, the SEREWAY framework provides an integrated view that enables the assessment
of both system dependability and cyber-resilience under realistic operating condi-
tions. Hence, SEREWAY contributes to filling the current gap of reproducible tools for
studying how learning-based detectors perform in distributed railway infrastructures,
characterized by constrained connectivity and heterogeneous data sources.

We show the usage of SEREWAY to conduct an experimental campaign for the
evaluation of a FL-based system, which aims at detecting anomalies from both secu-
rity and reliability perspectives. The obtained results highlight the potentialities of
the proposal to emulate realistic railway scenarios to facilitate the benchmarking of
ML-based security and reliability instruments for the railway domain.

The rest of the paper is organized as follows. Section 2 explores related work,
while Sect. 3 provides some background concepts. Section 4 presents the SEREWAY
testbed, its components, and its working mechanism. Section 5 introduces a case
study of intrusion detection and reliability monitoring made in the presented testbed.
Section 6 discusses the potential development criteria for further standardization of
the ERTMS ecosystem, along with the validity analysis. Section 7 provides conclud-
ing remarks and future work directions.

2 Related Work

This Section presents the current state-of-the-art concerning existing testbeds for the
railway domain and FL, from both a security and reliability perspective. Moreover, a
discussion about data generation, fault diagnostics, and security benchmarking solu-
tions in the railway I1oT context is also provided.

Testbeds for the Railway IloT. Mera et al. [18] simulate the Communication
Based Train Control (CBTC) system to accelerate the test and validation process of
new functionalities and modules to such a system. Instead, the testbed in Kim et al.
[19] focuses on the mitigation of Man-in-the-Middle (MIDM) attacks over the CBTC.
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A similar approach is used by Xu et al. [20]. The work in [21] focused instead on rail-
way-level crossings and created a distributed and hardware-compatible platform that
monitors key evaluation metrics for simulation. This work unites various modules
such as the TrainDirector simulator in [22] and the Command & Control Wind Tun-
nel framework in [23]. A follow-up work in [24] focused on reliability aspects under
a heterogeneous cyber-attack scenario. Similarly, the SecureRails [25] software is an
extension of the OpenRails open-source project [26] that focuses on evaluating the
effects of cyber-attacks over the outcome of railway system operations.

Testbeds for Federated Learning.

CoLEXT [27] is a physical testbed that helps test multiple federated learning algo-
rithms over heterogeneous edge networks. FedBed [28] provides a simulation-based,
open-source testbed that leverages virtualization and emulation, enabling experi-
mentation with various network scenarios, QoS specifications, and networking delay
simulations. Instead, Popovic et al. [29] created the Python-centric testbed for FL,
and a later evolution in [30] extended it to physically distributed domains. Techtile
[31] focuses instead on benchmarking information-rich edge computing scenarios.
Finally, [32] concentrates on the heterogeneity of network protocols and FL algo-
rithms. SEREWAY builds upon the Open-FarI testbed [14], which evaluates feder-
ated learning algorithms for anomaly detection over a simulated railway IloT. Such
architectural choices are aligned with recent secure IloT frameworks leveraging edge
intelligence and federated learning for scalable anomaly detection in industrial con-
texts [33, 34].

Realistic Sensor Data Generation.

Adversarial settings have generated realistic data in IIoT contexts [35, 36]. Some
of them use probabilistic inductive biases, such as mixture-density networks [37] or
time-series modeling [38]. A recent trend in synthetic data generation is the use of
diffusion models [39, 40], which can generate tailored outputs through conditional
models. Similar works using DL for synthetic IIoT data generation are available in
[37, 41, 42]. Recent non-parametric data generation studies are available in [43, 44].
Our previous work in [14] employs a lightweight copula-based approach [45] to gen-
erate synthetic data, which is also adopted in SEREWAY.

Fault Diagnostics in Railway IloT.

Anomaly detection pipelines in the railway domain use support vector machines
[46—48], Kalman filters [49], optimization [50, 51], methods based on other feature
analysis-based [52—54], and Deep Learning (DL) pipelines [53, 55-57]. The work in
[58] proposes a fault-detection system for training sensor data that combines cloud-
based pre-training with online learning strategies for local adaptation of detectors at
the edge. These studies detect faults in components such as stators, rotors, and bear-
ings. Our work clusters the synthetic sensor probes in [14] to create a controllable
multi-modal sensor data stream. Recent reviews on fault detection over train sensor
data are presented in [59, 60].

Security Benchmarking in Railway IloT.

Despite the increasing digitalization of railway systems, the cybersecurity of rail-
way IIoT remains significantly less explored than fault tolerance and operational
reliability. Kour et al. [61] underscores the heightened vulnerability of contempo-
rary rail infrastructures to cyber threats, highlighting the need for comprehensive
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cybersecurity frameworks. However, the current research is predominantly concep-
tual, offering few practical implementations, particularly those that employ Artificial
Intelligence (Al)-based methods for threat detection and mitigation. Recent studies
in network and system management have proposed promising frameworks that could
be adapted to the railway context. For instance, Jullian et al. [62] present a distributed
deep learning-based framework for cyber-attack detection in IoT networks, demon-
strating high effectiveness in decentralized scenarios. Froehlich et al. [63] propose a
secure IIoT gateway architecture based on Trusted Execution Environments (TEEs),
which enables robust edge-level intrusion mitigation. Moreover, Bovenzi et al. [34]
investigate class-incremental learning in traffic classification using deep neural net-
works, which is relevant for evolving IIoT environments such as those found in train
networks. Similarly, Gioacchini et al. [33] propose a method for transferring traffic
embeddings across heterogeneous networks, a technique that could be used to adapt
intrusion detection models across trains operating on diverse infrastructures.

Research on benchmarking methodologies for assessing cybersecurity perfor-
mance in railway IIoT environments is lacking. In the IIoT landscape, the work
in [64] suggests a security testbed that checks cyber defenses one step at a time.
Alsaedi et al. [65] and Ferrag et al. [66] created realistic, diverse datasets called
TON _IoT and Edge-IloTset, respectively. These datasets are designed to support
research on intrusion detection. In [9], DDoShield-IoT is presented, an Al-powered
framework designed to detect and mitigate DDoS attacks in smart environments,
showing the potential of DL for real-time protection. However, these solutions are
not tailored to the railway domain and do not account for its unique operational and
safety constraints. Additionally, Axon et al. [67] point out that there are cybersecurity
gaps in I1oT, especially in areas like benchmarking, validation, and risk control. This
highlights the need to create specific tools for this field. One possible approach is to
adapt the safety benchmarking framework introduced by Blumenfeld et al. [68] for
railways, extending it to include cybersecurity aspects such as intrusion resilience,
threat response efficiency, and adversarial robustness.

Considering the state-of-the-art, it can be noted that there is a lack of railway-
specific testbeds allowing the benchmarking of security and reliability ML-driven
solutions, which reflect real-world operational and threat scenarios in railway IloT
environments.

3 Background

Herein, the main features of the European Rail Traffic Management System, along
with the generation of railway diagnostic data, are presented to better specify the
context in which the approach proposed in this paper has been developed.

3.1 European Rail Traffic Management System

The ERTMS aims to revitalize the railway sector by establishing a single, interopera-

ble signaling and speed control system across Europe [69]. This standardization aims
to replace the multitude of current national train control systems, thereby reducing
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purchasing and maintenance costs, increasing train speeds and infrastructure capac-
ity, and enhancing safety in rail transport. As per the fourth version of the ERTMS,
the framework comprises three primary elements: the European Train Control Sys-
tem (ETCS), the Global System for Mobile Communications — Railway (GSM-R),
and the Automatic Train Operation module (ATO) [70].

The ETCS is the core system of the ERTMS blueprint, functioning as both a train
protection system (Automatic Train Protection - ATP) and a cabin signaling system.
Its primary function is to ensure safe train operation by continuously supervising the
train’s speed and movement authority based on trackside signaling information. The
system intervenes by applying emergency braking if the train exceeds permitted lim-
its or encroaches upon unauthorized areas. Instead, the GSM-R is a dedicated radio
communication system for railways, providing a secure and reliable channel for both
voice communication between train drivers and signalers, as well as data communi-
cation for ETCS. The ATO module is the third key component of ERTMS, designed
to automate train operation, including traction and braking.

3.2 Railway Diagnostic Data

The data used in this paper consists of diagnostic logs obtained from a collabora-
tion with an Italian railway company. The diagnostic logs contain approximately
60,000 diagnostic sensor and event signals collected over one week of high-speed
train operations, which report key aspects of an ERTMS/ETCS-controlled train envi-
ronment. The ERTMS-compliant trains continuously exchange data (such as brak-
ing commands, communication status, and power metrics) to ensure safe operations.
The data mirror these dynamics by including event descriptors (e.g., inter-component
communication failures or unexpected traction cuts) alongside numerical measure-
ments (voltages, currents, etc.), resembling the signals transmitted between onboard
and trackside systems.

The sensor probes generated by the nodes in SEREWAY are a specialized version of
our previous work on realistic train data generation [14]. More specifically, synthetic
numerical train data is generated in each node concerning the braking system (e.g.,
cylinder pressures for multiple cars), power supply diagnostics (battery, line voltages,
and current), and other vehicle-wise operational parameters such as speed, general
power states, emergency braking, fault aggregation, status probes from the ERTMS
[70] status, among others.

To better simulate faults or potential safety-critical issues in the ERTMS/ETCS
system, the events in our real traces were manually classified, leveraging domain
knowledge to separate records related to normal operations from those regarding
faulty conditions. Some of the most relevant events identified in the dataset are
described in Table 1. Classifying events into normal and anomalous permits imple-
menting a high-level behavioral emulation of the ETCS.! More details on the original
dataset’s synthetic generators are available in [14, 71].

!Further research could involve a more detailed mapping of the dataset’s specific signals and event codes
to the technical specifications of ERTMS to gain an even deeper understanding of their interactions.
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Table 1 Some of the most rep- Normal Event Description
reseqtatlve szents reproduced in Manual braking This indicates a braking command initi-
our simulation command active ated by the driver, a standard opera-
tional procedure
Signalling sys-— The signaling system is requesting
tem requires maximum service braking, a core func-
service braking tion of ATP
Standby state The train is not actively running but is
activated powered on, typically waiting at a sta-
tion or in a depot
DC pantograph This is normal for the trains analyzed in

raised on car X this work, which are assumed to operate
on a DC power line

RCB/MCB opening The driver requests to open the circuit

command received breakers (Rapid vs. Main Circuit Break-
er). A normal operational procedure

Anomalous Event Description

Pressure below A low pressure indicates a potential
threshold in issue with the compressed air system in
car X that specific car

No closed Cir- If Circuit Breakers are not closed, it
cuit Breakers suggests a problem with the train’s
found power distribution system
Communication Communication losses with Control and
Error with CCU Command Units (CCU) can impede the
in car X proper functioning of the TCMS

4 Proposal

This section starts with an explanation of the task related to synthetic data genera-
tion, followed by a presentation of the system’s architecture and the corresponding
implementation details.

4.1 Synthetic Data Generation

SEREWAY uses the same real ETCS traces of Open-FaRI but refines the synthetic data
generation pipeline to account for a more heterogeneous and fine-grained simulation
of a fleet of high-speed trains. The main idea is to enhance the ability to address the
complexity of real-world railway operations under ERTMS. For example, different
trains may be used on various routes, external weather conditions, passenger densi-
ties, speed patterns, and operational schedules, which may influence the distribution
of diagnostic signals in each simulated train.

To mimic such heterogeneity, after separating normal and anomalous signals in
the original diagnostic logs, the traces were clustered using density-based techniques
over the corresponding UMAP (Uniform Manifold Approximation and Projection)
manifold approximations [72]. A suitable number of clusters was found for each
trace, maximizing the Silhouette score [73], which evaluates clustering quality by
measuring cluster separability and consistency. Finally, multivariate Gaussian copu-
las [74] were fitted to each cluster in both normal and anomalous traces, and the
parameters of the trained copulas were saved for sampling purposes. More specifi-
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cally, given a multivariate dataset of real train-sensor data, X € R™%, SEREWAY uses
the Data-cebo’s Copulas library to perform parametric estimation of the marginal
distribution of each sensor stream. These estimated marginals are then transformed to
uniform variables using the Probability Integral Transform (PIT), and subsequently
mapped to latent Gaussian variables via the inverse standard normal CDF, to obtain a
dataset of multivariate Gaussian latent samples, as shown in Eq. 1:

PIT A ianizati -
Tij — Ui = FJ((E”) M) Zij = (0] l(uij) (1)
where x;; is the original data entry (row i, variable j), Fj is the estimated marginal

Cumulative Distribution Function (CDF) of variable j, ®~! is the inverse standard
normal CDF, u;; € [0, 1] are uniform values, z;; € R are the latent Gaussian scores.

From these datasets, a correlation matrix 3. is estimated using Maximum Likeli-
hood Estimation (MLE):
n O (F (wa))

Ziy Zi = 2)

A

=t O (Fy(wia))

i:

S|

Z(zi —Z)(z—-2)T, z=

And, finally, 3 is saved and used at inference time to generate synthetic multivariate
train-sensor samples % € R? that follow the same estimated marginal distributions
and, at the same time, a fitted Gaussian pair-wise Covariance:

2o N(0,Y), uy=0(z), &5 =F"(u), forj=1,....4d 3)

Notice that our sampling method is conditioned on clusters of similar signals, both
for anomalous and normal events. The real clusters’ cardinalities were normalized to
resemble the real distribution of clusters, and a multinomial distribution was created
using these cardinalities. The multinomial cluster distribution is a categorical distri-
bution that the train signal emulator periodically samples to determine the Copula to
use for the next event generation. The specific cluster generation log-probabilities
used in our experiments are reported in Figure 1. Finally, the time lapse between
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Fig. 1 Class-specific data distributions for synthetic data generation used in our experiments
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Fig. 2 Modular view of the SEREWAY testbed. A Train Manager node controls the vehicles in the simu-
lated railway network, while a Bot Master can infect various nodes to conduct a DDoS attack in the
network. A middleware-based message broker permits the training of global anomaly detection and
intrusion detection modules using a federated learning algorithm implemented by the orchestrator.
Instead, the dashboard node provides comprehensive monitoring of the overall network health status
to the Train Manager

one event generation and the other follows the realistic inter-arrival time distribu-
tion distilled from the real traces. Specifically, log-normal distributions were fitted
to the normal and anomalous event inter-arrival times according to the real traces.
The corresponding parameters were saved and used during the simulation. By doing
such modeling, SEREWAY allows varying the cluster distributions of each train using
a configuration file, allowing the creation of the desired scenario for the benchmark.

4.2 Architecture

The SEREWAY testbed contains eight types of nodes. The first five are already avail-
able in the original version of the testbed, and they have been extended here to imple-
ment the new data generation process described earlier, as well as to implement an
online learning approach? (discussed later). Instead, the latter three nodes extend the
testbed with the security-related dimension. All the nodes in the SEREWAY testbed are
depicted in Figure 2 and described in the following.

Message Broker. The sensor probes in each vehicle, the health-status probes, the
training metrics, and other information, such as global module weights, are commu-
nicated between nodes through the message broker. This broker uses a publish-sub-
scribe middleware, and the multiple topic names ("'sensor probes" and "health status")
follow a naming template that enables the orchestrator to subscribe to every vehicle-

2The solution implemented in Open-FaRI allows the evaluation of only offline learning scenarios.
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specific topic using expression matching. Also, the dashboard node subscribes to all
the topics related to vehicle training statistics. Note that the message broker mirrors
the communication infrastructure within ERTMS, which needs reliable and timely
data exchange between trackside equipment and onboard units.

Vehicle. Vehicle nodes simulate the functionality of an ETCS onboard unit, i.e.,
they represent single trains in the railway network, responsible for producing sensor
probes and training local anomaly detector modules. Each vehicle is trained with data
sampled from a specific multinomial distribution where each category corresponds
to a different cluster of sensor probes. Additionally, vehicle nodes report their health
status and training metrics to the message broker.

Train Manager. The manager node is responsible for instantiating vehicles and
managing their training loops. The train manager also starts and stops each vehicle’s
data generation and training processes. Furthermore, the manager node initiates and
completes the metric collection and federated learning processes. Note that the Train
Manager’s role in instantiating and managing vehicles, their training loops, and the
corresponding data generation processes can be associated with the functions of a
Traffic Management System (TMS) in a real railway network: the TMS is responsible
for scheduling, dispatching, and monitoring trains, and the Train Manager performs
similar orchestration tasks within our simulated environment.

Federated Learning Orchestrator. The Federated Learning Orchestrator col-
lects the local training metrics and models’ weights from the message broker. It is
responsible for aggregating these weights using an FL algorithm and redistributing
the aggregated weights to the participating nodes to enhance the convergence of the
anomaly detection modules. FL can enable a single train to potentially benefit from a
global model that aggregates discriminative-generative criteria from the whole fleet
[75].

Dashboard. The dashboard node collects and presents metrics from both the
vehicle nodes and the orchestrator, providing visual insights to the administrator
regarding the vehicle-wise and global convergence processes. The metric collection
and reporting processes are asynchronous, involving the single local training pro-
cesses in the vehicles and the centralized processes in the management nodes (i.e.,
the orchestrator and the security manager). By imposing such a temporal decoupling,
the dashboard can report metrics from multiple sets of nodes that either join or leave
the experiment at different moments. By providing visual insights into a vehicle and
global convergence processes, the dashboard makes the Driver Machine Interface
(DMI) function in the train cab and the monitoring systems used in railway control
centres.

Bot Master The Bot Master is an external node that is intended to have access to a
predefined set of nodes in the railway network and issue flooding commands to these
nodes. The idea is to emulate a scenario where an external attacker takes advantage
of vulnerable nodes in the railway network to launch a DDoS attack. The flooding tar-
get can be any node in the network, including the FL orchestrator and Broker nodes,
which are the most critical ones. In addition, attacks with different intensities can be
performed, with a frequency ranging from 1Hz to 10kHz.

Bot Nodes The Bot Nodes are a specific set of vehicle nodes equipped, for simula-
tion purposes, with backdoor access to the Bot Master. They represent the vulnerable
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Fig. 3 Technological stack for the current implementation of SEREWAY

nodes of the railway network, which obey the flooding commands of the Bot Master,
generating flooding UDP attacks.

Security Manager The Security Manager node implements an ML-based discrim-
inator that receives health status metrics from the broker and identifies compromised
nodes in the railway network. Based on its inferences, the Security Manager also
requests attack mitigation actions to the Train Manager node, which are supposed
to stop flooding actions on the infected nodes. Mitigation, in this case, is simulated
by stopping the attack thread. Conceptually, this can be seen as the restarting of the
compromised train system or subsystem. However, in the current code implementa-
tion, this happens without any "extra" latency. Each train, when started, exposes a
microservice that acts as a backdoor for the Bot Master. Through an HTTP request,
the Bot Master can initiate an attack from a train. Similarly, when the Security Man-
ager detects that a node is under attack, it uses the corresponding node’s microservice
to shut down the attack.

4.3 Implementation Details

SEREWAY uses process virtualization to reduce the computational overhead of the
simulations. Namely, the nodes in Figure 2 are implemented using lightweight vir-
tualization, i.e., containers. As shown in Figure 3, which sketches an overview of
the technological stack over which SEREWAY is implemented, the container engine
in SEREWAY is Docker,® and each container is given a separate portion of system
resources to enhance the realism of the simulation. The SEREWAY testbed can be
deployed automatically using the DockerCompose file, which sets up the container
network, downloads, configures, and builds the third-party images. The nodes are
implemented as follows:

o The communication middleware, i.c., the Message Broker, is implemented by

3 https://www.docker.com/
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a container-based Apache-Kafka* cluster composed of a Zookeeper node and a
Kafka node. The broker holds the active topic list, subscribers’ offsets, and mes-
sage backups. The Zookeeper node ensures that the single Kafka broker func-
tions correctly and maintains its state’ The current version of the testbed uses the
official Kafka and Zookeper Images from Confluent Inc., versions 7.2.15. These
are mounted as Services by the DockerCompose file inside a bridge network for
isolated container communication.

e The Train Manager runs in the host system and is implemented using the Flask®
web application framework. Also, the Bot Master runs on the host and is acces-
sible through a separate panel in the former web application. The Train Man-
ager creates, starts, and stops vehicles, their training cycles, and health monitor-
ing threads, as specified by the parameters in the testbed configuration files. To
achieve this, the manager utilizes the Hydra library and the Docker Python SDK.
The Bot Master instead uses an attack microservice implemented on the vehicles
using FastAPI to issue attacks.

e Each Vehicle node is implemented by two running containers, i.e., a vehicle pro-
ducer and a vehicle consumer. The producer emits normal and anomalous sen-
sor probes from the train alongside the health status probes, while the consumer
trains the local anomaly detection module. The producers use the Psutil” library
to implement a cyclic thread that sends CPU, RAM, and network-related metrics.
Consumers use PyTorch neural modules for anomaly detection-related inferences
and training. The architecture of these modules is also read by the manager node
from the configuration files and sent to the consumers through the Docker SDK
when the user requests vehicle creation through the manager GUI.

o The FL Orchestrator and the Security Manager are also Docker containers,
which run the ML-based reliability and security solutions under test, i.c., the tar-
get of the benchmark. The Security Manager subscribes to the health-probe-relat-
ed topics through the Broker, instantiates the neural modules for online intrusion-
detection inference, training, and evaluation; and implements data rebalancing
techniques through resampling to accelerate convergence. The FL Orchestrator
instantiates a copy of the anomaly-detection neural modules in the vehicles for
aggregation purposes: rather than training, it uses FL algorithms to combine the
optimized weights, which are sent to it through the Broker, and sends the com-
bined weights back to the vehicles. The aggregation algorithm and period are also
settable through the configuration file.

e The Dashboard node is a container that registers all the relevant topics in the
Kafka middleware and pushes back the received messages to a cloud-hosted
Weights and Biases (W&B)® dashboard utilizing the corresponding API. Among
many others, the training and evaluation performance metrics are sent to the

4https://kafka.apache.org/

5In large-scale scenarios, more Kafka nodes can be added. In this case, ZooKeeper will play a more criti-
cal role in managing and coordinating the cluster.

Shttps://flask.palletsprojects.com/en/latest/
"https://pypi.org/project/psutil/
8 https://wandb.ai/
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W&B dashboard during each experiment. Also, the running distributions of the
clustered synthetic data generated by each vehicle are visualized in the dashboard
to better assess the effect of data imbalance locally and after the aggregation
rounds.’

Each train in the simulated network is equipped with a high-level monitoring dae-
mon that periodically reports resource usage metrics for the corresponding container,
e.g., CPU and memory usage, latency, and inbound/outbound network throughput.
These indicators are collected by the Security Manager and serve as a basis for attack
detection, identifying vehicles’ healthy/compromised status. Indeed, DDoS attacks
(which are emulated in our testbed) are expected to affect the resource usage of the
target nodes. Note that the sensor probes, health status updates, and training metrics
flowing through the broker represent the data exchanged between onboard systems
(like ETCS and potentially ATO) and ground control in an ERTMS environment.

5 Case Study

Modern railway infrastructure uses advanced communication systems to ensure
safe and efficient operations. The evolution toward increasingly connected systems,
including interconnected rail vehicles, IloT devices, and distributed control networks,
introduced new vulnerabilities. In this context, sensor-based predictive maintenance
reduced unexpected failures, but it also made rail systems dependent on operational
data processing. Moreover, the increased attack surface has made rail networks a
target for cyber threats, including DDoS attacks, which aim to compromise the avail-
ability of critical services.

In this perspective, this section analyzes the SEREWAY testbed via a case study
that resembles a train network composed of six trains, all infected by the BotNets’
backdoor. The aim here is to run a benchmark and provide an overview of the poten-
tialities of SEREWAY at evaluating ML-based solutions for addressing the challenges
of operational failure detection and cyber threat protection.

5.1 System Description

SEREWAY has been deployed on six rail vehicles, with each vehicle equipped with an
operational sensor network that collects critical parameters, including vibration, tem-
perature, power consumption, and health status metrics. As per the SEREWAY archi-
tecture, these parameters are analyzed by a security and reliability system consisting
of two main components: (i) the centralized Security Manager, which is responsible
for evaluating security threats across all rail vehicles, and (ii) the FL-based anomaly
detector dedicated to operational anomaly detection and diagnostics.

The Security Manager collects statistics from all nodes and determines whether
a specific node is under attack, while the FL-based detector operates independently

° An example series of experiments and the corresponding tracked metrics can be seen at https://wandb.
ai/jfcevallos/SEREWAY
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to identify anomalies related to operational malfunctions. It is important to note that
the deployed system follows a fully online approach, avoiding static datasets and
enabling dynamic adaptation of the model to varying operating conditions. This type
of learning renders it incremental and utilizes ongoing update mechanisms that allow
new anomaly and intrusion detection without service interruption.

The Bot Manager has been configured to emulate a botnet that checks for benign
nodes within the network at configurable intervals, set to a default of 8 s. Upon identi-
fying these nodes, the Bot Manager instructs them to flood the messaging broker, i.e.,
Zookeeper. However, the target broker and flooding frequency can be dynamically
configured via a configuration file.

Based on this setup, we conducted experiments using diverse attack strategies,
including low-frequency Sybil attacks and varying flooding intensities, enabling us
to assess the system’s robustness across different threat levels. Specifically, we con-
sidered 5 different levels of intensity, i.e., 1Hz, 10Hz, 100Hz, 1000Hz, and 10000Hz,
which are executed during 20-minute runs of SEREWAY.

5.2 Solutions Under Test

The goal of SEREWAY is to provide an easy-to-use benchmarking testbed for func-
tional anomaly detection and ML-based cyber threat detection models in the rail-
way IIoT domain. In this case study, the benchmark subjects are represented by the
solutions implemented in the Security Manager and the FL-based anomaly detector.
The Security Manager continuously monitors the network state, employing several
critical metrics, such as network bandwidth (both inbound and outbound), network
latency (round-trip time, RTT), and hardware resource utilization (i.e., CPU and
memory). The FL-based detector leverages decentralized training sessions happen-
ing across multiple nodes. Each vehicle has its own local model instance, which
processes the collected diagnostic data, computes updates to the anomaly detection
model, and shares only the learned parameters with the central server. Then, the
server aggregates updates from multiple vehicles to improve the generalization of the
global model for anomaly detection. Overall, the detection process under test consists
of the following steps:

1. Immediate signal processing: The local anomaly detector collects data to test
any neural model without going through traditional preprocessing or bulk nor-
malization procedures.

2. Inference and online classification: The neural networks classify the events
online, counting on two independent supervisory signals: one for operational
anomalies/diagnostics and one for each train’s compromised/healthy status.

3. Federated aggregation of updates: cach train vehicle is equipped with a local
neural module that is also trained and can periodically transmit weight changes
to the central Orchestrator server, which updates the global anomaly detection
model (using the FedAvg method [76]) and redistributes the new parameters to
the local detectors.

4. Security Manager Evaluation: The centralized Security Manager continuously
monitors statistics from all nodes and evaluates whether a vehicle is under attack.

@ Springer



Journal of Network and Systems Management... Page 150f25 52

Its decisions are evaluated through a reward function that quantifies the effective-
ness of intrusion detection.

In the considered case study, we leveraged MLP models for both intrusion and anom-
aly detection. Therefore, we have a two-stream MLP module, where each stream
performs a binary classification. The first classifier identifies operational anomalies,
distinguishing between normal conditions and mechanical or electronic malfunctions.
The second classifier detects security threats by analyzing specific sensor probes on
rail vehicles. In this context, the online approach allows the system to react immedi-
ately to events, continuously updating the model to improve detection accuracy and
reduce false positives.

5.3 Results

We validated the proposed framework’s ability to simulate a real-world railway
environment and to benchmark security and reliability solutions by conducting the
diverse tests described earlier, which are based on real operational scenarios and
include the considered attack simulations.

To assess the performance of the detection system, we employed the most com-
mon evaluation metrics in the anomaly detection context, namely Accuracy, Preci-
sion, Recall, and F1-Score. In addition, the performance of the Security Manager has
also been evaluated with a rewarding mechanism, which assigns a highly negative
reward to the SM whenever a false-negative inference is made (i.e., when the SM
fails to detect an infected train), a low negative reward each time the SM signals a
false-positive, and a low positive reward is given to the system each time an attack is
correctly detected. In contrast, no reward is given when the SM makes true-negative
inferences. Additionally, we measured the Average Mitigation Latency, which is the
time required by the system to detect and defensively react to an attack. By doing so,
these abstract rewards simulate the health of the whole TMS, including its anomaly
and intrusion detection functions.

The results of our online intrusion detection tests are depicted in Figure 4, which
depicts 5-steps running averages for the obtained Accuracy, Precision, Recall, and
F1-score, evaluated over a 20-minute run for each flood packet frequency. The results
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Fig. 4 DDoS attack detection performance
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ONLINE ANOMALY DETECTION PERFORMANCE
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Fig. 5 Anomaly detection performance

show promising performance, with all metrics showing improvement over time, as
expected, thanks to online learning. Specifically, for higher flooding frequencies
(1000Hz and 10000Hz), the Accuracy and F1-score rapidly approached and main-
tained values close to 1.0, suggesting high effectiveness in identifying intrusions
under intense attack conditions. Precision also reached near-perfect levels for these
frequencies, minimizing false positives, which is critical for security systems. Recall
was similarly high, indicating a strong ability to detect most intrusion attempts. For
lower flooding frequencies (1Hz, 10Hz, and 100Hz), the metrics showed a more
gradual increase but still stabilized at high levels (typically above 0.75 for Accuracy
and F1-Score), demonstrating the system’s capability to detect intrusions even at
lower intensities, albeit potentially with a slightly longer initial learning phase.

In contrast, the online classification of synthetic functional anomalies generated
by the train nodes showed a different performance profile, as it can be inferred from
Figure 5. While the system demonstrated the ability to classify anomalies online,
the performance metrics (i.e., Accuracy, Fl-score, Precision, and Recall) evaluated
over a 20-minute run for each flooding frequency, generally stabilized at lower levels
compared to intrusion detection. Accuracy typically ranged between 0.6 and 0.7, and
the F1-score between 0.5 and 0.7 after an initial learning phase. Precision and Recall
showed similar trends, indicating a moderate ability to correctly classify anomalies
without excessive false positives or negatives. Notably, the performance in functional
anomaly detection appeared less sensitive to the flood packet frequency compared to
intrusion detection, with the metrics for different frequencies clustering more closely
after the initial learning period. The lower overall performance in functional anom-
aly detection could be attributed to the inherent complexity of distinguishing subtle
functional deviations from normal operational behavior or the characteristics of the
synthetic data used for evaluation.

In addition to these evaluations, SEREWAY also allows to analyze the Security
Manager detection performance based on the rewarding mechanism described earlier.
Figure 6 shows a 20-step running average of both the intrusion detection rewards and
mitigation latency.'® It can be noted that the Security Manager initially faced chal-

1%Note that in the current implementation of SEREWAY the mitigation actions take place with no extra
latency with respect to detection; therefore, the plots in Figure 6 (left) can be seen as detection latency.
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lenges in accurately detecting attacks. Indeed, we notice an initial significant decline
in the mitigation reward (Figure 6 - left), which dipped to a low of approximately
-300. However, as it learns online, it quickly adapts, improving its performance and
gradually bringing the reward back up to stabilize near zero. This sub-optimality
obeys the current challenging rewarding scheme: false negatives incur a -10 pen-
alty, false positives -4, true negatives get 0, and true positives earn +2. Considering
that attack events are less frequent than benign situations. Meanwhile, the mitigation
latency (Figure 6 - right) follows a different pattern. Initially, it spikes as the system
takes longer to respond, but then it drops rapidly and stabilizes. This shows that
the SM not only improves at detecting attacks, but it consequently learns to contain
them more quickly. The log-scale view makes it clear that, regardless of the attack
intensity, the system consistently brings mitigation times under control, proving its
adaptability and efficiency in handling different levels of threats.

Finally, Figure 7 gives a view of the main health status probes collected from
vehicles during the online learning experiments regarding anomaly and intrusion
detection. As for the other figures, each line in Figure 7 corresponds to a different
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configuration of flooding attack in terms of the frequency of packets that the flooding
bot sends to the victim, where a 3-step running average is plotted for each metric.
As can be seen from the upper plot in this figure, higher frequency attack scenarios
imply higher network latency, measured in terms of round-trip time. Inbound band-
width (middle plot) is instead unaffected by the flooding commands, which are UDP-
based. Instead, outbound bandwidth (lower plot) is clearly a discriminative feature of
the node being under attack. Regarding the outbound bandwidth, notice how initial
attacks last longer, while later attacks are more rapidly mitigated as the Security
Manager learns to discriminate and mitigate them. Finally, notice also how different
higher flooding packet frequencies correspond to higher attack peaks in this plot.

It should be noted that the presented results and their discussion mainly aim at
demonstrating that SEREWAY can easily enable the benchmarking of ML-based anom-
aly and intrusion detection approaches in a realistic railway testbed. Further, the dis-
cussed metrics are just an example of metrics that can be easily analyzed through the
dashboard available in SEREWAY.

6 Discussion
6.1 Threats to Validity

As with any study proposing a new approach, concerns may arise regarding the valid-
ity and generalizability of the proposal and its results. We discuss them, based on the
aspects of validity listed in [77].

Construct Validity. Our study is built around the need for SDG instruments tai-
lored to the railway domain, which poses a significant barrier to entry for research
on ML-driven solutions for both reliability and security in the railway IIoT domain.
Therefore, we proposed SEREWAY, an open-source testbed for benchmarking the
detection and mitigation of anomalies and cyber intrusions within a simulated Euro-
pean Rail Traffic Management System. Our implementation leverages consolidated
technologies, like Docker containers, Kafka message broker, Flask web application,
and Weight and Biases dashboard. Moreover, our synthetic data generation approach
relies on real-world diagnostic data generated over one week of high-speed train
operations. In contrast, our attack generation module, i.c., the Bot Master, addresses
realistic attacks, such as DDoS attacks, which are relevant in the railway IIoT domain.
The analysis is based on a case study aiming at showing the potentialities of the pro-
posal to emulate realistic railway scenarios to facilitate the benchmarking of ML-
based security and reliability instruments for the railway domain. Therefore, the case
study conducts an experimental campaign using SereWay to evaluate an FL-based
system that aims to detect anomalies from both security and reliability perspectives.
FL is an example of ML-based solutions that can be evaluated in the railway scenario
by using our proposal. We selected it for our case study, since FL can be useful for a
train fleet, allowing a single train to potentially benefit from a global model aggregat-
ing discriminative-generative criteria from the whole fleet.

Internal and Conclusion Validity. Findings have been inferred through various
experiments that analyze both the reliability and security detection features of the
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solution under test. We replicated the experiments under various configurations of
packet frequency to emulate different scenarios. We evaluated various metrics; more-
over, the analysis has been supplemented by manual investigations of data generated
by the proposal (e.g., analyzing the system probes used for attack detection). Overall,
this mitigates internal validity threats and provides a reasonable level of confidence
in the conclusions.

External Validity. Our proposal should be easily applicable to other similar ML-
based approaches for detecting anomalies and intrusion detection. Given the wide-
spread adoption of these technologies, practitioners can easily deploy the solutions to
test within our proposal and perform their evaluation (from a reliability and security
perspective) in a simulated European Rail Traffic Management System. It can be
observed that the current implementation does not combine data from both the reli-
ability and security aspects, but rather analyzes them separately. As future work, we
will investigate considering both types of data sources simultaneously to enable prac-
titioners to utilize the proposal for evaluating solutions that aim to perform anomaly
and intrusion detection in an integrated manner. Finally, the details provided can
reasonably support the replication of our study by other researchers and practitioners.
Most notably, we made SEREWAY available to the community.

6.2 Contributions for the ERTMS Ecosystem

Based on the modelization and implementation of security and reliability benchmark-
ing, some insights obtained in this study also highlight some potential future contri-
butions that can be useful for the ERTMS ecosystem:

e While our current implementation of the communication between nodes does
not emulate the specifics of the GSM-R, our framework could be positioned as a
testbed for future integration with FRMCS (Future Railway Mobile Communica-
tion System), the successor to GSM-R, which will be vital for the digitalization
of rail transport [78].

e While not a direct component of current ERTMS, our Federated Learning Or-
chestrator showcases a potential future direction for enhancing the resilience and
security of railway systems. By aggregating knowledge from individual trains
without centralizing all data, SEREWAY addresses privacy concerns and creates a
more robust anomaly detection system that can learn from the collective experi-
ence of the fleet. This is highly relevant to the cybersecurity aspects of ERTMS,
where distributed intelligence can be beneficial for detecting and responding to
threats.

e Introducing a Bot Master and Bot Nodes addresses the growing concern of cyber-
security threats targeting critical infrastructure like railway systems operating un-
der ERTMS. These nodes simulate realistic attack vectors, such as DDoS attacks,
which could potentially disrupt train operations, communication, and safety sys-
tems within the ERTMS framework.
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7 Conclusions

This work presented SEREWAY, a testbed for benchmarking the detection and miti-
gation of anomalies and cyber intrusions within a simulated ERTMS environment.
SEREWAY uses real-world train sensor data and focuses on the interplay between
security and reliability through Federated Learning. Online learning cyber-defensive
benchmarking is the main contribution by which SEREWAY positions itself as a more
complete benchmarking instrument for research compared to recent literature. It aims
to contribute to railway safety and security in the context of current European stan-
dards and their upcoming transformations.

Further extensions of our SEREWAY platform can impact two main directions:
increasing attack heterogeneity and introducing adversarial attack capabilities.
Regarding the first direction, beyond DDoS attacks, other lower-frequency attack
vectors may target real-world IIoT networks. New attacking nodes, that emulate
scanning, Man-in-the-Middle, Command&Control, and other Malware and attacks,
could be implemented in SEREWAY. The second direction targets adversarial threats: as
defensive systems increasingly rely on machine learning to detect and mitigate intru-
sions, attackers are likewise turning to statistical-learning techniques to design Sybil
and other adaptive attacks that intentionally evade detectors. To support research on
such dynamics, Al-driven attack modules can be added to SEREWAY in order to gener-
ate adaptive, adversarial benchmarks for evaluating and hardening defensive models.
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