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A B S T R A C T

Application containerization allows for efficient resource utilization and improved performance when compared
to traditional virtualization techniques. However, managing multiple containers and providing services such
as load balancing, fault tolerance and security represent challenging tasks in the emerging microservices
architectures. In this context, Kubernetes platform allows to build resilient distributed containers. Besides its
efficiency in terms of configuration and architectural resiliency, it must also guarantee the access control to
the managed resources. In fact, information must be protected throughout the different microservices which
compose an application. To cope with such an issue, this paper proposes the definition of attribute-based
policies able to regulate data disclosure within a Kubernetes-based microservices network. Simulations are
carried out in a local Minikube environment, considering a smart residence scenario. The investigated metrics
include response time, required memory, CPU load, and disk usage.
1. Introduction

In recent years, network traffic has been enormously grown. Such
a trend forced many companies and industries to adopt a new kind of
system architecture able to meet new efficiency requirements, includ-
ing reducing response times. Hence, most of the monolithic systems,
usually composed of a complex non-replicated component that runs a
heavy application full of modules and external dependencies, have been
replaced with microservices-based systems. Monolithic applications are
also complex to maintain, since they require a long time to deploy new
features, the system modules are strongly coupled and do not scale
efficiently with the increase of the workload. To solve such limitations,
many companies migrated their aged systems to the microservices-
based architecture, and researchers analyzed the related costs and
benefits [1–4].

The main scope of the microservices-based architecture is to split
monolithic application responsibilities into many separated and
lightweight modules, in order to reduce the size of each component,
simplify the maintenance activities and accelerate the deployment
phase. The advantages introduced by the system modularization lead to
the improvement of system’s scalability. Even if the new microservices-
based architecture overcomes most of the monolithic system limi-
tations, it is still complex to manage [5]. In fact, the lightweight
modules are executed on physical or virtual machines that require ad-
hoc configuration in order to run correctly. Moreover, creating a new
module replica implies every time a setup phase that requires config-
uring a new machine, creating the required network rules, deploying
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1 https://kubernetes.io/.

the application, and verifying that it is working correctly. Such time-
consuming tasks should be manually performed; for such a reason,
companies and researchers were driven to find a mechanism able to
automatically take care of all those aspects. A solution is represented
by the Kubernetes1 open-source platform, also known as 𝐾8𝑆.

Kubernetes introduced a new automatic and faster way to define
cluster architecture based on container technology, able to rapidly
deploy a new cluster or upgrade an existing one. Today Kubernetes is
adopted by many large companies like 𝑆 𝑝𝑜𝑡𝑖𝑓 𝑦, The New York Times,
and 𝐺 𝑜𝑜𝑔 𝑙 𝑒. Besides the advantages in terms of configuration and per-
formance, another crucial aspect to consider is related to security, since
protection of information managed inside and among microservices is
fundamental in order to preserve unauthorized accesses. Kubernetes
provides some security mechanisms to improve the overall network and
cluster management security, allowing to define a set of cluster level
permissions. However, Kubernetes is not able to provide application-
level security policies, required to prevent users to access restricted
information. For this reason, an application-level security mechanism
is required, mainly in certain heterogeneous scenarios, such as those
related to Internet of Things (IoT). Kubernetes has proven to be a
valid solution for all environments with scalability requirements. This
aspect, combined with the rapid rise in IoT network traffic, has driven
researchers to analyze and implement scalable cluster systems based on
Kubernetes. For this reason, different works have been carried out to
analyze Kubernetes clusters in IoT environments like smart cities, smart
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Computer Communications 231 (2025) 108039 
homes, and edge computing [6–8]. Such solutions do not consider the
presence of many security risks, as we do in this work. In fact, the
disclosure of information among decoupled microservices must be reg-
lated as well as the interaction with users. Native integration to such
n issue is not available, hence we propose a feasible application-level
olution.

In this paper, attribute-based policies have been designed and im-
lemented within a Kubernetes-based microservices network at the

application level, simulating a smart residence scenario using a dataset
composed of sensor measurements. Policies will reflect the authorized
exchanges among microservices and interactions with involved entities
(e.g., users with different roles). The system has been executed in
a local Minikube environment and extensive simulations have been
executed; the performance of the system has then been evaluated to
better understand the capabilities of the envisioned solution. To collect
the required metrics, the cluster has been equipped with a monitoring
console. The cluster definition is publicly available2 along with the
core logic and the procedures used to set up the system. Besides the
envisioned approach is presented in a smart home scenario, it can be
easily adapted in cross-domain applications.

The remainder of this paper is organized as follows. Section 2
investigates the actual state of the art solutions. Section 3 presents
he technologies and tools adopted in this work, paying particular
ttention to the orchestration framework. Section 4 presents the system
rchitecture and core logic implementation, while Section 5 outlines
he experimental phase and provides a discussion about the proposed
pproach. Finally, Section 6 ends the paper, drawing some hints for

future research directions.

2. Related works and motivations

Kubernetes is a well-known platform, which has been adopted
by many companies and awakened the interest of many researchers.
For such a reason, many related works have been carried out to
deeply analyze the capabilities and limits of such a technology, paying
particular attention to the Kubernetes cluster performance, the Kuber-
netes autoscaling feature, the fault-tolerance, and its application in IoT
environments.

An example is the work proposed in [9], which analyzed if Ku-
ernetes is able to grant the availability property; the simulations

performed show that Kubernetes by default is able to repair from a
ailure state, anyway, this operation requires some time based on the
luster’s complexity; this can be translated to a minimum downtime
hat leads to a decrease of the QoS (Quality of Service). A similar work
as been carried out in [10] that analyzes the aging and fault tolerance

of a microservices system based on Kubernetes. Even in this case, the
esult obtained shows that Kubernetes is not completely aging-resistant,
n fact, the authors highlight the need for a faster and more accurate
icroservices fault detection system.

Other works compared the performance of Kubernetes with similar
rchestration engines. More in detail, in [11], the authors compared

Kubernetes with Docker Swarm,3 Apache Mesos,4 and Cattle.5 Such
a work performed different tests and the analysis highlighted that
K8S is one of the most complete orchestrators and, at the same time,
is one of the most complex. A similar work has been carried out
in [12]. It compares Docker Compose, Docker Swarm, Fleet, Apache

esos, and Kubernetes. Such engines have been tested showing that
ubernetes represents the best solution in large scale environments.

n [13], the authors compared the performance obtained by stressing a
ubernetes cluster, a Docker Swarm cluster, and a plain Docker cluster.

2 https://github.com/alessandrarizzardi/projects/secure-microservices.
3 https://docs.docker.com/engine/swarm/.
4 https://mesos.apache.org/documentation/latest/.
5 https://github.com/rancher/cattle.
2 
The result obtained shows that Kubernetes recorded a higher overhead
if compared with Docker Swarm and Docker; anyway, Kubernetes is
referable to Docker since it is able to more efficiently manage Docker

containers cluster. Kubernetes also overcomes Docker Swarm because
it provides an autoscaling functionality. Also in [14], the authors
compared the feature provided by K8S, Docker Swarm, and OpenShift;
the results show Kubernetes as the most feature-rich orchestrator.

One of the most particular Kubernetes features is replica autoscal-
ing. This mechanism allows Kubernetes to automatically control the
number of replicas of a specific resource, by increasing it when the
system is overloaded, and by decreasing it when the system is over-
dimensioned for the workload. Moreover, autoscaling is useful to im-
rove the scalability of the system and to prevent QoS degradation.
any researchers have analyzed the opportunities offered by the au-

toscaling feature, taking particular attention to the mechanism used
to establish the replica threshold value. While most of the time the
threshold value is fixed (and corresponds to the max amount of usable
resources before the system could enter an overloaded state), such a
mechanism may sometimes be limited. In fact, it could be more effi-
cient to increase the number of replicas before the system reaches the
overloaded state, as discussed in [15]. Hereby, the authors show how
the custom-developed autoscaling controller is able to achieve better
esults in terms of the number of pods instantiated under different
orkloads compared to the default Kubernetes horizontal autoscaling

ontroller. Similar solutions have been proposed in [16,17]. In the
former, the authors proposed a new dynamic mode that automatically
modifies the threshold values based on the system status. The results
btained showed an improvement in the system resource optimizations

and QoS degradation. In the latter, the authors proposed the Resource
Utilization Based Autoscaling System (RUBAS), a framework that over-
comes the limitations of the already existing Kubernetes Vertical Pod
Autoscaler (VPA) that requires killing the existing container and restart
hem with recalculated resources. The developed framework achieved
etter results than VPA, since it decreases the number of resource

restart actions, the time required to perform a restart action, and the
amount of used cluster resources.

Some other researchers have proposed different solutions based on
time series data analysis [18] and others based on machine learning
echniques [19,20]. Both solutions try to predict potential future cluster

resources’ peak usage and vertically or horizontally scale up the cluster
bject resources beforehand, based on cluster resources history data;
n this way, the system can safely execute all workloads by granting
vailability and QoS. Moreover, the proposed solutions can scale down
he cluster object replica number and resources to avoid waste of
esources.

Since Kubernetes has demonstrated excellent performance and scal-
ing capabilities, recently many researchers have analyzed its adoption
in IoT environments. In [8], the authors show that Kubernetes can
e a valid solution for building highly available and fault-tolerant
nfrastructure, by using the built-in Horizontal Pod Autoscaling (HPA)
echanism. Their results demonstrated how the HPA is able to solve

he scalability issue. However, their simulations have also highlighted
ome limitations related to the cluster node replication process, which
equired up to 8 min to create a new complete working node. Moreover,
he MaxPods configuration value can easily become the limit of the
luster by blocking the creation of new pod if it scales rapidly; in this
ase, the value must be manually increased.

In [6] the authors try to overcome the orchestration limitations of
EdgeX Foundry,6 an open-source container-based platform that facil-
itates interoperability at the IoT edge, by using Kubernetes technol-
ogy. The simulations performed by the researchers have measured the
performances obtained by EdgeX over Kubernetes. The results demon-
strates that EdgeX over Kubernetes is able to achieve better throughput

6 https://www.edgexfoundry.org/.
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Computer Communications 231 (2025) 108039 
and QoS when configured with the HPA mechanism if compared with
EdgeX Foundry. In [7] the authors proposed a new Traffic-aware HPA
THPA), that provides dynamic resource autoscaling that also takes into
ccount the network traffic of each node in an edge computing scenario.

The proposed solution is able to up-scale or down-scale the cluster
node pods proportionally to the real-time network traffic received by
the nodes. The work continues with the building of a test system and
the execution of some simulations, in order to evaluate the system’s
performance when using the new THPA mechanism and to compare
them with the default HPA autoscaling mechanism. The results show
that the new THPA is able to increase the QoS by scaling the pods of
the nodes according to the network traffic distribution. Moreover, it is
able to achieve better performance and throughput compared to the
default HPA.

The solution, presented in this paper, adopts HPA to guarantee
 flexible scaling mechanisms and the final aim is to evaluate the

performance of a Kubernetes cluster running an attribute-based policy
ramework. The need to build it from scratch is driven by the fact that
ubernetes does not include an application-layer security mechanism;

n fact, since Kubernetes is a cluster orchestrator, it can only implement
network-level security policies.

An example is provided by the authors of [21], which analyzed
the Kubernetes network security aspects and presented a new network
security design based on the Zero Trust Model that, by default, con-
siders all cluster traffic unsecured or untrusted [22]. The Zero Trust
odel is implemented by using internal and external firewalls that

erify all communication performed by the system. The performed
simulation showed that the system is able to block unwanted internal
and external traffic, by preventing attacks such as route hijacking and
etwork scanning. Anyway, this work does not evaluate the overhead
hat the network traffic monitoring and logging can introduce. In [23]
 similar work that aims to implement a Zero Trust Model in the
ubernetes ecosystem is envisioned. The Kubernetes cluster has been
quipped with some add-ons such as: (i) Cilium, which provides load
alancing and security; (ii) Istio, which introduces traffic encryption,
icro-segmentation, and authorization policies enforcement; (iii) and

Hubble,7 which provide deep network traffic observability. The system
has then been tested by deploying an application that performs data
exchange among different pods; then, in order to verify that the intra-
pods communication is encrypted, a traffic sniffer tool has been used.
The results obtained by the authors show that the system is able to
achieve the Zero Trust network security Model. In [24] the authors
evaluated the performance of a Kubernetes cluster in which the Calico
add-on8 is installed to enforce network policies. The simulation aims
o compare the cluster performance when enforcing the policies using
alico, with the performance without using Calico. The test system

s composed of a maximum of 2000 policies, that check intra- and
nter-node communication, and a maximum of 100 pods. The results

obtained from the simulations demonstrated a low cluster overhead
n terms of CPU, memory usage, and response time. The authors also
ighlighted some security aspects that a Kubernetes system must meet,
uch as configuring the policies in such a way that only the admitted
onnections are defined, avoiding policy misconfiguration by using a
tandard like Open Policy Agent (OPA)9 and granting high isolation

between microservices. In [25], the authors analyzed 104 internet
rtifacts deriving a set of best practices concerning security aspects.
rom the carried out analysis, the authors extracted 11 best practices

that a cluster should meet, which can be summarized as following:(i)
forcing a cluster-level authentication and authorization mechanism
that prevent unknown users to access the Kubernetes API server; (ii)

7 https://github.com/cilium/hubble.
8 https://docs.tigera.io/calico/3.25/getting-started/kubernetes/managed-

ublic-cloud/eks#install-eks-with-amazon-vpc-networking.
9 https://www.openpolicyagent.org/.
3 
implementing Kubernetes network security policies to restrict intra-
pod traffic; (iii) performing cluster-level vulnerability scanning; (iv)
nabling application and cluster logging; (v) introducing namespace
eparation to improve the cluster components isolation; (vi) forcing
ccess restriction and encryption mechanism for the Kubernetes etcd
atabase (i.e., a local database used to store cluster information);
vii) introducing continuous updates for all the used components and
echnologies; (viii) enabling SSL/TLS for cluster level communications;
ix) forcing CPU and memory quota limit to prevent attacked pods to

drain all cluster hardware resources; (x) running sensitive workloads in
separated machines in order to improve system isolation; (xi) forcing
secure metadata access to prevent sensitive information leak.

The authors in [26] proposed a cluster-level Intrusion Detection
ystem (IDS), able to detect unauthorized accesses, named Snort.10

Such a work aims to increase the overall system security by installing
the IDS at the node level; in this way all the communications performed
in the cluster can be intercepted and analyzed; anyway, it must be
noted that if the cluster is composed of many nodes, Snort must be
installed on each node and must be maintained separately. Once the
system has been initialized with the required components and Snort
has been configured with correct network policies, a port scan attack
is executed in order to verify the introduced overhead and the correct
policy enforcement. The outcome show that the introduced overhead
is reasonable, without impacting the cluster performance, and the IDS
ystem correctly detects the malicious packets.

The security impact of excessive permission attacks in real produc-
tion environments is investigated in [27]. To mitigate this kind of risk,
roper prevention mechanisms must be put in place, as we try to do
ith the solution presented in this paper. In fact, besides removing
nnecessary permissions, the existing ones must be properly enforced.
he work in [28] presents the use of attribute-based encryption to pro-
ide cloud resources with suitable confidentiality. A proof of concept
as been conceived to validate the approach, while we go beyond the
ncryption to set up attribute-based policies.

Hence, in this paper, unlike the existing approach, an application-
level attribute-based security policies mechanism is designed and devel-
oped, considering a smart home as a target scenario. The aim is to pro-
ect the resources managed inside the network architecture, which are
cquired from IoT devices. The proposed solution exploits a Kubernetes

cluster, which is composed of: (i) three separated databases, where the
smart home dataset, the users, and the policies are, respectively, stored;
(ii) a replicated Pod, running node server instances that implement
he core logic and perform the policy enforcement; (iii) a monitoring
ystem composed of Grafana and Prometheus used to collect and ana-
yze the cluster node performance. Differently from the other solutions,
his work aims also to analyze the cluster node performance with dif-
erent workloads considering an application-level security mechanism
unning on a Kubernetes cluster, instead of evaluating the performance
btained by cluster-level security mechanisms.

3. Background on Kubernetes and involved technologies

Kubernetes is defined as an orchestrator, a component able to
control, manipulate and manage a set of entities, named 𝑃 𝑜𝑑, within
a distributed system. By using this framework it is possible to de-
fine the structure and components of a cluster, in addition to intra-
cluster interactions and communications.11 The main services offered
by Kubernetes are: load balancing, storage system, nodes’ orchestration,
roll-out management, and workload specification for each Pod.

When an administrator performs a deployment of some workload,
ubernetes create and allocate the required resources to the cluster
xecution. This results in the creation of two separated elements: (i)

10 https://www.snort.org/.
11 https://kubernetes.io/.
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Fig. 1. The components of a Kubernetes cluster.
Control Plane Node that handles the Worker Nodes, which most of
the times are replicated in order to grant the availability and service
continuity properties to the system; (ii) Worker Nodes that execute the
workloads defined by the developer. Fig. 112 sketches the architecture
of a Kubernetes cluster.

3.1. Minikube

In order to run a Kubernetes cluster, it is necessary to set up an
environment able to execute it. There are different ways and services to
run the Kubernetes cluster, but to be also able to locally run the cluster
(i.e., not only remotely), the choice of the execution environment is
limited to 𝑚𝑖𝑐 𝑟𝑜𝑘8𝑠, 𝑘3𝑠 and 𝑀 𝑖𝑛𝑖𝑘𝑢𝑏𝑒. All of them are lightweight
versions of Kubernetes, able to run a Kubernetes cluster locally. Since
such three solutions are similar, the choice fell on the well-known
Minikube [29]. Minikube can be defined as a lightweight Kubernetes
distribution that can be executed on all operating systems, it is simple
to configure and by default works with a single node configuration.
Since it is not a production-ready solution, it is not equipped with
all the Kubernetes functionalities; this is necessary to keep Minikube
as lightweight as possible, anyway, to overcome this limitation, it is
simply possible to add the required plugins.13 Hence, in order to make
Minikube platform-independent, it is executed on a virtualization layer
that can be chosen between VirtualBox, VMware, Docker, and others. In
this work, Minikube has been executed as a container with Docker.

3.2. Monitoring system

A key aspect of Minikube is that it provides a monitoring system
by default. However, it is limited to specific metrics related to the
cluster healthy and pod healthy, but it does not provide a detailed
view of the resources used by the node running into the cluster. In
order to obtain a more detailed view, Prometheus14 and Grafana15 have
been installed into the Minikube node. Prometheus is a log system that
collects information from Minikube nodes, stores them temporarily, and
organizes them in order to perform efficient queries. It also provides a
basic web page to visualize and query all the collected information.

12 https://kubernetes.io/docs/concepts/overview/components/.
13 https://minikube.sigs.k8s.io/docs/.
14 https://prometheus.io/.
15 https://grafana.com/.
4 
Although it does not provide a complex dashboard, due to the fact
that querying and collecting all the information separately is a time-
consuming activity, Grafana has been added as the primary dashboard.
Grafana is a log visualization system that allows the user to perform
powerful queries, aggregations, and data manipulations. It is equipped
with so many predefined dashboards and it is perfectly integrated with
Prometheus. The installation and integration of these two tools have
not been done manually, instead, it has been done automatically with
Helm,16 a tool used to manage Kubernetes packages.

3.3. Storage

Since the work involves the use of a persistent storage to store
the dataset and the information about interacting users, MongoDB17

has been adopted. MongoDB is an open document-oriented database
that stores heterogeneous data in JSON format. This means that the
information within a document can be very different to another docu-
ment. Moreover, it allows us to create different collections that, in the
analyzed scenario, have proven to be really helpful. In addition, since
all the code is written in JavaScript, the integration of the data struc-
tures used with MongoDB does not need adaptation or manipulation,
thereby reducing the effort required to develop the application. The
combination of JavaScript and MongoDB has also reduced the query
creation process, improving the reusability of complex and generic
queries. However, the most important reason for which this type of
database has been chosen is that the structure of the dataset used is
heterogeneous; therefore, a NoSQL database is more suitable than an
object-relational one.

3.4. Node

A core component of the envisioned approach is represented by the
Node, which is often named Node server. Node18 is an open-source,
single-thread, cross-platform runtime environment that is able to run
JavaScript code. It has been used with the Express package that allows
a Node process to listen, reply and make HTTPS requests. Node server
has been chosen in order to adopt a single programming language for
the whole solution, because it has been used for all the components of
the cluster.

16 https://helm.sh/docs.
17 https://www.mongodb.com/.
18 https://nodejs.org/it/docs/.
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4. Proposed solution

In this section, the system architecture, the analyzed scenario and
he proposed attribute-based policy management framework will be
etailed. Note that we make use of a running case study in order to
etter explain the envisioned approach, thus avoiding to be too generic.

4.1. System architecture

The developed system is shown in Fig. 2 and it is composed of the
ollowing entities:

• Three PersistentVolumes. Since the cluster has been designed to
handle all data sources separately, three 𝑃 𝑒𝑟𝑠𝑖𝑠𝑡𝑒𝑛𝑡𝑉 𝑜𝑙 𝑢𝑚𝑒 have
been created, and are used by the MongoDB instances running on
the cluster to store users, authorizations and dataset information,
respectively

• Two Jobs, in charge of loading, respectively, the list of users
interacting with the system, and the data gathered from the
dataset (i.e., available in csv format)

• Two Statefulset, since the cluster has been designed to keep the
dataset separated from users and authorizations, three instances
of MongoDB have been deployed using the so-called Statefulset
objects. They introduce a state within pods, where each pod has
its own network address, persistent storage, and a pod name,
which cannot be changed. Moreover, to keep the MongoDB con-
figuration as simple as possible, both implementations share the
same Secret and ConfigMap objects. The first is used to provide
confidential data stored in base64 format. The ConfigMap, in
contrast, supplies the container storage path where MongoDB
stores data and a JavaScript script used to create the master
database and the master user by reading Secret records. Both
𝑢𝑠𝑒𝑟 − 𝑠𝑡𝑎𝑡𝑒𝑓 𝑢𝑙 𝑠𝑒𝑡 and 𝑑 𝑎𝑡𝑎𝑑 𝑏 − 𝑠𝑡𝑎𝑡𝑒𝑓 𝑢𝑙 𝑠𝑒𝑡 components are con-
figured to run a single, not replicated MongoDB version 4.0.8
container. Both require a 𝑆 𝑒𝑟𝑣𝑖𝑐 𝑒 object to be accessible from
other cluster elements.

• One Deployment, which exposes an API endpoint that can be used
by users to access stored data. It is the only component able to
read data from both 𝑆 𝑡𝑎𝑡𝑒𝑓 𝑢𝑙 𝑠𝑒𝑡 elements, it is replicated, and it is
responsible for checking user authorization and returning correct
data. Like the previously explained 𝑆 𝑡𝑎𝑡𝑒𝑓 𝑢𝑙 𝑠𝑒𝑡𝑠, it requires a
𝑆 𝑒𝑟𝑣𝑖𝑐 𝑒 object in order to be reached by users.

All such components and microservices make up the cluster exe-
uted with Minikube. Note that all of them are defined to be executed in

a custom namespace; this helps to group them together and isolate them
from the Kubernetes default pods. Moreover, deleting the namespace
will remove all the related resources, with the exception of volumes,
which require dedicated deletion actions.

4.2. Application scenario

The application scenario is based on a csv dataset19 composed
of a massive number of samples related to six homes, respectively
omeA, homeB, homeC, homeD, homeE, and ℎ𝑜𝑚𝑒𝐹 . Each home has its
wn dataset that represents the installed and monitored sensors. The
ampling interval can vary from one to fifteen seconds depending on
he sensor set; while the home monitoring period starts from one to
hree years, respectively from 2014 to 2016. Moreover, this dataset is

highly heterogeneous since each home is composed of a different sensor
set; for such a reason, a NoSQL database (i.e., MongoDB) revealed to be
he best solution. An example of adapted document is shown in listing

1.

19 https://traces.cs.umass.edu/index.php/Smart/Smart.
5 
1 {
2 ’dateTime ’: ’2016-12-31T23:00:00.000Z’,
3 ’usedKw ’: 0,
4 ’generateKw ’: 0,
5 ’furnaceHRVKw ’: 0.195337778,
6 ’cellarOutletsKw ’: 0.083204444,
7 ’washingMachineKw ’: 0.005686111,
8 ’fridgeRangeKw ’: 0.006891667,
9 ’disposalDishwasherKw ’: 0.005568889,

10 ’kitchenLightsKw ’: 0.012153889,
11 ’bedroomOutletsKw ’: 0.020451667,
12 ’bedroomLightsKw ’: 0.004899444,
13 ’masterOutletsKw ’: 0,
14 ’masterLightsKw ’: 0.010393333,
15 ’ductHeaterHRVKw ’: 0.382681667,
16 ’electricRangeKw ’: 0.002882778,
17 ’dryerKw ’: 0.005231111,
18 ’garageMudroomLightsKw ’: 0.013155,
19 ’diningRoomOutletsKw ’: 0,
20 ’mudroomOutletsKw ’: 0,
21 ’masterBathOutletsKw ’: 0,
22 ’garageOutletsKw ’: 0,
23 ’basementOutdoorOutletsKw ’: 0,
24 ’kitchenDenLightsKw ’: 0,
25 ’masterBedBathLightsKw ’: 0,
26 ’denOutdoorLightsKw ’: 0,
27 ’denOutletsKw ’: 0,
28 ’rearBasementLightsKw ’: 0,
29 ’kitchenOutletsEastKw ’: 0,
30 ’kitchenOutletsSouthKw ’: 0,
31 ’dishwasherDisposalSinkLightKw ’: 0,
32 ’refrigeratorKw ’: 0,
33 ’microwaveKw ’: 0,
34 ’officeLightsKw ’: 0
35 }

Listing 1: Dataset record example

The dataset records are accessible to all the authorized users based
on the corresponding authorizations, while the users are simulated
sing a dedicated program in order to perform a series of HTTPS
equests. The information required by a user is served by a central,
eplicated node server that enforces the authorizations bound to each
ser. A key aspect of the scenario defined concerns the roles. They have
een structured in such a manner that each one is specifically related
o a home and specify the readable fields and optional time permission.
t is worth to remark that the user time authorization defines the range

from which the user has lived in a home, while the time period specified
in a role defines the daily time range for which a user can enter a
home and read related dataset records; note that the only role that has
daily time restrictions is 𝐶 𝑙 𝑒𝑎𝑛𝑖𝑛𝑔 𝐶 𝑜𝑚𝑝𝑎𝑛𝑦𝐸 𝑚𝑝𝑙 𝑜𝑦𝑒𝑒. During the role-
esigning phase, some critical aspects have been addressed. The most
omplex one is related to dataset heterogeneity. In fact, there exist some
oles that must be able to read different fields belonging to different
omes. In order to solve such a limitation, the roles have been defined
n such a manner that they are uniquely identified by the field pair
home, relatedRole>; in this way, it is possible to separately define the

eadable fields related to a role for a specific home. Then, the resulting
oles are the following:

• HomeOwner : is the owner of the home and has full access to
recorded information

• Tenant : represents the user that lives in a home for a limited time
period and has the same authorization set of the HomeOwner role

• UnderageResident : is supposed to be an underage user like a child,
that has a limited authorization set

• CleaningCompanyEmployee: represents a cleaner that has limited
authorizations in terms of readable fields and access time win-
dow. In fact, he/she can read records that match the daily time
restriction defined

https://traces.cs.umass.edu/index.php/Smart/Smart
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Fig. 2. System architecture.
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• ResidenceOwner : is the owner of the residence and has limited
access permission to each home record; in fact, he/she can see
only aggregated information.

In listing 2 an example of stored authorization document is shown.

1 {
2 ’relatedRole ’: ’ResidenceOwner ’,
3 ’home’: ’homeA’,
4 ’fields ’: [
5 ’kitchenOutletsEastKw ’,
6 ’kitchenOutletsSouthKw ’,
7 ’refrigeratorKw ’,
8 ’kitchenDenLightsKw ’,
9 ’kitchenLightsKw ’,

10 ’fridgeRangeKw ’,
11 ’furnaceHRVKw ’,
12 ’microwaveKw ’,
13 ’dishwasherDisposalSinkLightKw ’,
14 ’disposalDishwasherKw ’,
15 ’dryerKw’,
16 ’washingMachineKw ’
17 ]
18 }

Listing 2: Role authorizations example

The last fundamental entity is represented by the users. A user
ncludes a set of information, such as:

• userId: a uniquely identifier field used to identify a single user.
This field’s value must be passed as query parameter every time
 o

6 
a user performs an HTTPS request to retrieve the user information
and related authorizations

• home: is an array field containing the homes for which the user
has read authorizations

• role: is used to specify the role assigned to a user
• lengthOfStay : this field is used to define the time period for which

a user has lived into the related home. It must be noted that it is
an object containing the starting date that is mandatory, and an
end date that can be optional. Both dates are required to retrieve
the dataset information; in fact, a user cannot read dataset records
collected in a time period not included in that defined for the user.

The users have been divided into two logical groups based on the
ole played: (i) home-related roles; (ii) residence-related roles. The first
roup includes all the users that can retrieve dataset records related to
 specific home, having access permission to all the home API routes;
he roles included are: 𝐻 𝑜𝑚𝑒𝑂 𝑤𝑛𝑒𝑟, 𝑇 𝑒𝑛𝑎𝑛𝑡 and 𝑈 𝑛𝑑 𝑒𝑟𝑎𝑔 𝑒𝑅𝑒𝑠𝑖𝑑 𝑒𝑛𝑡. The
ast group includes the roles that have access permissions to more than
ne home, but with different limitations; in fact, the 𝑅𝑒𝑠𝑖𝑑 𝑒𝑛𝑐 𝑒𝑂 𝑤𝑛𝑒𝑟
an retrieve only aggregated information from all houses, while the
 𝑙 𝑒𝑎𝑛𝑖𝑛𝑔 𝐶 𝑜𝑚𝑝𝑎𝑛𝑦𝐸 𝑚𝑝𝑙 𝑜𝑦𝑒𝑒 can read a particularly reduced set of fields

rom homes.
The scenario has been designed with seventeen users organized

s follow: one 𝑅𝑒𝑠𝑖𝑑 𝑒𝑛𝑐 𝑒𝑂 𝑤𝑛𝑒𝑟, three 𝐶 𝑙 𝑒𝑎𝑛𝑖𝑛𝑔 𝐶 𝑜𝑚𝑝𝑎𝑛𝑦𝐸 𝑚𝑝𝑙 𝑜𝑦𝑒𝑒 that
ave access to two different homes, respectively, two 𝐻 𝑜𝑚𝑒𝑂 𝑤𝑛𝑒𝑟
elated to ℎ𝑜𝑚𝑒𝐴, one 𝐻 𝑜𝑚𝑒𝑂 𝑤𝑛𝑒𝑟 related to ℎ𝑜𝑚𝑒𝐵, two 𝐻 𝑜𝑚𝑒𝑂 𝑤𝑛𝑒𝑟
nd one 𝑈 𝑛𝑑 𝑒𝑟𝑎𝑔 𝑒𝑅𝑒𝑠𝑖𝑑 𝑒𝑛𝑡 related to ℎ𝑜𝑚𝑒𝐶, two 𝑇 𝑒𝑛𝑎𝑛𝑡 related to
𝑜𝑚𝑒𝐷, one 𝑇 𝑒𝑛𝑎𝑛𝑡 related to ℎ𝑜𝑚𝑒𝐸 and, in conclusion, one 𝑇 𝑒𝑛𝑎𝑛𝑡,
wo 𝐻 𝑜𝑚𝑒𝑂 𝑤𝑛𝑒𝑟 and one 𝑈 𝑛𝑑 𝑒𝑟𝑎𝑔 𝑒𝑅𝑒𝑠𝑖𝑑 𝑒𝑛𝑡 related to ℎ𝑜𝑚𝑒𝐹 . All
f them are then simulated with a python program that performs
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Table 1
Resulting policies.

Role Home Authorized API Fields access

ResidenceOwner homeA Consumption API Restricted access
ResidenceOwner homeB Consumption API Restricted access
ResidenceOwner homeC Consumption API Restricted access
ResidenceOwner homeD Consumption API Restricted access
ResidenceOwner homeE Consumption API Restricted access
ResidenceOwner homeF Consumption API Restricted access
HomeOwner homeA Sensors API Full access
HomeOwner homeB Sensors API Full access
HomeOwner homeC Sensors API Full access
HomeOwner homeD Sensors API Full access
HomeOwner homeE Sensors API Full access
HomeOwner homeF Sensors API Full access
UnderageResident homeA Sensors API Restricted access
UnderageResident homeB Sensors API Restricted access
UnderageResident homeC Sensors API Restricted access
UnderageResident homeD Sensors API Restricted access
UnderageResident homeE Sensors API Restricted access
UnderageResident homeF Sensors API Restricted access
Tenant homeA Sensors API Full access
Tenant homeB Sensors API Full access
Tenant homeC Sensors API Full access
Tenant homeD Sensors API Full access
Tenant homeE Sensors API Full access
Tenant homeF Sensors API Full access
CleaningCompanyEmployee homeA Sensors API Restricted access
CleaningCompanyEmployee homeB Sensors API Restricted access
CleaningCompanyEmployee homeC Sensors API Restricted access
CleaningCompanyEmployee homeD Sensors API Restricted access
CleaningCompanyEmployee homeE Sensors API Restricted access
CleaningCompanyEmployee homeF Sensors API Restricted access

pseudo-random HTTPS requests. Listing 3 shows an example of user
entity.

1 {
2 ’userId ’: ’homeOwnerA ’,
3 ’home’: [
4 ’homeA’
5 ],
6 ’role’: ’HomeOwner ’,
7 ’lengthOfStay ’: {
8 ’from’: ’2014-01-01T00:00:00.000Z’,
9 ’to’: null

10 }
11 }

Listing 3: User entity example

Finally, the developed scenario provides a set of API that allow
he users to retrieve information based on the user’s authorizations.
he developed API has been divided into two groups: sensors API and
onsumption API. The first group is used to fetch home specific records;
n the other side, the consumption API are used to retrieve aggregated
ecords related to all homes in the residence.

.3. Attribute-based policies

Once the role and the user entities have been designed, and a list of
oles has been identified, the policies can be also defined. The policies
re built starting from the user and role parameters, in particular
ole type, role home, access fields, and related API group. In Table 1 an
xample of list of resulting policies is summarized.

When a user performs a request, the system will return a list of
uthorized information if and only if the request matches one of the
esulting policies defined in Table 1. Moreover, each policy determines
he fields access permission, which can be Full access, that allows the
 T
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Fig. 3. Invalid user.

ser to read all information related to a home without any restrictions,
r Restricted access, that allows the user to read only a portion of
nformation based on the role authorized fields and accessTimePermission
arameters. All the requests performed by a user that does not match
ny of the policies will return a not authorized response.

The implementation of the core system logic relies on an Express
eb server written in JavaScript and executed in a node container. Such
 container is then replicated by a Kubernetes Deployment object and
eceives all the HTTPS requests. The consumption API exposed by the
eb server are:

• /residence: it can be used to retrieve the last ten records produced
for each home

• /residence/kitchens: returns the max and average value of all the
kitchen-related sensors of each home

• /residence/laundry : returns the max and average value of all the
laundry-related sensors of each home

• /residence/power : returns the max and average value of all the
energy consumption-related sensors of each home.

It is worth to remark that the consumption API can be accessed only
y a user playing the 𝑅𝑒𝑠𝑖𝑑 𝑒𝑛𝑐 𝑒𝑂 𝑤𝑛𝑒𝑟 role. On the other side, the sen-
ors API can be accessed by all roles different from the 𝑅𝑒𝑠𝑖𝑑 𝑒𝑛𝑐 𝑒𝑂 𝑤𝑛𝑒𝑟,
nd the available routes are:

• /residence/:home : it can be used to retrieve the last records
produced, considering the user’s authorizations.

• /residence/:home/kitchen: returns the last records of all the
kitchen-related sensors, based on the role played.

• /residence/:home/laundry : returns the last records of all the
laundry-related sensors, based on the role played.

The developed routes implement distinct types of checks to enforce
efined authorizations. The checks performed can be divided into three
evels: (i) first level check that ensures the userId supplied is valid
nd related to an existing user or not; (ii) second level check that
nsures the user is authorized to access the requested route; (iii) third
evel check that applies the authorizations obtained. Since each route
equires retrieving the user information from the database, the first
evel check is used to verify if the provided query parameter userId
orresponds to the same field of a user document stored; if so, the user
nstance will be retrieved and the execution will continue normally,
therwise, a 404-HTTPS not found response will be sent. Note that a
ore detailed feedback about the error can be replied to the requesting
sers. For the sake of simplicity, we just mention the 404 response. The
xplained verification flow has been implemented by using the Express
iddleware feature. In Fig. 3, the verification flow is sketched.

Once the user has been confirmed, a role-related check will be
erformed in order to ensure the user is authorized to access the routes.
he two checks have been implemented by introducing the control
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Fig. 4. ResidenceOwner not authorized.

Fig. 5. User with empty authorizations.

logic before the authorizations retrieve step; the consumption check
is performed at the service level, while the sensor check has been
implemented at the Express middleware level. It must be noted that
the base sensor API route implements a restriction that allows only the
𝐻 𝑜𝑚𝑒𝑂 𝑤𝑛𝑒𝑟 to access it. All the checks return a 401-HTTPS response
if failed. Fig. 4 shows this kind of check.

Before proceeding with the authorization fetching step, an interme-
diary check is performed in the sensors API. In fact, since the home for
which a user can retrieve the information are the six previously listed,
the system must be sure that the requested home exists. To do that,
the node server checks that the home specified in the route is valid;
if the check passes the request will continue its execution, otherwise
a 404-HTTPS response will be returned (along with the detail of the
problem).

Once the supplied userId is valid and the related user is authorized
to access the routes, the authorization fetching step is performed. In
order to retrieve the correct list of fields in the defined time period, user
authorizations are required. To retrieve them, a query to the authoriza-
tion collection specifying the userId is submitted. It must be noted that
a similar query is submitted to the user’s collection to retrieve the user’s
information. Since the authorizations are not required to verify the first
level check, the two queries have been performed at different times
and only when strictly required. Once the authorizations list has been
obtained, the system has to filter it and keep only the authorizations set
related to the required home; if the resulting authorizations set is empty
means that the user is trying to retrieve home information for which
8 
he/she is not authorized. If so, a 404-HTTPS response will be returned
to the user (along with the detail of the related issue); in Fig. 5 the
described flow is reported.

The last step consists of the query build and execution phase. This
step returns a list of dataset records. It must be noted that all the filter
and aggregation phases are included in the built query and performed
by the MongoDB instance; for this reason, no other manipulation steps
are required.

The query build process is the intermediate step required to en-
force the role authorizations. This step is responsible for extracting
all the required information from the user and role objects, creating
the required query, and returning the related data. The user and role
objects are composed of a list of parameters that are useful for building
the query; such parameters are authorizations fields, lengthOfStay, and
accessTimePermission. The authorizations must know which fields are
readable by a specific user; since each route is responsible for returning
a specific family of sensors set, these two sets must intersect. The
resulting set of the intersection operation is a list of fields that will be
used to perform the query. The second parameter required, which is the
lengthOfStay field, is necessary to retrieve only the dataset records that
have been collected in the time period included between the specified
dates. This information must be calculated at each request and strictly
depends on the user’s information. Moreover, since returning all the
records collected between the specified dates is too expensive for the
system in terms of bandwidth, CPU, and memory resources, the routes
have been developed to consider only the last month available, which
should be compatible with the user ending date and the last record
collected. The resulting data range will be then used to build the query.
The JavaScript code that calculates the time range is shown in listing
4.

The last parameter required to complete the build query process is
the accessTimePermission. It is an optional parameter related to the role
object that defines the daily access time slot. Since it is optional, when
not defined, the system will skip the related step; otherwise, it will be
included in the query build process. Once the three parameters have
been obtained, the query can be built and submitted to the store. The
query submission is reported in listing 5.

In conclusion, the database will return a list of MongoDB documents
containing only the authorized fields matching the user authorizations,
that have been collected in a valid date range, and that match the user
timeslot permission, if defined. The node server will then return the
information obtained to the user in the HTTPS body response field.
In the sequence diagram reported in Fig. 6 a 200-HTTPS response is
shown.

4.4. Security in service-to-service communications

Obviously, requests and responses taking place within the network
are performed among different (i.e., separated) microservices. Besides
the deployment stays on the same cluster, it is still important to pro-
tect the message passing, since microservices could not be considered
trusted (i.e. we consider a Zero Trust Model). Adopting HTTPS protocol
ensure channel protection, and this can be considered a best practice
in microservices communications.

Instead, at the application level, we should guarantee: (i) the iden-
tity of the sender; (ii) the correctness of the receiver (i.e., information
are really sent to the right recipient); (iii) the confidentiality and
integrity of the information transmitted. To achieve such a goal, each
microservice has its own public/private key pair, and the private key is
used to sign the JSON Web Token (JWT) [30]. Hence, once deployed,
each microservice, during authentication, generates a certificate. Af-
terward, each microservice will use the certificate from the other to
authenticate itself. Note that certificates must be also kept secure by
a proper authority, which inevitably represents a further entity that
impacts on the network performance.
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1 export function getUserDates(user, home) {
2 const lengthOfStay = {
3 from: user.lengthOfStay?.from,
4 to: user.lengthOfStay?.to,
5 };
6 let lastValidDate = home == ’homeD’ ?
7 lastHomeDDate : lastCommonDate;
8 return getDates(lengthOfStay , lastValidDate);
9 }

10

11 function getDates(
12 { from = undefined , to = undefined } = {},
13 lastValidDate
14 ) {
15 i f (from) {
16 return
17 {
18 fromDate: from,
19 toDate: getFollowingThirtyDays(from)
20 };
21 } else i f (to) {
22 return
23 {
24 fromDate: getPastThirtyDays(toDate),
25 toDate: to
26 };
27 } else {
28 return
29 {
30 fromDate: getPastThirtyDays(lastValidDate),
31 toDate: lastValidDate
32 };
33 }
34 }

Listing 4: User dates manipulation code

1 async function getKitchenConsumption(
2 collectionName ,
3 authFields ,
4 fromDate ,
5 toDate,
6 accessFrom ,
7 accessTo
8 ) {
9 const searchFields = buildSearchParams(

10 authFields ,
11 getKitchenParams ,
12 collectionName
13 );
14

15 return await onDataDB((db) =>
16 db
17 .collection(collectionName)
18 .aggregate(buildFilterParams(
19 accessFrom ,
20 accessTo ,
21 fromDate ,
22 toDate))
23 .project(searchFields)
24 .sort({ dateTime: DESC })
25 .limit(100)
26 .toArray()
27 );
28 }

Listing 5: Query submission step

Computer Communications 231 (2025) 108039 
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Fig. 6. Authorized user.
Furthermore, also the cluster configuration should be kept secret, in
order to prevent possible attacks towards the network infrastructure.
Cluster configuration can be protected by encrypting the source code
related to the cluster setup. We do not performed this operation in this
work, in order to leave the code publicly available, and avoiding to
also release encryption/decryption functionalities integrated into the
code with a public default password. However, even in case of cluster
configuration protection, the secure management of the various settings
is in charge of the stakeholder(s) of the systems (and this depends on
the application domain).

Finally, following the principle of ‘‘monitor everything’’, cluster
administrators should determine how to constantly and automatically
monitor microservices-based applications for potential threats. To this
end, monitoring tools, such as Prometheus (which is adopted in this pa-
per), can bolster centralized monitoring capabilities to identify possible
Denial of Services (DoS) attacks. As a countermeasure, a rate limiting
can be integrated. Rate limiting is a concept that ensures an application
accepts and processes a maximum of 𝑛 requests within a specified
duration of time. This helps ward off an attacker that, for example,
tries to break into an application with many different combinations of
credentials. Hence, rate limiting is an excellent way to prevent DoS
attacks and credentials from being compromised. Another important
features we applied to our system is the isolation of microservices.
In fact, each service has been developed, tested, deployed, scaled and
maintained independent of all other ones. Such an isolation extends to
the databases as well. Typically, each microservice has its own copy of
the data. The isolation ensures that if one microservice is compromised,
it cannot access the data of another microservice. Another benefit is
that in the event of a failure, the failed microservice will not bring down
the other microservices in the application.
10 
5. Performance evaluation

The experimental phase requires simulating the user’s behavior
and monitoring the system performance by varying the total requests’
number in a certain time window and the available resources. A python
script is responsible for executing an independent thread for each
interacting user. Each thread then performs pseudo-random HTTPS
requests to the node server running and returns an array composed
of the request time of each performed request. Moreover, in order to
simulate both failing and successful cases, each HTTPS request has an
80% probability to be a successful request and 20% to be a failure
request (i.e., the requesting users have no permission to access the
requested information). Since the script must be able to perform a
different amount of requests in a different amount of time, it has been
developed to be configurable simply by tuning a few parameters, like:
(i) number of requests per minute; (ii) execution time in minutes. Note
that the total number of requests must be multiplied by the number
of users in order to get the total requests submitted to the system at
each simulation round.

As explained in Section 3, the system includes a monitoring system
named Grafana. This tool shows the hardware metrics of the running
node, in particular, the CPU usage percentage, the CPU saturation percent-
age, the memory used, the kilobyte sent, the disk usage percentage, and the
disk saturation percentage. Such metrics, combined with the request time
collected by the user simulation script, are used to evaluate the system
performance. In Figs. 7 and 8, a preview of the Grafana console used
to collect metrics is shown.

Performance evaluation has been carried out in a Docker virtual
environment running on a local virtual machine equipped with 2 cores
and 4 GB of RAM; such resources are used by the whole Kubernetes
cluster. Obtained results are listed in Table 2.

The first row shows the system performance ‘‘at rest’’, by executing
a single request. This result will be used as comparison metrics. It is



A. Rizzardi et al. Computer Communications 231 (2025) 108039 
Fig. 7. Grafana CPU and memory console.
Fig. 8. Grafana network and disk console.
important to highlight that the response time is 29 ms. This value is
useful because it allows determining if the system performance scales
with the number of requests. The first simulation has been performed
with 10 requests per minute for 10 min for each user, for a total of 1600
requests. This simulation, like the previous one, shows a stable system
with an increase in CPU usage and kilobytes sent. The requests time has
increased too, anyway it is still acceptable considering that all requests
are successful. In all four simulations executed, the response time grew
between the 70th and 80th requests; this peak can be justified by
the system overloading caused by the increasing number of requests
11 
enqueued by the system. The response time related to 4 users of 4
different simulations are reported in Fig. 9.

The second simulation was performed with 12 requests per minute
for 10 min for each user, by executing 1920 requests. Even in this case,
the simulations performed show a stable system with an increase in the
CPU and memory used. Fig. 10 shows the response time related to 4
users of 4 different simulations.

The third group of simulations has been performed with 13 requests
per minute for 10 min per user, for a total of 2080 requests submitted to
the system. Such parameters mark the threshold from which the system
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Fig. 9. Response time - 10 requests in 10 min of 4 different simulations.

Fig. 10. Response time - 12 requests in 10 min of 4 different simulations.
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Fig. 11. Response time - 13 requests in 10 min of 4 different simulations.
Table 2
Simulation results - single-node cluster.

Request/Minute Minutes CPU RAM KB sent Disk

1 1 21.9% 64.1% 91 kbps 0.55%
10 10 27.3% 64.7% 141 kbps 0.72%
12 10 29.0% 65.0% 142 kbps 1.0%
13 10 30.4% 66.2% 144 kbps 1.46%
15 10 38.1% 65.7% 126 kbps 21.0%
20 10 44.9% 65.8% 139 kbps 23.8%

starts to be unstable; in fact, even if the recorded system performances
are similar to the previous simulations, the number of requests that
failed is between 9 and 45. As can be seen in Fig. 11, all the simulations
present peaks highlighting the unhandled requests.

The fourth simulation has been performed with 15 requests per
minute for 10 min per user, by submitting a total of 2400 requests in
10 min. In this case, like the previous one, the system was not able
to handle all HTTPS requests, by counting a minimum of 495 and a
maximum of 911 unhandled requests. It must be noted that an increase
of 320 requests (15.35%) compared to the previous simulation, has led
to an increase in failed responses from 45 (2.13%) to 911 (37.96%) in
the worst scenario. Results are presented in Fig. 12.

The last simulation has been performed with 20 requests per 10 min
per user, by executing a total of 3200 requests. As expected, this test
case produced the worst system metrics, with the highest number of
failed HTTPS requests: 2201 (68.78%). It is interesting to note that
disk usage at its peak is about 23.8%; for this reason, all the system
limitations can be addressed to the node server constraints. In fact,
the deployment object has been designed with strict limits on the
CPU quota and memory quota. Fig. 13 shows the request time graphs,
highlighting the massive number of failed requests.

In light of the obtained results, to counteract the failure rate for
requests, we conducted further simulations adding a node to the cluster.
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Table 3
Simulation results - multi-node cluster.

Request/Minute Minutes CPU RAM KB sent Disk

1 1 16.4% 48.7% 96 kbps 0.56%
10 10 20.5% 48.6% 152 kbps 0.77%
12 10 21.8% 48.2% 151 kbps 1.56%
13 10 23.3% 49.5% 154 kbps 1.89%
15 10 28.6% 49.8% 159 kbps 23.6%
20 10 34.2% 50.1% 164 kbps 26.7%

More in detail, since Minikube does not allow by default to manage
multi-node clusters, we added the CSI Hostpath Driver addon, in order
to deploy a second node, which brings two more cores to the simu-
lation environment (i.e., now the system includes 4 cores). Minikube
autonomously orchestrates the load balance between nodes, putting an
enhanced virtual machine on the field. Hence, the two nodes cooperate
to satisfy the requests by users, but must also manage the concurrent
access to certain resources (e.g., database instances); note that an
overhead is introduced to handle the synchronization for balancing
the load among the nodes themselves. However, as revealed by the
results shown in Fig. 14, such an overhead is acceptable with respect
to the overall system performance. In fact, the distribution of the
delays generated by the single and multi-node cluster configurations
and the results obtained in Table 3, for the same metrics and the same
hardware reported in Table 2, show that a better load balance can
be achieved using a larger cluster, while at the same time changing
the network conditions (i.e., by varying the requests per minute, we
simulate different network conditions concerning network traffic).

5.1. Discussion

Experimental results have been just described, paying particular
attention to the cluster’s hardware performance, the system’s response
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Fig. 12. Response time - 15 requests in 10 min of 4 different simulations.

Fig. 13. Response time - 20 requests in 10 min of 4 different simulations.
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Fig. 14. Whiskers-box diagram comparison between the simulation with single- and
multi-node cluster.

time, and the number of unhandled requests with respect to the total
request number. The most important outcome revealed by simulations
is that, without the further node addition, the system works correctly if
the number of requests is about 200 per minute. While, as soon as the
number of requests exceeds the threshold of 200 requests per minute,
the number of unhandled requests start growing. Adding a second node
to the system, we obtained a better load balance of the system, thus
reducing the number of unhandled requests.

To further overcome the system’s limitations, other few improve-
ments can be made, as explained hereby. The first solution consists of
increasing the node hardware resources dedicated to the cluster. Such
a proposal is not always applicable and could be expensive in a real
scenario. Moreover, it is not always possible to increase the resources of
a physical machine. The second improvement consists in modifying the
Kubernetes components resource and replication criteria. As resulting
from the experiments, even if the Node server Deployment is configured
to run two containers, it still acts as the bottleneck within the network.
Such an issue can be partially solved by increasing the number of
replicas or, since the running Node server containers are configured
to use at most 25% CPU and 64 MB of RAM, by increasing those
values. However, such a change must be made considering that all the
newly allocated resources to the node server containers are potentially
stolen from the others cluster components. A third solution is related
to the inner organization of the cluster components. In fact, while
the MongoDB instances are correctly balanced in terms of resource
constraints, the Node server has many different tasks’ responsibilities,
like retrieving user information, evaluating user checks, building the
queries, and retrieving the information required; ideally, such respon-
sibilities can be divided into two groups, respectively user responsibility
and data responsibility. Such two groups can be then executed in two
different Kubernetes components; in this way, it is possible to increase
the resource quota limits and the replicas of the group that performs
the heaviest tasks, optimizing the node resource distribution.

Note that all the presented improvements can be applied together.
Certainly, the first solution should be applied to a Kubernetes sys-
tem that is correctly balanced in terms of resource distribution and
components responsibilities, but that still suffers the physical machine
resources limitations. The secondary solution should be applied to those
Kubernetes systems that have many physical resources, that are not
correctly distributed among all the cluster components. Instead, the
last solution suits those Kubernetes systems that have many physical re-
sources, which are correctly distributed among the cluster components,
but some components are responsible for many heavy tasks.

Finally, fault tolerance and system recovery mechanisms should be
taken into account in potential highly dynamic or failure-prone envi-
ronments. In order to preliminary assess the capability of the proposed
system to recover from fault conditions, such as a node disruption,
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Table 4
Simulation results - monolithic approach.

Request/Minute Minutes CPU RAM KB sent Disk

1 1 21.9% 63.9% 88 kbps 0.53%
10 10 28.2% 64.7% 132 kbps 0.81%
12 10 29.85% 68.1% 144 kbps 1.49%
13 10 31.08% 72.5% 148 kbps 1.69%
15 10 45.56% 76.9% 179 kbps 38.63%
20 10 59.3% 86.1% 202 kbps 47.4%

we inserted into the code of the two nodes some random instructions
to stop the node’s functionalities (i.e., in order to simulate a real
disruption). This allows to assess if the system continues to work in case
of node failure, autonomously redistributing the tasks transparently to
the user, and, also, it allows to test the recovery system. In fact, to
cope with potential failure-prone environments, on the one hand, we
configured Docker in order to be able to manage the restart after a
failure of the container itself. On the other hand, we equipped Docker
with the healthcheck functionality, which allows to assess at runtime the
status of the nodes (i.e., the application running in the Docker container
is functioning correctly or not). More in detail, the healthcheck reports
the health of a running container based on the application it hosts.
A Docker healthcheck operates by executing a command within the
container at regular intervals. If the command executes successfully,
the container is considered healthy. If it fails, the container is flagged
as unhealthy. Hence, it is possible to can keep track of the operational
status of containerized applications, thus improving availability and
reliability; moreover, it helps in early problem detection, failover,
scalability, and auditing. In case of failover, the system is configured to
force the restart of the node. Obviously a slight overhead is introduced
with the integration of the healthcheck mechanism. Note that the rate
for checking the status of the nodes should be set accordingly to the re-
quirements (e.g., the level of fault tolerance and the failure probability)
of the application domain and to the configuration of the application
running inside container (e.g., the number of existing replicas). In the
simulations reported in this paper, we set the rate for the healthcheck
to 1 min.

5.2. Comparison

The proposed microservices-based solution must be compared with
a monolithic one, in order to appreciate the obtained efficiency gain.
To this end, the work presented in [31] is considered hereby. It pro-
poses a flexible security enforcement framework, coherently integrated
within a distributed IoT architecture, based, as well, on attribute-based
policies. The same case study and simulations parameters are taken into
account. Table 4 shows the results obtained for the same metrics and
the same hardware reported in Table 2. The difference is minimal with
a low number of requests/minute, but increases with the increment in
the number of requests per minute. Hence, we can conclude that the
microservices-based scales better than the monolithic one.

A similar result is achieved considering the comparison of the
distribution of the delays generated by the two approaches, as reported
in Fig. 15. Note that, to make the graph readable, peaks in delays (as
shown in Figs. 9 to 12) are omitted.

6. Conclusions

In this paper, a microservices-based cluster system has been de-
veloped by using the well-known Kubernetes technology. The system
has been developed to replicate a residence scenario, composed of six
different homes. The work also included the design and implementation
of an organization composed of many roles played by a certain number
of users. Authorizations are managed as well as they are strictly related
to roles. Once the scenario has been defined, the microservices system
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Fig. 15. Whiskers-box diagram of delay comparison: microservices vs. monolithic
approach.

has been implemented by using different Kubernetes objects, like State-
fulsets and Deployments to implement the core logic and the MongoDB
instances, Services to create the network organization, ConfigMaps, and
Secrets to store and inject cluster parameters, and Jobs to implement
the users and dataset upload tasks. Then, the cluster was executed by
using the Minikube technology, which runs an Ubuntu container into a
Docker execution environment. Then, Grafana and Node server access
points were exposed to perform and show the simulations. Comparison
with a monolithic approach has been also provided.

As a future research direction, the system performance could be
tested with increased node Deployment resource limits and with dif-
ferent replica numbers, paying special attention to the MongoDB in-
stances. Moreover, it could be interesting to re-design the cluster struc-
ture by creating different logical groups, each one related to a specific
home and composed of a single MongoDB instance containing only the
information related to the specific home, with a non-replicated node
server that implements only the logic required to build the query and
retrieve the information. Another future work could consist in verifying
the system performance in a real environment executed on a remote
cluster. We will also evaluate the current Node server Deployment
object by introducing a clever Kubernetes autoscaling mechanism [32]
in large scale environments.

Finally, comparison with other microservices frameworks could
allow to identify the better choice accordingly to the requirements of
the application domain. With this respect, some existing works investi-
gated the features and performance of several container orchestration
frameworks. The authors of [33] conduct a feature comparison study of
the three most prominent orchestration frameworks, which are Docker
Swarm, Kubernetes, and Mesos, revealing that: (i) Docker Swarm is
expected to be used and customized for specific technology segments,
such as the IoT domain, due to its low memory footprint, its support
for co-existing virtual networks and its support for run-time updates of
container images without the need to restart containers; (ii) Kubernetes
provides the highest number of functionalities (e.g., autoscaling, repli-
cas’ management, orchestration engine, clusters’ maintenance); (iii)
Mesos is the best choice for large-scale cluster deployments (i.e., in
terms of number of deployed nodes). Specifically related to the IoT
context, the work in [34] compares Docker Swarm and Kubernetes
with wired and wireless communication and different configurations
for the clusters. The analysis demonstrates that, on one hand, Docker
Swarm outperforms Kubernetes, both in use of resources and processing
time, but, on the other hand, Kubernetes includes a feature set useful
for higher performance devices (i.e., servers) that are not included
natively in Docker Swarm, such as auto-scaling and the initial test to
perform a default load balancing. The same outcome has been reached
in [13], which evaluates the overheads of the same two container
orchestration tools and identify their pros and cons, by means of a
number of benchmarking exercises. The results show that the overall
16 
performance of Kubernetes is slightly worse than that of Docker in
Swarm mode. However, Docker in Swarm mode is not as flexible or
powerful as Kubernetes in more complex situations. A growing interest
is on the container orchestration tools in edge/fog computing environ-
ments [35], which aim to replicate the advantageous traits posed by
cloud (i.e., virtualization of workloads), moving them closer to the local
action. The most relevant challenge in this field lies in the orchestration
of workloads considering the heterogeneity of computing equipment
characterizing edge scenarios. A strong research line is the creation of
lightweight versions of Kubernetes, like 𝐾3𝑠 and 𝑀 𝑖𝑐 𝑟𝑜𝐾8𝑠. Another
approach is also gaining popularity, which adapts the Kubernetes ar-
chitecture to the edge requirements instead of just reducing Kubernetes
components’ size and footprint. The most promising solution in this di-
rection is 𝐾 𝑢𝑏𝑒𝐸 𝑑 𝑔 𝑒. The authors of [36], in a comparative experiment
on a real edge deployment, compare Kubernetes, K3s and KubeEdge.
What emerged from the analysis is that Kubernetes presents good per-
formance even in a resource-constrained edge environment, disproving
the assumption that only its distributions (K3s and KubeEdge) are more
lightweight and suitable for edge computing nodes. However, K3s and
KubeEdge solve the main problem of Kubernetes at the edge, namely
by supporting nodes in private networks, albeit with some performance
degradation.
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