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Abstract—The modeling and simulation of Internet of Things
(IoT) and Industrial IoT (IIoT) systems allow practitioners to
obtain valuable insights into the system’s behavior before their
actual deployment in the field. Early designing permits the
analysis of the interactions among the involved entities, evaluating
the effects of modifications, and understanding the impact of
failures on the system. In particular, this is exacerbated in
the context of IoT/IIoT, which is characterized by multiple
and heterogeneous subsystems, different processing levels, and
communication protocols. In such a direction, recent innovations
in IT devices have enabled the rail industry to gather information
from Train Control and Monitoring Systems (TCMS) to check
conditions constantly and prevent issues, thus improving relia-
bility and safety and, in some cases, leading to cost-saving by
optimizing maintenance resources. In such a scenario, this paper
presents RailRED, a framework for simulating and prototyping
a TCMS based on the Node-RED tool. In RailRED, the main
TCMS subsystems are modeled using Node-RED flows, while
the subsystem interconnections are performed through a low
footprint and encrypted gateway based on the MQTT protocol.
The proposal can also generate diagnostic data that mimic the
behavior of a real-world TCMS. RailRED communication latency
and its ability to generate diagnostic data have been analyzed,
with the latter evaluated by using clusters of diagnostic events
collected from a real-world TCMS running on a high-speed train.

Index Terms—Railway Monitoring and Control Systems, In-
ternet of Things Wireless Networks, System Prototypes

I. INTRODUCTION

Modeling the behavior of a system is a valuable means
to obtain a system representation that replicates its aspects
of interest in the digital space. This is especially true in
the context of Industrial Internet of Things (IIoT) systems,
which are characterized by multiple and heterogeneous hard-
ware/software components, different processing levels (e.g.,
the well-known edge-fog-cloud architecture), and commu-
nication protocols. An example is the Train Control and
Monitoring System (TCMS) [1], which represents a train’s
brain and communication backbone, integrating and managing
all onboard information through a wide set of heterogeneous
subsystems. In this context, the use of modeling can enable
the analysis of the system before its setup in an industrial
environment, e.g., to accelerate the testing phase and reveal

potential issues at an early stage, to understand the failure
behavior of the system, evaluate the use of machine learning-
based solutions for predictive maintenance or monitoring, etc.,
obtaining valuable insights on the target system.

Node-RED1 represents one of the leading frameworks for
modeling and simulating Internet of Things (IoT) systems. It
is a flow-based development tool for visual programming, de-
signed to connect hardware devices, APIs, and online services.
Based on Node.js, Node-RED has a small footprint, allowing
its deployment on embedded systems. Given its ease of use,
flexibility, and ability to rapidly prototype and deploy complex
applications, Node-RED has been used to model/simulate
different types of IoT systems, such as indoor and outdoor
scenarios [2], edge computing orchestration [3], and remote
patients and building monitoring [4], [5].

This paper presents RailRED2, a Node-RED-based frame-
work for simulating and prototyping a TCMS, which has been
the target of both industrial and academic efforts that have
recently been made to deepen the automation and evolution of
railway control and automation systems [1]. The framework
models the main components characterizing a TCMS, such as
Pneumatic Braking System (PBS) and Heating, Ventilation,
and Air Conditioning (HVAC), and their intercommunication.
RailRED integrates an easy-to-use set of Node-RED flows that
simulates most of the TCMS subsystems. Subsystem flows are
interconnected through a low-footprint and encrypted gateway
leveraging the Message Queuing Telemetry Transport (MQTT)
protocol. RailRED is also provided with a diagnostic data
generator, which is able to mimic the behavior of a real-
world TCMS by using clusters of events generated from real
diagnostic data. RailRED is also equipped with a graphical
user interface that enables direct monitoring and control.

The proposal has been designed in the context of the
SERENA-IIoT project3, which aims at enhancing knowledge
in the next-generation IIoT systems by introducing novel
solutions concerning reliability monitoring and security. In this

1https://nodered.org
2RailRED is publicly available at https://github.com/DIETI-DISTA-

IoT/RailRED.
3http://serenaiiot.dista.uninsubria.it/
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context, we analyze the communication latency of RailRED, as
well as its ability to generate diagnostic data. We used clusters
of diagnostic data generated from a real-world TCMS running
on a high-speed train for the latter.

II. RELATED WORK

Using models and/or simulated systems, practitioners can
easily analyze the system behavior, evaluate the effects of
modifications (e.g., the update of existing components or the
integration of new ones), as well as understand the impact of
failures on the system. Different solutions exist for modeling
IoT/IIoT edge systems. An example is NS34, which is a
discrete-event network simulator supporting Wireless Sensor
Networks (WSN) and Internet of Things network topology.
CupCarbon5 is a simulation tool mainly targeting Smart City
and IoT-based WSN, which allows the design, visualization,
debugging, and validation of distributed algorithms for moni-
toring, environmental data collection, etc., and the creation of
environmental scenarios. Cisco packet tracer6 is a simulation
tool that can simulate smart devices, sensors, and drives.

One of the most used tools for modeling and simulating
IoT/IIoT systems is Node-RED, an open-source flow-based
programming tool that allows the development of IoT systems,
enabling the integration of APIs, hardware devices, and web
services. A Node-RED flow represents a system or a portion
of a system, and it is characterized by a set of interconnected
nodes, each one representing a system functionality. Nodes ex-
change messages in order to collaborate to complete the flow.
Node-RED is built on Node.js, which requires few resources
during execution, making it helpful to run at edge level on
resource-constrained nodes [3]. In addition, Node.js takes full
advantage of event-driven architectures, which makes Node-
RED useful for IoT/IIoT systems. Considering such features,
we selected Node-RED as the underlying tool of RailRED,
in order to model/simulate a TCMS. Node-RED has been
used to model different types of systems, such as indoor and
outdoor monitoring applications [2]. The proposal is based on
Node-RED, and leverages MQTT to interconnect the different
system components. A workflow manager for the orchestration
of services at the edge level is presented in [3]. The approach
makes use of Node-RED, and encompasses a set of flows
and REST endpoints for managing the upload of recipes, their
instantiation as well as their execution as business processes.
The work in [4] presents a patient monitoring system based on
Node-RED, where data collected from the patient are collected
and analyzed through a dedicated Node-RED flow, and made
available to remote monitoring devices. Finally, in [5] Node-
RED has been used in three different use cases, i.e., a smart
home system for elderly monitoring interconnecting PLCs
from different brands and a mobile robot, a smart door system
with face recognition capabilities, and an automated system to
monitor several buildings (each one equipped with sensors and
actuators).

4www.nsnam.org
5www.cupcarbon.com
6www.netacad.com/courses/packet-tracer

With respect to other studies that exploit Node-RED for
modeling and prototyping indoor and outdoor monitoring
applications [2], this work leverages Node-RED to model a
TCMS system to simulate the different components in order
to easily enable the study and analysis of the system itself.
The proposed framework is also able to generate diagnostic
data mimicking the behavior of a real-world TCMS by using
clusters of events obtained from actual diagnosing data.

III. PROPOSED FRAMEWORK

This section presents an overview of the main building
blocks of RailRED, as shown in Fig. 2. All the components
hereby explained are delivered inside a custom container-based
environment to facilitate portability and avoid complex system
configuration.

A. TCMS components

VCU and HMI. The Vehicle Control Unit (VCU) manages
some of the main train propulsion capabilities, like traction and
breaking. In RailRED, the VCU receives synthetic data from
simulated sensors and issues automatic control signals, while
manual commands such as auto-coupling and pneumatic brak-
ing are triggered from the Human-Machine Interface (HMI)
subsystem. Automatic and manual commands are processed
by the other subsystems modeled in RailRED, which simu-
late the Heating, Ventilation, and Air Conditioning (HVAC),
the Passenger Information System (PIS), and the Pneumatic
Braking System (PBS), among other functionalities.

HVAC. This subsystem includes temperature and humidity-
simulated sensors, which are implemented as emitter nodes
that generate random values sampling from a user-defined nor-
mal distribution. Based on the sensor inputs, reactive triggering
of heating, cooling, ventilation, and de-humidifying signals are
also provided in the HVAC. A portion of the HVAC flows is
shown in Fig. 1.

PIS. This subsystem provides train passengers with in-
formation about the journey. In RailRED, these data are
managed through a PostgreSQL database that contains station
sequences, estimated arrival times, and distances. Arrival times
are estimated with fixed parametric transformations of the
distances.

PBS. The subsystem manages the train’s pneumatic brakes.
In RailRED, they can be gradually activated from the HMI.
Spline linear functions simulate the effects of manual braking
on the train speed, brake temperature, and air pressure. Elec-
tric braking and acceleration are instead simulated using the
identity function with respect to the control signal.

Other functionalities. The HVAC simulated sensoring and
reactive triggering mechanisms are replicated for compressed
air production, door control, and wi-fi service control.

Component interconnection. A symmetric-encrypted gate-
way interconnects all the modeled TCMS subsystems and
is built over MQTT, Mosquitto7, and Rabbit [6]. Sensory
inputs and commands are transferred between components

7https://mosquitto.org
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Fig. 1. A schematic diagram of the components of the reactive environment control module.

Fig. 2. RailRED architecture overview.

as MQTT messages, which are organized in a hierarchical
topic taxonomy. Messages are encrypted using the Rabbit
cipher with topic-specific encryption keys. In addition to the
symmetric encryption of the payload, the SSL/TLS client-
server security scheme is used at the transport level.

B. Diagnostics

Diagnostic events are the primary information source for
understanding a system’s runtime behavior. They are usually
characterized by sequences of text lines reporting on the
runtime behavior of a system [7], including entries highlight-
ing the occurrence of errors/failures. Their analysis has been
extensively used for troubleshooting [8]–[10].

To emulate the generation of diagnostic events related to the
TCMS runtime, RailRED has been equipped with a diagnostic
subsystem. This subsystem aims to generate realistic diagnos-
tic data starting from a database (DB) of events observed in
real scenarios. The database encompasses clusters of events,
i.e., events generated by the multiple subsystems composing
a TCMS, which are strictly related and close in time. In this
study, the database encompasses clusters of events obtained
by analyzing one week of data (accounting for more than
57k diagnostic events) generated by a real TCMS system of
a high-speed train during operation. The analysis of raw data
encompasses two main steps, which are performed beforehand:
(i) tupling, i.e., a recognized approach for temporal coales-
cence [11], with the aim to group the events that are close
in time (generating a tuple), since they can be related to the
same underlying anomaly, and (ii) hierarchical clustering [12],
with the aim to create clusters of tuples encompassing similar
sets of events. At the end of the analysis, the clusters DB
encompasses 249 clusters, with each one characterized by a
set of events (i.e., the events composing the tuples used to
generate the cluster) and its average duration.

Given the clusters DB, the diagnostic subsystem loads the
clusters at startup and generates a temporal profile to use
for diagnostic events generation, i.e., a set of timestamps
indicating when diagnostic events should be generated. To

TABLE I
DIAGNOSTIC EVENTS EXAMPLE.

Timestamp Event Event Componentcode description

2024-06-12
23:42:45

9921 Lost communication with
HVAC in cabin 4

HVAC 4

2024-06-12
23:42:47

1021 Pressure sensor 16 fault
in cabin 4

HVAC 4

this aim, the diagnostic subsystem makes use of the Weibull
reliability model, i.e., R(t)=e−(λ·t)α , where λ is the scale
parameter and α is the shape parameter (in this study we
used λ = 0.000001 and α = 0.92). The Weibull is among the
most used distributions in failure analysis [13], [14], although
any other model would have fit the aim of our emulation.
When one of the timestamps of the temporal profile occurs,
the diagnostic subsystem:

1) Randomly selects one of the loaded clusters;
2) For each event composing the cluster: (i) Generates the

event with the current timestamp. It should be noted
that the events composing the cluster are generated
considering the average duration of the cluster; therefore,
some delay is introduced between the events to emulate
the real scenario described by the cluster. (ii) Writes the
event in a diagnostic table of the gateway database.

3) Waits for the next timestamp of the temporal profile.

TABLE I depicts some examples of events generated by the
diagnostic subsystem. These events are made available to
the train operators through a dedicated dashboard, where the
main fields of the events are shown, i.e., Timestamp, Event
code (identifying the type of event), Event description, and
Component (providing the component the event refers to).

IV. LATENCY AND DIAGNOSTIC ANALYSIS

We analyze the TCMS’s performance in terms of commu-
nication latency between data generation and data visualiza-
tion nodes. More specifically, the measurements regarded the
latency between temperature and humidity probe generation
at the HVAC and its corresponding visualization at the HMI
dashboard. Six different experiments are made using three
different probing frequencies: 1 Hz, 0.2 Hz, and 0.1 Hz,
respectively. For each frequency, two experiments are made,
collecting latency measurements for 30 minutes (Short) and 60
minutes (Long), respectively. Box plots in Fig. 3 summarize
the obtained results. Note that message latency goes rarely
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Fig. 3. Commnication latency distributions for different batch runs.

beyond 10 ms, which suggests RailRED to be a promising
TCMS codebase for more compound projects to be built upon.

Furthermore, the realism of our diagnostic event genera-
tor is validated in terms of how the generated inter-arrival
times between events in the same cluster resemble the real
distributions observed in the real DB, mentioned in Section
III-B. As shown in Fig. 4, the inter-arrival times in the real
traces are extended using the bootstrap method [15]. Then,
exponential or multimodal Gaussian distributions are fitted to
such data and considered to obtain the prior distributions for
event-specific inter-arrival times. Finally, the likelihood of the
generated inter-arrival times under such priors is computed and
scaled with respect to the maximum value in each probability
density function (red lines). The plot-wise scores in Fig. 4
correspond to the mean value of such scaled likelihoods (blue
stars). It can be noted that the generated inter-arrival times
(blue stars) in RailRED generally obey observations from real
traces (light blue histogram and red fitted probability density
functions).

V. CONCLUSIONS

This paper presents RailRED, a framework for TCMS mod-
eling and simulation based on Node-RED. RailRED leverages
encryption-aware, interconnected flows that simulate common
train subsystems and a user-friendly control and monitoring
dashboard. It is also able to generate realistic diagnostic data
based on real system events. We analyzed the communication
latency of our solution as well as its ability to generate realistic
diagnostic data, obtaining some promising preliminary results.
Future versions of this framework will improve existing flows
through signal feedback cycles and the implementation of
machine-learning-based event generation for a more fine-grain
emulation of real diagnostic event occurrence pace.
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