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1 Introduction

The unprecedented growth of research efforts to mitigate the actual and potential risks from the
widespread use of Artificial Intelligence (Al) is popularly noted nowadays [126]. In Neural
Language Models (NLM), this trend has recently materialized in lots of practices such as prompt
engineering (PE) [179], instruction fine-tuning (IFT) [342], and reinforcement learning
from human feedback (RLHF) [49]. Open benchmarks for assessing the alignment of NLMs
concerning user requirements, intentions, and moral preferences [37] and novel methods that go
beyond canonical prompting strategies and IFT have been published in the last few years. To this
respect, aiming at helping practitioners and researchers shape their current work on the human
alignment of NLMs, this article systematically reviews the most recent and significant methods
and benchmarks for human-centricity.

Recent surveys have devoted themselves to cataloguing the intention-alignment techniques
for agentic Als [313] (i.e., those meant to interact with an environment through actions) and
Large Language Models (LLMs) [265]. Other work has concentrated on giving a taxonomy of
SOTA techniques for moral or ethical alignment of Als [48], safe governance in the transition
to superhuman AI [190], commonsense reasoning [276] and, not less importantly, grounding the
Al-alignment empirical results on a foundational theory [219].

This survey focuses instead on the human-centric design of all-size neural language models in
general. The three H’s of the well-known lemma of Askell et al. [14] are used to define human
centricity: human-centric NLMs are those that are Helpful, Harmless, and Honest. This
seminal taxonomy of requirements for NLMs is decoded in this work into more specific desiderata,
such as the extrapolation of commonsense reasoning, abstract reasoning, factuality, and safety
guardrails in out-of-distribution (OOD) scenarios, among others.

Main Contribution

To the best of the authors’ knowledge, this survey is the first to encompass a review of SOTA
techniques for aligning NLMs with the goals of the 3 human-centric paradigm. Moreover,
beyond well-known canonical prompt engineering and instruction fine-tuning techniques, our
review has a special focus on more sophisticated approaches, such as those based on retrieval-
augmented models, knowledge distillation, programming-aided models, language-augmented
reinforcement learning, and debate, among others, privileging open-source works to help the
entrance of new researchers to the field. Finally, this work also provides the latest benchmarks for
assessing NLMs and is not focused only on large language models but evidences active research
efforts to democratise human-centric Al by enhancing the alignment of small and medium-sized
NLMs.

Sources, Keywords and Scope. Google Scholar was used to scout the most recent literature,
using a list of prefix keywords prepended to another list of subject keywords. The former
list includes “human-centric”, “human-centred”, “aligned”, “commonsense-aware”, “ethical-
aware”, and “factuality-enhanced”, among others. The latter consisted of “language models”,
“large language models”, “open-source language models”, “small language models”, “artificial
intelligence”, and “Al agents”. The method articles surveyed have been published since 2020,
making exceptions for seminal articles that introduced important techniques and open-source
benchmarks and datasets.

Related Works

The authors of [326] survey current alignment goals for foundational models (FM) and
alignment evaluation methodologies. They divided such goals into three groups: aligning to
specific instructions, aligning with human preferences over a set of equally likely outputs, and
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aligning with human values. The authors offer a list of current open challenges in Al alignment.
The survey in [265] focuses instead on the alignment of LLMs, distinguishing between techniques
devoted to the correct encoding of alignment goals (outer alignment) and techniques that ensure a
robust extrapolation of the encoded goals over OOD scenarios (inner alignment). Interpretability
aspects of LLMs are also touched from the architectural point of view. Davis et al. [60] instead
concentrate on benchmarks for commonsense reasoning in Al including visual perception with
image and video-related benchmarks. Kirchner et al. [148] present the results of analysing
an extensive collection of literature on Al alignment. The authors pointed to several open-
source repositories beyond scholarly publications to collect research products on Al alignment.
Apart from ArXiv, they pointed to the Alignment Forum [121] as an essential source of related
research material, where authors interested in the foundations of this subject might be currently
interchanging research products at a more agile pace.

The authors of [37] systematised the state-of-the-art (SOTA) related to evaluating LLMs.
A taxonomy of the evaluation goals is given in this work. Functional requirements such as
understanding open-domain dialogue and domain-specific subjects are included in this taxonomy:.
The authors also surveyed benchmarks for value alignment, factuality, and bias of LLMs. The work
in [126] instead generally analyses Al alignment, dividing approaches by those related to learning
from feedback and learning across distributional shifts. J. Ji et al. distinguish between forward
and backward alignment, where the former is related to alignment techniques during the training
phase, and the latter involves verification of alignment at inference time. Osborne et al. [227] focus
on the state-of-the-art of Deep Reinforcement learning (DRL) models in text-based interaction
environments. They describe the inherent challenges for generalising the capability of agents
to solve text-based interaction games and offer a list of current environment generation tools.
Interestingly, authors evidenced interpretability benefits of agents that rely on language models
based on knowledge graphs and graph-based reinforcement learning. Authors in [33] present
a taxonomy of the challenges for effectively applying RLHF. To do this, they consider the three
phases of canonical RLHF: feedback collection, reward modelling, and policy optimisation. The
authors also point to alignment techniques that combine Al feedback to complement RLHF cycles.

The work in [294] elaborates on the factuality issue of LLMs. The authors give a strict definition
of the problem, an analysis of the causes of hallucination, and a taxonomy of evaluation and
factuality enhancement methods. The latter techniques involve standalone pre-trained LLMs,
knowledge-augmented models, and domain-specific use cases. Chang et al. [36] concentrates on
behavioural studies of out-of-the-box pre-trained language models, surveying current tendencies
to output unfactual, toxic, or memorised text before the alignment procedure. The work in
[294] also surveys techniques that focus on enhancing the factuality of LLMs. The authors
broadly define the factuality problem as encompassing commonsense reasoning, domain-specific
knowledge, and consistency with general factual information. The state-of-the-art in terms
of proposed metrics and techniques is surveyed, and the corresponding methodologies are
divided into knowledge retrieval-based methods and standalone LLMs, both in general-case and
domain-specific neural language tools.

With respect to these recent works, this survey reviews methods and benchmarks for a broadly
defined human-centric alignment assessment of NLMs’ based on the 31 paradigm. This work offers
a birds-eye view of the current advancements and benchmarks for helpful, honest, and harmless
NLMs, studying the most recent open-source contributions, and giving special care including small
language models. Figure 1 presents a schematic view of the proposed taxonomy for human-centric
NLM alignment techniques and instruments.

Outline. This survey is organized as follows: Section 2 explores the current techniques and
benchmarks for training helpful NLMs. Following, Section 3 concentrates on the harmlessness
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Human-centric Open-Source
Neural Language Models
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Fig. 1. The proposed taxonomy of this research. Works are divided into those focused on augmenting the
helpfulness, harmfulness, and honestness of neural language models.

maximisation. Section 4 successively reviews the SOTA approaches for honestness enhancement
in current NLMs. Finally, this article evidences its conclusions in Section 5 by pointing out five
calls for future research in human-centric NLMs. Apart from the proper names of algorithms and
models, Table 1 shows a list of the abbreviations used in this research.

A note on terminology. Although the term “large language models” is commonly used to refer
to neural language models in general, to the best of the authors’ knowledge, there is no fixed
and clear statement in the Natural Language Processing (NLP) research community about
the small, medium, and large qualifiers referred to neural language models. However, following
common trends in the research-field jargon [234], this work uses the qualifier medium to models
that range approximately from ten to one-hundred Billion parameters, giving a flexible but clear
sense of what small and large refers to. Also, following the research community’s conventional
preference, the short-scale meaning of Billion, i.e., 10%, is adopted in this work, and the capital B is
the reference measure unit for the size of NLMs. For example, a model of size 7B is a model with
7 X 10° parameters or learnable weights.
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Table 1. Abbreviations used in this Research

Abbreviation Meaning
Al Artificial Intelligence
ANN Artificial Neural Network
CNN Convolutional Neural Network
CSKG Commonsense Knowledge Graph
CoT Chain-of-Thought
DAG Directed Acyclic Graph
DL Deep Learning
DON Deep Q-Network
DRL Deep Reinforcement Learning
FM Foundational Models
GAT Graph Attention Network
HHH Helpful, Harmless, and Honest
ICL In-context Learning
IFT Instruction Fine-Tuning
KG Knowledge Graph
LSTM Long-Short Memory Network
LLM Large Language Model
ML Machine Learning
MLP Multi-Layer Perceptron
NLI Natural Language Inference
NLM Neural Language Model
NLP Natural Language Processing
NLU Natural Language Understanding
00D Out of Distribution
PPO Proximal Policy Optimization
QA Question-Answer
RL Reinforcement Learning
RLHF Reinforcement Learning from Human Feedback
RoT Rules of Thumb
SOTA State-of-the-art

2 Helpfulness

In Reference [14], a Helpful Al-based assistant is defined as a function of the degree to which
an attempt is made to answer a question (or perform a task) in the most efficient, concise, and
insightful way. In this survey, such a requirement is mapped to the reasoning ability, as narrowly
defined by Yu et al. in [331]: reasoning as the ability to reach new assertions, relations, and
actions that are concordant with an actual or hypothetic scenario, as a function that integrates
implicit knowledge and explicit contextual information. Using this definition, it is easy to see that
features like compositional generalization [170], commonsense [60], context-awareness [313] and
abstracting [212] are included inside the reasoning requisite of human-centric NLMs. This section
reviews the most recent and significant techniques and benchmarks that implement and evaluate
such abilities in NLMs. The review of related literature is divided into the contributions focused on
NLM tools and those related to NLM-based agentic systems. Finally, a list of available benchmarks
to assess the helpfulness of NLMs is presented.

2.1 Language Model-based Tools

Specialized Prompting. One of the most used techniques for NLM alignment exploits the
In-Context Learning (ICL) ability exhibited by a set of pre-trained language models, especially
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LLMs, by which, under certain conditions, the model shows zero-shot learning abilities that
modify the distribution of responses at inference time [66]. In other words, practitioners use ICL
to align an NLM to a desired output distribution by enriching the prompt with query-response
examples that align with the desired behaviour [179]. Crafting the prompts to reach a desired
output distribution can be more or less arduous, depending on the desired goal, and this practice
has taken the name of PE [93].

One exemplary method that is based on ICL is that of Chain-of-Thought (CoT) prompting
[307] that provides the NLM with a series of sample responses in the form of step-by-step
decompositions of complex queries. Such a technique has shown to be effective, for example,
in enhancing the reasoning capabilities of NLMs, and other works have refined the CoT to
apply it to various specific tasks. For example, the self-consistency framework [299] improves the
reasoning robustness concerning CoT prompting by sampling various answers from the NLM
and marginalizing a more coherent answer. Instead, the authors of Faithful CoT [195] focus on
improving the interpretability of NLMs using a two-stage process. In the first phase, the model is
prompted with a particular form of CoT to produce a reasoning chain in the symbolic language
given a query. In the second stage, instead, the symbolic outputs for each query are executed
by a deterministic solver to lead to the answers. By doing so, Faithful CoT not only leveraged
transparency to NLM-based responses to complex queries but also improved the correctness over
at-the-time SOTA models. One of the most recent and significant contributions in the context of
CoT is the Least-to-Most prompting framework [363] in which the in-context examples permit
an NLM to apply divide-and-conquer complex task decomposition. A more in-depth study on
the effectiveness and weaknesses of CoT is presented in [200]. Recent surveys of CoT reasoning
applications are available at [50, 240].

Besides CoT, another effective prompt engineering technique that helps the model to reason is
the one in [367]. In this work, prompting is used to help NLMs deduce logical rules from examples.
Once these logical rules are produced, the subset with the greatest accordance frequency with
a corpus of examples is extracted. A library of practices is grasped, which allows the NLM to
exhibit better performance in other logical reasoning tasks. The authors of puma [282], instead,
combined two NLMs specifically devoted to slow and fast thinking, as defined in [59], to augment
the reasoning capabilities and concordant use of external knowledge for conversational tasks.
The authors of Skills-in-Context Prompting [38] focused instead on teaching NLMs to exhibit
compositional generalization, i.e., to compose basic reasoning building blocks to solve hard
problems. More specifically, the authors skic framework create rich prompts containing a set of
skills that need to be composed to solve hard problems. skic established itself as the SOTA on the
MATH benchmark. The Re-reading (RE2) methodology [316] is another simple prompting strategy
that contains an explicit repetition of the same query before asking for its answer. The authors
of the rRe2 framework showed improved reasoning and factuality concerning some CoT strategies.
Recent research in [236] pushed PE to the limits by testing the abilities of NLMs to achieve tasks
where the specification was ever more complicated and extensive. Unsurprisingly, the authors find
that, for such specification-heavy functions that take several hours for humans to master, IFT still
outperforms PE-based techniques.

Specialised Fine-tuning. Prompt Engineering is widely used to demonstrate the online learning
capabilities of NLMs, but it also helps create datasets for gradient-based fine-tuning of pre-
trained models. The latter technique is called IFT [342]. The main advantage of using IFT
is that once fine-tuned, an NLM does not need enriched prompts to output the aligned
responses. Instead, the aligned behaviour is the new default distribution of responses. Despite the
emergence of abstract reasoning through ICL, fine-tuning NLMs on specialised query-response
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data is still valuable for augmenting specialised reasoning in several scenarios, especially for
medium-size NLMs. For example, the authors of METAMATH [333] created an IFT dataset focused
on mathematical reasoning and used it to fine-tune a 7B LLama-2 model and outperform GPT-3.5-
TURBO [225] on the GsM8k [52] and the MATH [106] benchmarks. The authors of [295], instead,
collected 80K math problem-solving query-response pairs from the closed-source gpT-4 Code
Interpreter in [362] and provided a dataset and an IFT recipe for fine-tuning open-source models
to enhance their mathematical reasoning capabilities. Similar customised fine-tuning proposals
are in [172, 296, 335]. The PANDALM framework in [302] also uses an expert LLM to help the
instruction fine-tuning phase of smaller-size NLMs by evaluating the outcomes of various fine-
tuned candidates across different metrics involving not only accuracy in the responses, but also
stylistic alignment in terms of conciseness, clarity, comprehensiveness, among other aspects. The
TULU and [300] TOLU2 model family [122] are similar medium-size models, based on the Meta’s
LLAMA1 pre-trained models and fine-tuned on a set of carefully selected IFT datasets.

Knowledge distillation. One of the main limitations of reasoning through ICL is that only
language models with more than 100B parameters may show proficiency with in-context
examples[202]. To this respect, the authors of [110] focus on exporting the reasoning capabilities
from large to modest-size NLMs by generating an IFT dataset by CoT prompting large models and
using such datasets to fine-tune more modest-sized models. The Distilling step-by-step framework
[113] not only fine-tunes small NLMs using CoT responses, but optimises a rationale prediction
objective alongside response prediction to augment the proficiency of small models during fine-
tuning. The authors of Program-aided Distillation [366] induced the expert large models to output
the source code of programs that can be compiled and run to answer the questions. They fine-
tuned smaller models with such a programming-oriented dataset and found that their framework
improves training data efficiency and enables small models to reach good performance in reasoning
benchmarks. A similar recent work that follows the trend in transferring the reasoning capabilities
of LLMs to modest-size NLMs is available in [319].

Programming Aided Language Models. A recent paradigm for leveraging abstract reasoning
in LLMs is that of program-aided language models [83], where NLMs are steered to generate
executable programs as a proxy for solving complex reasoning tasks like that involving arithmetic
problems. The work in [201] demonstrated the effectiveness of code LLMs to leverage structural
rationale, i.e., to map free text inputs to structured outputs like graphs or tables. Their experiments
involved three structured output benchmarks: PROSCRIPT [257], PROPARA [211], and EXPLAGRAPHS
[256], where the focus is on generating a discrete and decomposed set of interrelated elements that
help to achieve the task at hand. They enriched the inputs with specialised in-context prompts and
fed them to copex [40], a SOTA coding LLM. The structure of the generated code was in line with
the target outputs, and such an alignment was superior to those of a T5 and GpT-3 model specifically
fine-tuned to the target tasks. Other recent works that focus on leveraging the programming
abilities of LLMs to reason over complex or mathematical problems are given in [42, 362].

2.2 Language Model-based Agents

As decision-making processes [324] are delegated to NLM-based technology, and the applicability
of these models is going beyond autoregressive language tasks [21], a justifiable concern is about
the risks related to delegating ever more critical decisions to these models. NLM-based agents
guide their behaviour by perceiving the surrounding environment, steering the intelligence they
are equipped with to put physical, time-related, and other forms of causal reasoning in play. This
section focuses on agentic Als guided by NLMs interacting with the environment to solve tasks
[313]. DRL is among the most used techniques that equip these agents with the action policies to
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face complex tasks in high-dimensional scenarios. This section explores recent advancements in
such a field.

Language models in text-based environments. In the context of text-based games, recent research
focuses on the automatic construction of knowledge graphs to empower commonsense reasoning
of DRL agents interacting with environments. Perhaps, one of the first works to use this idea
in the field of text-based games was [8], where Knowledge Graphs (KGs) were extracted from
natural language observations using a rule-based sophistication of Standford’s OpenlIE information
extractor [12]. The authors of kKG-DON showed a 40% increment in convergence efficiency with the
help of these internal KG representations.

Successive work in [9] focuses on efficient transfer learning over out-of-distribution games. An
asynchronous actor-critic version of this KG-based agent was successively released in [7] where
the knowledge graph was not only used to enhance the convergence speed, but was also used as
a bias that constrained the action space exploration, permitting convergence in high-dimensional
actions spaces.

Poulpart et al., instead, presented a novel method in [3], which explored a more unconstrained
way to build a KG through adjacency regression of a heterogeneous graph based on the
graph attention network (GAT) [288] model. The authors of this work used pretext tasks like
reconstructive minimisation or contrastive learning for pre-training a pipeline that performs
heterogeneous graph representation learning and is fed by natural language embeddings produced
by a Transformer [287] architecture.

The authors of Q*BERT [10] concentrated on bottleneck states in a text-game. Ammanabrolu et al.
noticed that the state space of a text-based game can be represented through a Directed Acyclic
Graph (DAG) of causal dependencies, where nodes correspond to states, and edges correspond
to actions featured by rewards or dependency flags that indicate which actions lead to progress in
the game. The authors used a properly fine-tuned question-answering model to create KGs from
natural language scene descriptions. They created a temporal abstraction or option mechanism,
termed modular policy chaining to apply a divide-and-conquer strategy and focus the learning on
how to overcome every bottleneck state separately. The authors of [10] noted that the implications
of their alignment technique could help create agents that assist humans in long-term dialogue and
planning over complex tasks.

The work in [237] used a hierarchical attention mechanism based on GAT networks to construct
immediate and post hoc explanations of actions taken in the context of DRL agents in text-
based games. Like Q*BERT, the authors of the Hierarchically Explainable Reinforcement
Learning (HEX-RL) agent used template question answering to distil a discrete KG from a natural
language-formatted context observation. The nodes of such a graph fit a set of prefixed types and
relationships that permit the model to output human-readable explanations for the actions in the
form of attention scores over symbols. These attention scores constitute an explanatory signal that
underlines which are the most crucial factors for the model’s immediate output. In addition, the
authors tracked the trajectories inside each episode and modelled statistical analyses that allowed
one to construct a causal graph for actions in sparse-rewarded trajectories.

Interestingly, to assess the causality of actions within a game-play trajectory, the authors used
a SOTA language model: the actions that matched the output of the CaLm model [327], which
is specialised in common sense reasoning, were given higher scores. Thus, HEX-RL combines
symbolic inductive biases (like prefixed categories in the graph) and Al-based feedback for
filtering admissible and effective actions to build a fully explainable DL pipeline over a complex
task. This may be among the first works to use a synergic combination of symbolic reasoning and
perceptive Al to pursue complete human understandability of agentic Al behaviour. The authors
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of Chain-of-Thought Imitation [322] instead leveraged the ideas in CoT to the realm of sequential
decision-making. The authors of the procedure cloning framework advanced the state-of-the-art
in complex supervised policy learning tasks by teaching ML agents not only the actions to take
as a function of input but also the reason behind each decision.

Language Model-augmented Reinforcement Learning. The most important factor that hinders the
widespread leveraging of reinforcement learning is the difficulty associated with proper reward
design. One strategy that helps converge to efficient reward policies is intrinsic motivation [154],
which enriches the reward signals to encourage exploration of unknown or atypical regions of
the state-space. Intrinsic motivation alleviates deadlocks and local optima finding in most state
spaces. However, intrinsic motivation fails to converge in some complex, low-represented, and
high-dimensional environments. In this respect, the work in [35] proposed to represent goals with
natural language and use the NLM encodings of such goals to augment the training efficiency of
RL. The work in [109] successfully demonstrated that pre-trained NLMs could also give flexibility
to RL agents interacting with language commands. The work of Huang et al. [117] was among the
first to use prompting to decompose high-level natural-language goals into finer-grain actionable
commands for agents. A follow-up work in [118] focuses on combining feedback signals -including
some in natural language- to refine strategies and converge in challenging tasks.

The main advantage raised from using NLMs for tasks that require human-like commonsense is
the extensive knowledge and reasoning patterns encoded in their parameters. As such reasoning
might not be sufficient to reach fine-grain planning in many specific scenarios, some works used
distinct fine-tuning phases for the NLMs to reason inside task-specific distributions [218, 329]. Such
a fine-tuning, though, could be computationally expensive when the dimensions of the language
models grow and might also reduce the generalisation capabilities encoded in pre-trained NLMs.
For this reason, the authors of the RL-ADAPTER framework [346] provided guidance on how to fine-
tune lightweight NLMs to translate the outcomes of RL training stage into effective modelling
feedback requests for more large NLMs. The EUREkA framework [198] followed this research
insight and proposed a generalist NLM-guided reward modelling and programming framework
that may surpass the current reward crafting efficiency of many human experts. Other recent
works in NLM-empowered RL are not only restricted to open-world games [47, 69] but also are
explored in the developmental Al research of autotelic agents, i.e., agents that learn to craft and
optimise goals in an open-ended environment autonomously [54, 55].

Gradient-free Reinforcement Learning. A gradient-free version of RL is currently emerging.
NLMs-based agents store feedback in language and retrieve such an experience to condition
their future behaviour. The REFLEXION framework presented in [268] leveraged black-box self-
improvement of action policies by collecting experience in the form of natural language and online
retrieving such experiences. The authors of [233] concentrated instead on constructing simulations
of human behaviour by orchestrating multiple NLM-based agents equipped with reflection modules
that collect experiences, synthesise them, and use those syntheses to guide future planning. The
authors of the Experiential Learning (EXPEL) framework presented in [350] focused instead
on a multi-task experience memory buffer. In a gradient-free training phase, the agents try to
solve heterogeneous tasks. While solving these training tasks, a non-parametric knowledge base
is initialised and filled with natural language insights derived from successfully solved tasks. Such
a knowledge base is used during test time as an experience buffer to augment the efficiency in
out-of-distribution tasks. Recently, the REACT framework [328] has demonstrated to augment
the effectiveness of NLM-based agents by crafting a synergic augmentation of the state space,
including reasoning-oriented and acting-oriented language prompts.
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2.3 Benchmarks

Text-based environments. Authors in [102] released JERICHO, an open-source environment for
interactive fiction games where DRL agents can be trained using an Open-Al Gym-like interface
[30]. The authors of this environment provided options that reduced the complexity of the RL agent
interaction task. One of these handicaps consists, for example, of giving the agent more awareness
of the current state of objects that the agent can interact with or an in-design restriction of the
action space to contemplate only those admissible actions.

The Light benchmark [286] was released in 2019 as a dataset of natural language descriptions
of multiple types of featured entities, such as locations, objects, and characters. More than 10k
interaction scenarios are contained in this dataset. Although not oriented toward training optimal
decision-making, this open-source material has been used to augment the capacity of language
models to improve their grounded conversational capabilities, i.e., producing relevant responses
given a context.

The authors of [327] publicly released a dataset that contains the transcripts of 426 human
game-plays from 590 different text-based games. They also open-sourced a method for reducing
the intractable open-endedness of the action space that any NLM might search over to output
the actions at any given state. They combined DRL-based action evaluation with a discrete
and compact action generator and proved to generalise admissible action generation over games
unseen during training.

The P1ga benchmark has been released in [27] and is focused on assessing the reasoning
capabilities of LMs about physical commonsense. This dataset contains 21 K samples as goal-
solution pairs with three prompts in each sample. The first indicates a desired goal, and the
latter two are candidate solutions, where only one is correct. Classifying right and incorrect
solutions requires physical commonsense knowledge, where humans achieve a 95% accuracy in
the evaluation set. At the same time, the best model in the current leaderboard corresponds to that
of the unicorN model, which reached 90% accuracy by 2022, according to the official leaderboard
of the Allen Al Institute.!

The Symbolic Interactive Language Grounding (s1LG) benchmark [358] aims at assessing
the capabilities of language-conditioned agents generalising across multiple environments where
there are variances in the observation and action spaces. The authors combined language-based
grid worlds such as RTFM [359], MESSENGER [100] and NETHACK [151].

More recently, the AGENTBENCH benchmark [183] has been publicly released. This benchmark
combines multiple environments on which NLM-based agents can be tested in various decision-
making tasks that involve knowledge acquisition and grounded reasoning, among others. The
experiments done by the authors of AGENTBENCH revealed that closed-source NLMs outperform
their open-source counterparts. A similar benchmark is SMARTPLAY [312], which uses games with a
language description interface to test language-based agents across several reasoning dimensions,
including spatio-temporal reasoning and probability event estimation.

Abstract Reasoning. The Score framework in [186] helps evaluate the self-contradictory
reasoning of NLMs in question-answering tasks. Namely, the authors of SCORE aim at detecting
situations in which the model declares to use incorrect or inconsistent reasoning to reach a correct
answer or those in which the declared reasoning steps are correct, but the answer is not. The
framework asks NLMs to generate the underlying reasoning for each provided solution and uses
such explanation to evaluate self-consistency. The framework pushes NLMs to enrich the output
by asking to answer questions from different points of view.

Ihttps://leaderboard.allenai.org/rainbow/submission/ccppv1dqp48v5467jos0
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The CoFE test suite presented in [11] helps assess the compositional generalisation of NLMs
-which is the ability to understand new combinations of known primitives- on in-context learning
scenarios. Instead, the authors of the MaTH Dataset [106] focus on mathematical reasoning
and propose a set of 12,5 K competition-level mathematical problems. The authors of this work
also provided a pre-training dataset to teach models the mathematical fundamentals. Similarly,
the Gsm8k benchmark [52] presents 8.5 K grade school mathematical problems with a set of
corresponding natural language solutions. According to the paperswithcode blog,®> the Gpr-4
DUP [357] is the current champion of the Gsm8k benchmarks with an accuracy of 0.97. Another
technique for abstract reasoning assessments of language models that involves coding is available
at [40].

The RECLoR [334] and the LogiQA [178] benchmarks help evaluate the logical reasoning
capabilities of language models. A model must choose the correct answer from multiple candidates
in these benchmarks. Instead, the rForL1o benchmark in [99] can test logical reasoning in isolation
by connecting premises with multiple conclusions requiring first-order logic. More recently, the
LoGIiGLUE benchmark gathered more than 20 datasets related to logical reasoning to test deductive,
abductive, and inductive reasoning generative language models [192].

Compositional generalisation benchmarks, which instead involve understanding novel
combinations of known priors, are instead presented in the scan [155] and the Compositional
Freebase Questions (cFQ) [143] benchmarks. The former involves reasoning over combinations
of command primitives like jump, turn, and compositional rules, while the latter is focused on
named entity parsing and consecutive query construction. Interestingly, the authors of crg
provided a framework for generating new datasets to test the compositional generalisation of Al
systems. In this framework, dubbed distribution-based compositionality assessment, mathematical
instruments permit the creation of fair train-test splits, where the resulting train and test portions
contain a similar distribution of primitives. The datasets generated are also compositionally
challenging in that the divergence between the distribution of combinations in each dataset is
maximised. A similar work is that of the CLUTRR benchmark [271], which is focused on inductive
reasoning from the text. The sYGNs suite [318] also permits the assessment of the compositional
generalisation capacity of NLMs in terms of combinations of logical expressions.

More recent benchmarks for compositional generalisation are available in PRONTOQA [260]
and its recent extension, PRONTOQA-00D, [261], where the models need to generalise deductive
reasoning and combine a given set of deduction rules to produce out-of-distribution proofs at
test time. The GscaN benchmark in [255] also focuses on compositional generalisation in situated
language understanding.

Natural Language Understanding. The General Language Understanding Evaluation (GLUE)
benchmark in [291] was presented as a compilation of nine tasks related to question-answering
and entailment detection, among others. Successive work in [290] augmented the difficulty of these
tasks, and the contributions of [262, 356] are also focused on natural language understanding
(NLU) but more specifically meant to assess the few-shot learning capabilities. Remarkably, the
work in [262] also offered a study on techniques that augment the NLU performance of small-size
NLMs. Finally, the GLUE-X benchmark in [321] carefully crafts the train test split to evaluate the
OOD generalisation of NLMs.

A benchmark for analytical reasoning of texts is available on [360], where the authors
demonstrated that explicitly searching for symbolic knowledge in the form of subjects and objects
of phrases enhances the performance.

Zhttps://paperswithcode.com/sota/arithmetic-reasoning-on-gsm8k
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The recently released BOARDGAMEQA Benchmark in [141] instead focuses on the ability to
reason in the presence of contradictory information by imposing preferences over different
information sources. The difficulty of the samples in this benchmark has different levels and can
be regulated.

Other. The WORDCRAFT environment was released in [132]; in this text-based environment,
agents can use external sources of information to augment the set of prior knowledge that
helps policy convergence. The discovery of new entities through interaction is the main
focus of this environment. A similar text-world interactive environment has been released
SciENCEWORLD [297] where the focus is on scientific reasoning at the elementary level. The
authors of ScIENCEWORLD were motivated by NLMs' breakthroughs in scientific question-
answering benchmarks such as the one in [51] and tested the hypothesis of whether those
breakthroughs were merit of grounded understanding of subjects beyond lexical correlation
maximisation. Extensive parametric variations of a broad range of typical exam questions from a
basic science curriculum are the main building blocks of SctENCEWoORLD. The experiment carried
out by the authors revealed that small-size NLMs with 1.5 M parameters based on the Deep
Reinforcement Relevance Network [104] achieved superior performance on the held-out test set
compared to medium-size NLMs with 11B parameters.

The Cuoicg-75 benchmark in [112] focuses on multi-branch script learning, -where a script is
intended as a sequence of punctual event mentioning- assessing the ability of language models
to predict the next steps of a script given the previous steps. Another script generation and the
sorting benchmark is available in [257]. The TooLQA benchmark in [368] helps assess the correct
information retrieval capabilities of NLMs. The authors of TooLQA minimised the overlap between
the information required to answer the questions in their benchmark and the information that is
plausibly among the pre-training data of most NLMs.

The ExpLAGRAPHS benchmark in [256] instead focuses on explaining correct predictions in
generative NLMs. For each tuple containing a belief and a statement, the model has to predict
whether the latter supports or counters the former. The NLM is also meant to generate a
discrete graph that explains the rationale of the prediction, and the similarity with gound-truth
explanations graphs is related to the final score. The leaderboard shows that human performance is
vastly superior concerning NLMs. However, by November 2023, the proprietary large-size NLMs
like GpT4 have not been tested on this benchmark. The work in [39] presents the knowledge-
intensive analogical reasoning (E-KAR) benchmark, which focuses on the ability to find and
extrapolate the underlying structure of relations between concepts among different domains to
identify analogies. This benchmark collects more than 1.5K problems gathered from public exams,
which require commonsense reasoning, linguistic understanding, and encyclopedic knowledge to
be solved. The authors of the machine world learning (MEwL) benchmark in [129] note how
word learning in humans is made on a few-shot basis and in an open-ended manner and create
a framework to assess this kind of concept generalisation. Notably, their benchmark can be used
with only language and vision-language models. The authors of MT-BENCH [354] released a low-
scale multi-turn question benchmark to evaluate the usefulness of conversational NLMs across
various tasks that require reasoning. Remarkably, the authors performed experiments in which
human evaluators and GpT-4 [226] as a judge model reached an 80% correlation in the evaluation.

2.4 Summary and Research Advices

NLM-based tools and agents are more helpful each time by improving the depth and complexity
of the inherent reasoning abilities. However, complex reasoning may be costly in terms of model
size. For this reason, the research community has put forth numerous open-source knowledge
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distillation strategies, such as Distilling step-by-step [113], to import such capabilities into modest-
sized and open-source models. In this respect, another interesting open-source instrument that
obtains good results on a set of the afore-mentioned benchmarks is MisTRAL 7B [128], a small-size
NLM, which incorporates sophisticated attention mechanisms that enhance inference performance
and permit larger context sizes. Another small-size (13B) model carefully trained to excel at
reasoning tasks is Microsoft’s orca2 [213]. A medium-size alternative is instead represented by
the TtLu2 model family [122], which is a family of 70B open-source, comprehensively fine-tuned
language model that reaches a mean of 85%-90% of the GpT4’s accuracy in lots of the previously
mentioned benchmarks. If small-size models are the target of research, Microsoft has released
the Phi 1 [96], Phi 1.5 [171], and Phi 3 [2] models that exhibit good performance on coding,
commonsense and mathematical reasoning with less than 4B parameters.

After Meta’s 1LAMA models were open-sourced, researchers at Standford created a 52 K IFT
dataset using the SELF-INSTRUCT paradigm [299] with GpT3.5. They then fine-tuned the 7B rLamA
model to create the ALpacA model [280], the first open-source small-size instruction-following
NLM. However, the recent long is more for alignment framework in [351] shows that selecting the
1 K longer-response tuples in the aLpaca IFT dataset may result in more effective and efficient
fine-tuning.

Interpretability is another essential feature that might validate and democratise the usage of
NLM reasoning. However, it is not easy to obtain a rationale that explains the outputs of a language
model that is simultaneously discrete (i.e., human-readable) and faithful in that the stated response
rationales are the real ones. In this respect, from the side of NLM-based tools, Faithful CoT [195]
stands out as an interpretable tool by design, being coupled with a deterministic solver. In the
realm of NLM-based agents, instead, the work of Peng et al. [237] offers a neat strategy to obtain
rationales and even potential causal graphs for the agents’ actions. However, it might be limited
in the vocabulary with which such rationales are formed.

In the field of mathematical reasoning, Monte Carlo Tree Search (MCTS) mechanism was
coupled with the self-refine framework [199] to create the MCT Self-Refine (MCTSr) algorithm
[340]. By iterating over self-refinements and self-evaluations of answers, the authors of MCTSr
proved to beat closed-source models such as Claude 3 Opus and Gemini 1.5 on Olympiad-level
mathematical benchmarks using Llama 3-8B. By looking at this and recent similar works [284],
one can say that there has been wide progress in the field of neural language model-based
mathematical reasoning. Still, research efforts should be made to fill the vast room for improvement
that continues to exist at times. Table 2 contains pointers to the most remarkable open-source
instruments that can help kick-start research on helpful NLMs.

Notably, the MCTSr framework has been open-sourced. The authors of this work noted that a
limitation of the current version of their framework is the strict focus on mathematical reasoning
tasks. Interesting research paths include investigating its applicability for other types of assistance
tasks beyond mathematical reasoning that require strategic planning. Other research opportunities
include testing these new methodologies on the most recent MATHCHECK benchmark [364] that
helps assessing genuine mathematical reasoning abilities in terms of testing task generalisation
and reasoning robustness beyond mere problem-solving. To this respect, it is worth mentioning
that the Turip agent framework [223] offers and open-source framework that can be exploited for
investigating on robust reasoning of modest-sized tool-augmented NLMs.

3 Harmlessness

Manipulation and harm at the individual or societal level are among the most severe risks of
human-misaligned NLMs [61]. The research community is putting forward lots of techniques
to augment the safety or reduce the potentially harmful, biased, toxic or nefarious responses of
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Table 2. Remarkable Open-Source Instruments Focused on Helpful NLM
Source Year Description Advantages Weaknesses
TULU2 [122] 2023 Comprehensive fine-tuning Current open-source SOTA Medium-size (70 B
on a curated selection of IFT  across multiple reasoning parameters)
datasets benchmarks
MISTRAL 2023 7B open-source model with Small, Efficient inference Outperformed by proprietary
[128] good position on multiple speed and large context medium-size models.
reasoning benchmarks window
Arraca [280] 2023 Open-source High-quality According to [351] (2024), Inherits licencing and
IFT dataset and 7B model can select the 1 K terms-of-use from LLAMA.
longer-response tuples to
achieve better alignment.
PH1 2] 2023  Small models with good Transformer-based models Not honestness-aligned
performance on coding, with less than 4B parameters
math and commonsense
reasoning
CompPassMTL 2022  Multi-task friendly Accelerates inter-task Requires task-specific
[348] pre-training transfer learning prefixes.
FarTHFUL 2023 Improving CoT outcomes Augments overall Requires a code interpreter,
CoT [195] through symbolic language correctness, interpretability restricted to queries solvable

generation

by design.

by programming.

language models. This section reviews recent advancements and benchmarks for aligning NLMs
with safety criteria.

Methods

Specialised Prompting and Fine-tuning. Prompt engineering and instruction fine-tuning are
among the most used approaches for the safety alignment of NLMs. The work in [135] offers a
study on the zero-shot capacity of LLMs to align with the flexibility of human moral judgement.
Zhijing et al. used the cognitive mechanisms of Contractualist moral decision-making [16, 161]
to construct a model of human moral judgement. In contractualism, any judgement of morality
considers the extent to which breaking a moral imperative may break the final function for which
such imperative stands. Apart from considering the final goal of a moral claim, contractualism
holds that human judgements of morality also analyse the utility of any act that breaks a rule for all
the subjects eventually involved. Therefore, the authors of [135] presented a prompt engineering
framework for asking judgements to an NLM on multiple situations where rule-breaking may be
potentially permissive. Their approach has shown to be more aligned with a set of human decisions
concerning the answers of SOTA morally aligned NLMs. The prompting strategy in [135] involved
a recursive question answering. The extent to which the function of a goal is broken and how
much the utility of the subjects involved is reduced is asked to the model. Lastly, a question about
whether the rule should be broken in the particular case is made to the model. Authors termed
such a prompting strategy as Moral Chain-of-Thought (MorALCOT).

From the side of IFT, the authors of BREAVERTAILs [125] provide a dataset of more than 300 K
question-answer pairs where human annotators separately rate the helpfulness and harmlessness
of answers, permitting to disentangle the learning of these aspects by an NLM. Notably, the
annotations also provide a self-confidence score that can be useful in managing conflicting
annotations. Other recent datasets for IFT on safety criteria such as [119, 301] are open-sourced
by the community both as a resource for alignment and as benchmarks for evaluating the
harmlessness. Such benchmarks will be carefully reviewed at the end of this section.

3.1
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Red teaming. When speaking about safety in language models, Red Teaming or jailbreaking
are the equivalent terms for penetration testing in cyber-security or Adversarial Training in Deep
Learning in general. Red Teaming uses adversarially crafted prompts and methodologies to induce
language models to output harmful responses, with the scope of improving safety enforcement
policies at inference time [81]. Although recent works have demonstrated that it is possible to
use NLMs to scale human-based read teaming [238], it is not clear the extent to which generative
Al can replace human oversight in value-alignment tasks. In this respect, the work of Shi et al.
[266] elaborated adversarial strategies targeting the harmful detection language models. Recent
research in [156, 371] discovered prompting strategies that break the safety alignment of current
SOTA generative NLMs. Currently deployed NLMs such as LLaMA2CHAT [283] and CLAUDE [19]
declare to have used manual red teaming to robustify their production-ready NLMs against subtle
malicious prompts. To this respect, the work of Ge et al. [85] presents an iterative fine-tuning
framework in which both the red-teaming and the target NLM are adversarially trained to
maximise their winning rate. A similar setting is offered in [196], where a game-theoretic
approach is modelled between red-team and blue-team language models to detect and reduce
vulnerabilities in NLMs.

Reinforcement Learning from Human feedback. The work in [49] formalised the paradigm of
RLHF in the context of NLM alignment. RLHF aims at aligning the output of NLMs with a high-
level task-agnostic goal encoded in low-scale human feedback. This goal can be related to various
aspects like factuality, fluency, and others. One of the most pursued goals RLHF has been leveraged
for is safety, i.e., reducing harmful, offensive, toxic, or biased responses. In RLHF, a preference model
scales such feedback by learning to rate the outputs according to a low-scale training set of human
feedback. By doing so, human preference criteria can be extensively applied to a massive pair of
NLMs’ outcomes and lead to the convergence of a preference policy in the context of DRL.

Follow-up works have also demonstrated the effectiveness of RLHF [228, 369]. RLHF has been
the de-facto standard for safety-alignment of NLMs and has been adopted in SOTA LLMS such as
Open Al's GPT-4 [226], Anthropic’s Claude [13], Google’s Gemini Pro [89], and Meta’s Llama 3 [70].
One of the drawbacks of RLHF that the authors of [18] focused on was the minimisation of evasive
responses that tended to characterise the models after alignment. In particular, human feedback
was used to label the harmlessness and usefulness of the responses. This second type of label was
used to shape a corresponding reward term in the RL phase. By shaping the reward in this mode, the
authors avoided converging to a useless model that tends to skip responding prompts to maximise
harmlessness scrupulously. Lots of techniques have improved upon vanilla RLHF to address its
main limitations, such as training inefficiency [182], the possibility of reward hacking phenomena
[176], the imbalance between competing objectives [58], among others [17, 88, 315]. A remarkable
upgrade of the original RLHF algorithm, which is based on Proximal Policy Optimisation (PPO)
[263], is that of REMAX [173], where a variant of the REINFORCE [309] RL algorithm is used. By
doing so, the computational and memory footprint of training is reduced compared to the PPO-
based RLHF scheme without sacrificing performance. The interested reader can refer to recent
literature for a more in-depth presentation of the working principles [355], primary potentialities
[139], and limitations [33] of RLHF. Recently, the Direct Preference Optimization (DPO) [242]
paradigm introduced a closed-form way to align NLMs without relying on a reward model: the
authors of DPO used a preference dataset to maximise the alignment directly by modelling a
classification problem on the training data.

Reinforcement Learning from Al Feedback. Further efforts to scale human oversight in alignment
tasks involved NLM-based preference labelling. A remarkable example of this insight is the
Constitutional AI (CAI) blueprint in [19], which increased the efficiency of human feedback
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concerning vanilla RLHF. More specifically, the authors in [19] used a constitution made of natural
language preference guidelines with order-ten principles. A synthetic dataset containing query-
response-critique tuples related to moral alignment is created from such a constitution. Such a
dataset was used to train a preference model, and the latter model was used to label the harmfulness
of the responses in the RL phase. By doing so, the authors of CAI provided a more data-efficient
framework for the human-guided harmlessness alignment of NLMs. Analogously to RLHF, the
authors of CAI coined the term Reinforcement Learning from Al Feedback (RLAIF) as a
generalisation of the CAI blueprint, in which language models are used to scale human oversight.
The authors of CAI noted the advantage of using Chain-of-Thought prompting strategies for
improving the human assessment of their final results. The effectiveness of this fine-grained
feedback type has also been confirmed by other recent works [97, 180]. In this vein, some recent
research showed through experiments that, provided careful modelling [246], some proprietary
[87] and open source [5] SOTA LLMs can qualitatively outperform human-feedback under some
circumstances in value alignment supervision tasks.

A follow-up work concerning CAI was published in [150], where the researchers experimented
on the hypothesis of performing a similar aligning strategy. However, this work seeks to converge
to proper reward criteria from a single and more universal human-made moral claim. Beyond
CAL other recent works related to RLAIF are presented in [147, 157, 251, 320]. The SELF-INSTRUCT
paradigm in [278] can also be seen as a sophistication of RLAIF that has also been used to train
open-source LLMs such as Standford’s Arpaca [280].

Debate. The work in [182] introduces a new paradigm called Stable Alignment for aligning LLMs
with social values. Liu et al. simulate and record social interactions between NLMs. The authors
of this work created a simulation sandbox that runs a society of LLMs that simulate human
interactions about morality questions, responses, and feedback cycles. They first instantiated
a hundred language agents and started 169K iterative prompt-response-feedback interactions
sampling controversial topics from the Anthropic’s RLHF dataset.> At the end of this process, they
obtained large-scale and effective supervisory signals through generated natural language. The
authors of the Stable Alignment framework demonstrated the effectiveness of their approach in
terms of scalability. Regarding RLHF, there is no need for a reward model. Thus, the training can
be parallelised and the simulation can be run offline.

The experiments in [182] involved SOTA LLMS at the beginning of 2023, such as text-davinci-
002 (175B), text-davinci-003 (175B), and GPT-4 (of unknown size). They tested the fine-tuned model
on various benchmarks such as mic [370], ETHics [105], THRUTHFULQA [175], MORAL STORIES [74],
and ANTrRoPHIC HH [18], showing outstanding results without being trained in any of these data
(except for the ANTrROPHIC HH benchmark). The Reinforcement learning for feedback framework
[78] concentrates instead on augmenting the effective of the critique generator language model.
Other related works in which the output from one NLM is used as a black-box alignment criterion
for another target NLM are present in [32, 34]. To this respect, recent research in [95] focused on
improving the alignment of small open-source NLMs by using the outputs of proprietary LLMs and
showed that although stylistic behaviour is well-learned from small NLMs, acquiring the factuality
encoded in the parameters of teacher models may still be an open challenge.

Other. The work in [44] trains a DL module to modify human prompts to maximise the
alignment of a target NLM; this work can be seen as a recent approach for automatic prompt-
engineering [267]. The authors of [97] focus instead on fine-grain supervisory signals in the form
of revisions to responses to improve the overall performance of an IFT dataset. Recent work in

Shttps://github.com/anthropics/hh-rlhf
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[220] poses itself at the intersection of neuroscience and Al by crafting parametric modifications
of structural samples in morality judgement scenarios. By doing so, the authors of this work seek
to evidence the difference between human and NLM-based judgement tendencies. The authors
of the (Mmoca) framework released their dataset and advocated for carefully curated datasets for
alignment. Instead, the ToxIGEN framework presented in [101] helps create adversarial examples
with subtle hate speech to improve the ability of hate-speech detection in NLMs. They made a
synthetic dataset of 274 K toxic/benign samples and showed that fine-tuning NLMs using this
dataset improves performance over several moral alignment benchmarks. The authors of the Direct
Representation Optimisation framework [353] are devoted to optimising the safety prompts from
the perspective of the latent space, i.e., freezing the model’s representations for the queries except
for the prompt tokens. They then optimise these tokens using gradient descent to push the whole
prompt + query representation to regions of the latent space that augment/decrease the refusal
behaviour on harmful/harmless queries.

3.2 Benchmarks

The seminal work in [105] proposes the ETHICS dataset that contains over 130 K natural language
descriptions of multiple scenarios that permit fine-tuning an NLM towards responses that align
better with justice, deontology, virtue ethics, utilitarianism, and commonsense moral judgements.
The authors claim to be the first work that frames the ethical alignment of algorithmic agents
without an a priori mathematical formulation. The authors note that approaches based on the
latter may have practical applicability only in very narrow and task-specific ethical-alignment
use cases. By presenting everyday life examples, authors argue that their dataset may reflect a
more comprehensive set of human alignment criteria concerning other formulations like value
alignment, fairness frameworks, and constitutional-like specification of alignment requisites for
an Al [19].

The work in [107] provided an open-access set of 35 text-based adventure games where the
objectives of the game may be in some situations in conflict with moral principles. Remarkably,
the authors of the jiMINY environment designed a regulatory term that shapes the policy
towards more ethical behaviours by penalising instances of lousy behaviour directly during
the computation of the action-state value function (Q-value). Authors called this technique
Commonsense Morality Policy Shaping (CMPS) and used a model trained on the ETHICS
dataset in [105] to predict the morality of actions and thus shape the Q-value of actions. They
pointed out future research directions that could improve the effectiveness of their technique,
including using proper reward shaping.

The MACHIAVELLI benchmark of Pan et al. [231] contains over a half-million scenarios where
NLM-based agents can be morally assessed while playing 134 text-based chose-your-own-adventure
games. These scenarios may include conflicting contexts in which maximising the game reward
could drive the agent toward unethical behaviours; the authors demonstrate that focusing only
on a reward may result in machiavellianism. They also conduct experiments with moral prompt
fine-tuning of NLMs and an artificial conscience policy regularisation in DRL agents to improve
morality in agents. Notably, the authors open-sourced their code to incentivise and facilitate
further research. Great importance is given to the sequential decision-making capability that an
agent needs to perform to play the scenarios of MACHIAVELLL, posing an important step-stone
towards the safe deployment of generalist agents. Another benchmarking environment for
text-based interaction of agents is TEXTWORLD [56], where the authors offer a game-generation
tool that permits the control of the degree and axes of variation of the novel environment to
construct case-specific datasets and permits the evaluation of specific types of generalisation of
dialogue systems.

ACM Comput. Surv., Vol. 57, No. 4, Article 83. Publication date: December 2024.



83:18 S. Sicari et al.

The work in [217] presents the Goofus & Gallant benchmark, which contains 1.3 K sentences
encoding normative/non-normative behaviour in the context of a homonymous cartoon in which
one subject is always performing normative behaviours and the other is escaping from such
normativity. The names of characters were masked to avoid learning them as discriminative
features. Authors assessed if pre-training a morality predictor on this benchmark could help
to enhance the pre-trained classification models based on BERT [142], and Deep Pyramid
Convolutional Neural networks [136]. To assess the effectiveness of morality transfer learning,
they created two other labelled datasets of similar dimensions using crowd workers. Their
results did not find significant morality generalisation on out-of-distribution contexts, but transfer
learning notably enhanced in-distribution data efficiency.

The sociAL-cHEM-101 benchmark in [79] gathered approximately a set of 0.3 M natural
language asserts that encode everyday common sense social norms. Each of these phrases,
dubbed rules-of-thumb by the authors, was enriched by eliciting a dozen refinements and short
explanations or clarifications pointing to social agreement, legal aspects, and theoretical moral
foundations. The authors of [74] created the MORAL sTORIES dataset, a corpus of 12 K scenarios
where a subject, an intention, a moral norm, and a pair of action-consequences are given as
sentences. One action-consequence is aligned to the norm, and the other is misaligned. This
benchmark was created using crowd-sourced workers, and the purpose is to assess grounded,
goal-oriented, and morally aligned reasoning of natural language understanding and generation
models.

The fine-tuned classifier augmented their accuracy by ingesting more information in input, like
the subjects’ intentions and the consequences of actions in the story. Emelin et al. also fine-tuned
generative NLMs such as BART [162] on their corpus to assess their capacity to predict morally
aligned actions, potential consequences of actions, and moral norms. Notably, the models were
biased to perform better in generating morally aligned actions and the consequences of these
types of actions, denoting a positive morality bias in the pre-training corpus of the used LLMs.
Human-expert evaluation metrics assessed all their experiments.

The Social Bias Inference Corpus (sBIc) was released in [259], where the focus is to evaluate
the capacity of neural language tools to explicitly identify the implications of social biases in
natural language utterances. The authors of this benchmark first created a formalism termed
social bias frames that seeks to help evidence the targeted groups, the offensive intentions, and
the specific implications of social biases in natural language posts. With the help of this formalism,
Sap et al. gathered categorical and free-text annotations to explain the social biases in a corpus of
140 K potentially biased texts scrapped from known socially biased public sources. The authors of
sBIC fine-tuned GpT models to classify targeted groups and intentions of posts and also to generate
the implications of these.

The scrUPLES benchmark was introduced in [189] and contains 0.6 M heterogeneous ethical
judgements about 32 K anecdotes described in natural language scrapped from Reddit forums.
The authors of this benchmark noticed they left wide room for optimisation of their benchmark,
primarily because of the inherent heterogeneity in human moral judgements. However, N.
Lourie et al. shed light on how to separate by design such an intrinsic uncertainty about human
judgements from the uncertainty that is inherent to the probabilistic nature of neural inference
mechanisms. The authors of this work created a Bayesian predictor that maximises the likelihood
of the parameters of a Dirichlet prior over a Multinomial distribution encoding the distribution
of judgements over anecdotes. By doing so, the model is taught to choose more than one label
or judgement per sample, mimicking a majority that would not exist in gold annotations, but
also to output the likelihood distribution of judgements that a theoretically infinite number of
annotators would give.
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The work in [130] offers 1.7 M moral-alignment human judgements of a heterogeneous set of
everyday situations to fine-tune an NLM. They created the DELPHI model, which is an instruction
fine-tuned version of the T5-Large NLM [249] trained on the UNICORN commonsense reasoning
benchmark [188]. The authors open-sourced a compilation of five human-morality alignment
datasets: SOCIAL-CHEM-101, MORAL STORIES, SBIC, SCRUPLES, and ETHICS. The authors of DELPHI
thus follow a bottom-up approach for distilling moral judgements: they obtain moral criteria to
answer online queries from crowd-sourced data on which the model is trained.

Different from many contemporary benchmarks on morality alignment, which simplify or
bypass the inherent ambiguity of human-moral judgements, the Moral Integrity Corpus (MIc)
released in [370] contains a crowd-sourced supervisory signal that shed light on the explainability
and interpretability aspect about the morality assumptions and biases that may be inherently
encoded in the parameters of an NLM when emitting moral judgements. The authors of mic
extrapolated 99 K moral claims or Rules of Thumb (RoT) contained in the socrar-cHEM-101
benchmark and matched them with 38K short opinion prompts-reply pairs, where the prompts
were obtained from the AskReddit forum* and the responses were generated using SOTA open-
source dialogue LLMs at the time such as BLENDERBOT [252] and DIALOGTP [347]. The final triplets
were annotated taking into account the alignment of the response to the RoT, the global consensus
rate of the RoT, the violation severity degree, and the moral foundation category the RoT appeals
to, following the taxonomy in [91].

Ziems et al. then trained generative NLMs to output RoTs concerning the prompt-reply pairs
and evaluated these generated RoTs using automatic metrics and expert annotations concerning
the fluency, relevance, and well-formedness of generated text. The experiments showed that
generated RoTs with the best generative models at the time were fluent and well-formed but lacked
being relevant in 20% of cases. Apart from RoT generation, the experiments in [370] involved
training classifiers that output the multidimensional labels for each prompt-response-RoT triplet
and achieved satisfactory accuracy, showing that their corpus might help to audit the latent moral
criteria encoded in any generative NLM. Unfortunately, there seems not to be a public curated
leaderboard for this benchmark, even though the repository® contains fine-grain instructions on
how to reproduce the authors’ experiments.

3.3 Summary and Research Advices

When aligning a model to moral preferences, the alignment evaluation metrics should be carefully
chosen to avoid biasing the alignment evaluation toward simple lexical overlapping. For example,
the experiments in [259] showed that, while the classification task may not be challenging to learn,
a satisfactory generation of free-text explanations is still difficult for modern NLMs. Interestingly,
the explanations tended to be correctly generated only when the desired output had lexical
overlaps with the content in the post. Also, the authors of scrRuPLEs [189] noted that the lexical
overlap played a significant role in augmenting the accuracy of predictions.

To this respect, the more recent Direct Preference Optimisation framework has publicly released®
an implementation of their pipeline and preference dataset that can be used out-of-the-box for
fine-tuning purposes.” The DROMEDARY framework for self-alignment of NLMs without relying
on excessive amounts of human feedback [278] is also an open-source alternative for alignment
that has demonstrated good empirical results across various alignment benchmarks. A recent

4https://www.reddit.com/r/AskReddit/
Shttps://github.com/GT-SALT/mic
®https://github.com/eric-mitchell/direct-preference-optimization
https://huggingface.co/models
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open-source framework that may facilitate the value alignment of language-based DRL agents
is the macHIAVELLI benchmark [231]. This framework can be an interesting starting point for
further research on safe generalist agents.

Despite recent advancements on effective alignment techniques, a fundamental challenge
to alignment has been evidenced by the research community regarding the vast space of
possible prompts from which effective out-of-distribution jailbreak attacks can be sampled [20].
Concerning these recent findings, an open-source framework that shows good reactive defence
against jailbreak prompts is represented by the Directed Representation Optimisation (DRO)
framework [353]. Through careful mechanistic analyses of the latent space representations, this
work proposes to treat the safety-prompt embeddings as a continuous trainable embedding that
seeks to maximise protection without sacrificing performance or falling into over-refusal models
over a heterogeneous set of out-of-distribution attacks.

The research community on mechanistic interpretability of neural language models has vastly
developed in the last months and is closely related to safety and ethical risk management regarding
NLMs and Al in general [26]. To this respect, many research and development resources have been
open-sourced to facilitate the entrance in the field [1]. However, deepening inside the mechanistic
aspects of how NLMs work can be complex from a mathematical perspective, simpler approaches
to jailbreak defence such as the Safe Unlearning framework [349] have been recently developed
to show that practical defences against out-of-distribution can be implemented through a more
high-level design. Table 3 contains pointers to the most remarkable open-source instruments that
can help kick-start research on harmless NLMs.

Another interesting research path to deal against out-of-distribution jailbreak attacks is that
related to the quite novel field of immunisation [254] rather than the alignment. Immunised models
are pre-trained models whose weights are hard to fine-tune toward harmful or dual tasks. To
this respect, the open-source VacciNe framework [116] stands out as an immunisation strategy
that explicitly addresses resistance to harmful fine-tuning attacks. Lots of interesting research
opportunities exist concerning the current state-of-the-art of immunisation strategies, as pointed
out by the authors of the recent Representation Noising framework [253].

4 Honestness

If offensive, biased and toxic outputs of NMLs are straightforward examples of their potential
harmfulness, also innocuous hallucinations [15, 127, 245, 330] and sycophancy [152, 243, 264] can
have harmful consequences depending on the application context [61]. In this respect, this section
overviews the most significant and recent works focused on the honestness alignment of NLMs.
Following the definition of honestness in [14], that essentially requires a model to be aware and
be able to express its own level of knowledge and uncertainties. In this respect, this survey uses
the words factuality and honestness indistinctively, though there might be considerations under
which these features are not equivalent.

4.1 Methods

Black-box techniques. Black-box techniques for factuality verification and enhancement do not
use external knowledge sources. These methods rely only upon the parametric knowledge acquired
from the pre-training corpus and seek to minimise hallucinations and self-contradictions using
strategies that enhance the confidence level and systematicity of answers. The recent work of
J. Luo et al. [191], for example, aims at preventing NLMs from hallucinating, proposing the
SELF-FAMILIARITY decoding framework, where a multi-step process is carried out to ensure the
model does not answer queries that refer to unfamiliar domains. The model extracts concepts
from the question through conventional Named Entity Recognition (NER) techniques. Then,
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Table 3. Remarkable Open-Source Instruments Focused on Harmless NLM

Source Year Description Advantages Weaknesses
TOLUZ [122] 2023  Comprehensive fine-tuning Current open-source SOTA Medium-size (70B
on a curated selection of IFT  across multiple reasoning parameters)

datasets

benchmarks

DPO [242] 2024 End-to-end alignment Does not require a Requires a reference dataset.
fine-tuning from prefence preference model, nor
dataset. sampling answers.
SELF-ALIGN 2023 Safety-alignment of NLMs Minimizes the cost of human  Might be strongly coupled to
[278] without relying on human oversight for safety the validity of the
preference data. alignment (a constitution of  constitution.
two or three hundred norms
is enough).
ALIGNER 2024 Safety-alignment module for ~ Model agnostic, parameter Augments computational
[123] fine-tuning NLMs efficient, shows requirements during
weak-to-strong inference
generalization
BEAVERTAILS 2024 Safety-alignment Helps to reduce the risk of Authors released only one
[124] comprehensive dataset and fourteen types of harmful 7B fine-tuned model in [239]
benchmark responses.
SALAD- 2024 Safety-alignment Cotains heterogeneous and Evaluation might be biased
BENCH hierarchical comprehensive ~ Adversarial samples under some circumstances
[164] benchmark (NLM-based evaluation)

a familiarity score concerning the query is computed following a recursive querying process:
First, the model is asked to describe the concept, and then, the model is asked to predict the
same concept from such a description. The familiarity score of each concept is a function of the
entailment between these two intermediate outputs. Finally, the query familiarity score averages
the individual concepts’ familiarity scores. Though redundant, the confidence scores obtained in
this manner prove helpful in the experiments carried out by the authors. Also, the authors of
[216] avoid outsourcing external knowledge and create several prompting strategies to detect self-
contradictions and eliminate contradictory information while maximising the output information.

The work in [352] presented a prompting-based method for detecting the knowledge gaps
in NLMs by noticing that NLM responses to a unique query show inconsistencies when using
different verbalisations of the question. In the context of multiple-choice question answering, the
work in [133] proposes to use an ensemble of NLMs to augment the prompt diversity, shedding
light on a more robust fine-tuning strategy concerning the sensitivity to prompt variation in NLMs.

A recent common practice in factuality evaluation is to scale human oversight by delegating the
assessment of NLMs to other specialised NLMs. Exemplary works in this vein are the ALPACAFARM
framework in [71], where a set of NLM-based evaluations are meant to mimic inter-annotator
variance in human feedback and the ALPACAEVAL [169] tool, which enables automatic evaluation
of longer output sequences. Also, GPTEVAL [185] and SELF-CHECK-GPT [205] are useful frameworks
to scale human oversight using Al In these works, the focus is not only to scale the human
oversight but also enforce previous automatic metrics for generated texts that show low correlation
with human evaluation, such as BLEU [232] and ROUGE [174]. The works in [208] also use the
NLMs to revise their answers in the context of CoT answering. A similar paradigm of progressive
self-verification is presented in the Chain-of-Verification (CoVE) framework [63]. Other recent
works that use black-box self-checking of factuality are proposed in [138, 149, 345].
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Augmented Instruction Fine Tuning. Beyond vanilla PE techniques [134, 361], instruction fine-
tuning is one of the most efficient methods for mitigating hallucinations and sycophancy in NLMs
with specialised instructions. For example, the authors of [306] present a prompt-guided strategy to
create an IFT dataset and reduce sycophancy in LLMs. Similarly, the Reflection-Tuning framework
in [165] uses highly factual NLMs to filter out low-quality IFT samples from a given dataset to
enhance the overall factuality after fine-tuning with the filtered dataset. Other works instead
use supervised fine-tuning where the fine-tuning process focuses on predicting masked factual
information given a context [98, 250].

The authors of the Curriculum Instruction Fine-tuning (cITING) framework in [77] combine
standard prompt-response pairs with a small set of revision criteria. Such criteria are generated
by an expert NLM after clustering the queries in the initial dataset. After a canonical IFT stage,
additional iterative fine-tuning is carried out using new questions and responses revisited by
the expert NLM. The student NLMs can also refine their answers using the generated criteria.
Interestingly, this technique has shown promising results beating RLHF in the RAFT benchmark.
Other works using synthetic IFT data are available in [110, 202]. The work in [114] instead focuses
on the efficiency of the fine-tuning task and is the first to propose adapter-efficient fine-tuning
modules to selectively remove the hallucination tendency in LLMs.

In the refusal-aware instruction tuning framework, (R-TUNING) [341], any instruction tuning
dataset is fed to a model in inference mode to assess the level of certainty of the model
before the fine-tuning. Analysing the accuracy of predictions, the instruction dataset can be
modified, prepending a refusal response on the difficult questions for the model to answer. After
creating refusal-aware instruction data, the IFT process is taken out and the resulting model
behaviour shows to be aware of its knowledge limits instead of hallucinating to respond to
every question.

Tool-based mitigation techniques. Other techniques to mitigate hallucinations and incorrect
answers instead focus on Retrieval Augmented (RAG) models, i.e., models with access to
external knowledge sources. These techniques, in general, consist of querying faithful and updated
knowledge sources at training or inference time to contrast or back up the outputs of NLMs.
The Rethinking with Retrieval (RR) framework [103] builds precisely on this intuition and
conjugates the CoT prompting strategy with the effective use of external knowledge sources to
mitigate incorrect NLM responses. At inference time, the authors of RRr propose to use a pool of
answers for each query. A retrieval phase from the knowledge source successfully seeks to back
up each response in the collection. The rRR framework then chooses the response that maximises
the accordance with the retrieved proofs. This framework was evaluated with the STRATEGYQA
benchmark in [86], and the external knowledge source was based on CONCEPTNETV5.5.

Another work that builds on the CoT prompting strategy is CriTic [90], which focuses on
self-correction. The NLMs’ responses -including potential hallucinations- are revisited after
external feedback is obtained from knowledge sources. The work of S. Zhang et al. [343] instead
notices that, even when faithful external knowledge sources are available, NLMs could produce
hallucinations because of the query format not aligning with the knowledge format. The authors
of this work thus introduced the MixALIGN framework to automatically ask for clarifications
from the user in case of detected uncertainty in the query-knowledge mapping process. Other
recent works that use tool-augmented retrieval and check are presented in [45, 82, 140, 323], and
a framework for the evaluation of factuality in retrieval-augmented NLMs has been presented in
[75]. However, research has put in evidence that retrieval-augmented NLMs may still have a large
room for improvement because the knowledge source may sometimes be ignored or contradicted
to reduce the retrieval error [72, 146, 187]. The LLM-AUGMENTER framework [235] focuses on
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augmenting the factuality of NLMs with a plug-and-play module that retrieves evidence from
potentially any external knowledge source and performs iterative hallucination checking before
giving the final answer. The authors of LLM-AUGMENTER stated they will open-source their
framework in the near future.

Debate. The work in [68] uses multiple NLMs to improve factuality and abstract mathematical
reasoning via debate. A set of agents is used to answer a query, and successively, the discussion
is triggered by issuing all the agents a prompt that includes the responses of every other agent
and the request to refine its answer. Extensive experiments were made by the authors varying
the prompts, and results suggested that prompt variation helps the performance of the reached
consensus in terms of correctness. The work of J. Michael et al. [209] focuses on augmenting
the factuality of augmented models. The authors of this work make the argument that retrieval-
augmented models may not necessarily be honest. They use a dataset of human-written debates on
text understanding to train a model to judge the correct answers from the argument consistency
of debaters. Similarly, also [144] used non-expert models to judge the factuality of expert models
by setting a debate between the experts. In the work of Cohen et al. [53], an NLM seeks to find
inconsistencies in the responses of another NLM by asking questions. The work of Li et al. [166],
instead, concentrates on ranking the output of different models for mitigating the self-favouring of
a unique model. Finally, the TRUTH-TRIANGULATOR framework presented in [43] uses three NLMs
for refining factuality, one of which is tool-augmented. Another recent work that uses debate to
enhance factuality in NLMs is available in [76].

4.2 Benchmarks

The CosmosQA benchmark in [115] focuses on commonsense reasoning and has 35,6K multiple
choice questions where the lexical overlap is reduced concerning other factual reasoning
benchmarks at the time of publishing. In other words, the correct answers require reasoning about
implicit causes and consequences of the facts stated in the questions. Human performance on this
dataset is at 94% accuracy, while the publication-time (2019) experiments with SOTA language
models, such as BERT and GpT, achieved only 68.4%. By 2020, though, the uNICORN [188] model
achieved 92% accuracy in this benchmark.

The FactuariTYPrROMPTS benchmark released in [159] focuses on open-ended factuality. The
open-ended qualifier stresses that the benchmark is made for assessing the consistency of prompt
completion in pre-trained NLMs without additional test-time knowledge given in input. This
benchmark uses the Wikipedia corpus as an unstructured knowledge base upon which the outputs
of models are evaluated on their factuality. The metrics for this evaluation are automatic and are
based on a mixture of named entities overlapping with those of reference documents, entailment
ratio with reference sentences, and other fluency and diversity measures. The authors backed up
the significance of their metrics by studying their correlations with human judgements. Another
factuality benchmark focused on assessing the zero-shot multi-step reasoning capabilities of NLMs
is available in [86].

The work in [159] also carried out experiments with NLMs of varied sizes and decoding
algorithms. Contrary to previous studies based on conceptual knowledge, the authors of
FactuaLiTyPROMPTS showed that bigger NLMs tend to hallucinate less in open-ended generation.
Unsurprisingly, they also found that, when using nucleus sampling [111], hallucinations occur
more with respect to the case of using greedy sampling. Remarkably, the authors of this work
contributed with a novel decoding strategy, termed Factual-Nucleus Sampling, that preserves
factuality without sacrificing the diversity of generated outputs. The intuition behind this
contribution may be that the randomness of generation tends to hurt factuality more at the
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beginning than at the end of each phrase. (This claim, however, may not be valid in all languages.
The authors of this work focused on English NLP).

Another contribution of the work in [159] is a novel training strategy that reduces hallucinations
at inference time. Namely, the authors prepend a topic indicator in each document of the pre-
training corpus to decouple the potential linkage between non-factual statements and factual
statements when considering different documents. Apart from the topic prefix, a similar rationale
to that of Factual-Nucleus Sampling permitted the authors to propose an enhancement of the loss
function that masks the tokens in the most potentially factual positions of phrases.

The authors of HALoCHECK [73] offer a question-answer format evaluation framework that
can be used for domain-specific factuality of small NLMs such as the BLoom-7B [310]. They
assessed factuality on a specific domain as a use case. The authors of HALOCHECK also advocate
for knowledge injection in the form of specialised fine-tuning strategies to augment the reliability
of modest-size NLMs. Other recent works that explore fine-tuning-based knowledge injection are
presented in [4, 214, 258].

FacTCHD [43] is a recently proposed benchmark that contains 57 K factual and non-factual
samples carefully curated to reduce duplications and augment topic diversity. Using this dataset,
NLMs can be trained to detect fact-contradictory outputs and give rationales for discriminations
in evidence chains. The authors of this work conducted various experiments with SOTA LLMs
such as CHATGPT and ArpAcA and found their benchmark challenging even for models that are
fine-tuned on the 51 K train split of this corpus. The authors of [41] released a benchmark to
evaluate automatic factuality evaluators, i.e., a meta-evaluation framework. Also, the study in [80]
investigates the effectiveness of NLM-driven factuality evaluation in text summarisation using a
relative benchmark in [229]. Surprisingly, the authors of this work found a low correlation between
the automatic factuality evaluations made by SOTA LLMs and those of human evaluators. The
recent X1EzHI benchmark [94] is meant to assess the domain knowledge of LLMs. This dataset
comprises hundreds of thousands of multiple-choice questions from five hundred disciplines across
thirteen subjects, including experimental sciences and humanities. The Gc-EvAL benchmark [339]
is instead focused on evaluating the correctness and relevance of Chinese generative NLMs across
multiple subjects. Other recent benchmarks that focus on the correctness of the answers of Chinese
NLMs in various knowledge fields and expertise levels are available in [314, 338].

The PoPQA benchmark presented in [204] contains 1.4 K questions about untypical or long-tail
knowledge, better answered by retrieval augmented models. The experiments conducted by the
authors of POPQA confirmed that when queried about knowledge in high-probability zones of the
training distribution, retrieval of non-parametric knowledge can be misleading, and thus proposed
the Adaptive Retrieval framework, which makes use of the external knowledge only in cases of
uncertainty. Also focused on retrieval augmented models, the RECALL benchmark in [184] instead
evaluates the capacity of NLMs to deal with counterfactual information in the external knowledge
sources. The Factual Assessment via Corpus TransfORmation (FACTOR) framework in [215]
permits the automatic creation of a factuality evaluation benchmark from any case-specific corpus.
The authors of the EXPERTQA benchmark in [203] also focused on domain-specific scenarios,
creating a dataset of 2 K questions made by experts in multiple fields of study and long-form
answers. The authors of EXPERTQA tested how SOTA generative NLMs answered these questions
and asked the experts to evaluate these responses. Other recent benchmarks in [270, 272, 285] focus
instead on assessing generative NLMs in the specific healthcare domain. The BAMBoo benchmark
in [67], instead, concentrates on evaluating long-text coherent modelling capabilities of NLMs.

The authors of FACTScore [210] introduce a fine-grain metric to assess the degree of
hallucination in large-text generations. They divide the generated text into small chunks and check
for the ratio of supported or factual chunks in the overall generated text. The authors of FACTSCORE
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initially use human-based verification for factuality and then train a retrieval-augmented NLM to
imitate the human FACTSCORE rating and scale to wider experimentations. The experiments in the
article permit them to rate the degree of factuality of several open-source and commercial models,
and they release the FACTScORE verifier as a Python library. The UNILC dataset [344] unifies several
other benchmarks like SBIC [259], CLIMATE [64], and Tox1GEN [101] to unify factuality assessment
with safeness checking. The authors of UNILC also create a verification method based on different
prompting strategies to assess the alignment of candidate models.

4.3 Summary and Research Advices

Carefully crafted prompt engineering queries can achieve factuality enhancements in NLMs. Other
works instead use supervised fine-tuning where the fine-tuning process focuses on predicting
masked factual information given a context [98, 250]. Finally, a trend of research focuses on
the usage of non-parametric knowledge [206], that is, external knowledge sources in the form of
document corpora or knowledge graphs to augment the truthfulness or NLMs’ outputs.

Factuality of NLMs can not only be assessed by the FacTuaLiTyPROMPTS benchmark in [159]:
the authors of this benchmark also open-sourced a set of carefully designed pre-training strategies
that result in an overall enhancement of the model’s factuality. If pre-training an NLM from
scratch is not possible, then a valid factuality-enhancing strategy is open-sourced by the authors of
the TRUTH-TRIANGULATOR framework, which used Low-Rank Adaptation of 1LAMA2 to establish
themselves as the champions of their FacTcHD benchmark. If, instead, retrieval-augmented models
are the object of factuality enhancement tasks, then the adaptive retrieval framework open-sourced
at [204] can help to enhance not only factuality but efficiency.

The work in [325] analyses the honestness alignment of NLMs providing rigorous definitions
and metrics for this requirement. The authors of the allignment for honesty article also
open-sourced datasets and training code to train and test the honestness of NLMs in the
correspondent popular benchmarks. An interesting open-source instrument is the Knowledge
Consistent Alignment framework [289], which enhances factuality by using an expert model that
teaches a student to reduce inconsistencies with a potentially arbitrary corpus of knowledge.

From a critical perspective, the perfect hallucination mitigation in NLMs might encounter
some fundamental challenges, one of which has been recently formalised by the authors of the
Consistent Reasoning Paradox (CRP) [22]. This work presents the claim that, given a certain
problem domain that requires consistent reasoning, it is not possible to have an always-answering
and fully consistent artificial (neural) language model that does not hallucinate. Instead, specialised
language models, or, more generally, artificial intelligence, could be leveraged that are able to be
consistent and correct to a definite set of questions, but are necessarily unable to answer some
other questions. In other words, this article states demonstrates that human-like intelligence in Al
necessarily comes with human-like fallibility. The formalism introduced by this article may also
intersect theory of computation and provability theory and require further development under
these lenses. These theoretical considerations could be useful to implement mechanisms that refuse
to respond to uncertain questions in an ever-more grounded manner.

From a more immediately practical point-of-view, a recent open-source thorough study of
hallucination mitigation techniques is available at [163] where the authors also provided a multi-
dimensional analysis on the sources of hallucination from multiple perspectives: pre-training
corpora and techniques, fine-tuning methods, inference parameters and prompt-based causes
for hallucination. The authors of this work devoted to augment their analyses in the near
future but let the construction of a holistic hallucination mitigation framework as a carefully
framed open-research opportunity. Additional research opportunities regarding the state-of-the-
art works presented in this chapter are related to the evaluation of the presented open-source
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Table 4. Remarkable Open-Source Instruments Focused on Honest NLMs
Source Year Description Advantages Weaknesses
HoNEsTY 2023  Comprehensive repository of ~ Training code and Standard fine-tuning
[325] datasets and frameworks for ~ benchmarking available available only with coLLIE
honesty alignment and off-the-self [194]
evaluation
KCA [289] 2024 Training code and fine-tuned  Dataset and models also Requires SFT dataset
factuality aligned model available in the Huggingface
portal
R-TUNING 2023 Refusal-aware IFT dataset Models fine-tuned with this Splits the fine-tuning in two
[341] dataset exhibit better steps.
honestness
LLM- 2023  Plug-and-Play adapter Requires no fine-tuning Still to be open-sourced by
AUGMENTER module for factuality the authors.
[235] enhancement

DEBATE [209]

2023

Improve the factuality of
knowledge-augmented
models through training a
judge model

Scales well human-oversight
over factuality assessment.

Might need human-debate
traces.

FactuaLiTy- 2022 Factuality-oriented inductive ~ Equipped with a Requires document-theme
PROMPTS biases for pre-training. benchmarking dataset. labels on pre-training corpus
[159]

POPQA [204]

2023

Factual knowledge retrieval

Not only augments factuality
but the overall efficiency of
model responses

Might only be effective with
comprehensive knowledge
sources.

techniques on hallucination mitigation with respect to more recent and challenging open-source
benchmarks such as HALLUDIAL [193]. Table 4 contains pointers to the most remarkable open-
source instruments that can help kick-start research on honest NLMs.

5 Conclusions

The recent years have witnessed a vast development of human-alignment techniques for NLMs.
This survey evidences how increasingly sophisticated techniques have been developed for
enhancing the safeness, helpfulness, and usefulness of NLMs. Some of the reviewed methods
strongly rely on the emergent learning and generative capabilities of NLMs to implement and
scale alignment strategies. Some concluding remarks in the form of calls for future work will now
end this research. In Table 5, instead, a summary of recent open-source all-size NLMs is available.

5.1

This work has evidenced a current explosion of research in AI alignment and machine ethics,
in general, is taking place. The more the field is being investigated, the more the need for
multidisciplinary research is evidenced by computer scientists, neuroscientists, and philosophers
centred on deontology, pedagogy, anthropology, and metaphysics. As stated in [18], the alignment
criterion for Human-Centric Al is not a duty of ML practitioners alone. The work in [145] surveyed
a modest population of Al practitioners and lawmakers from five continents about their points of
view on the most crucial factors for correctly implementing Al ethics. Their survey confirmed the
importance of transparency and accountability, among others. Surprisingly tough, an aspect that,
according to the study, practitioners and lawmakers do not consider having a broad impact on the

A Call for Multidisciplinary Research
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Table 5. Verified Human-centricity Evaluation of Open-Source NLMs

Source Sizes Harmlessness Honestness Helpfulness Human-Centric
(B = Billion parameters)
DLITE V2 [273] 0.124B, 0.355B, 1.5B X X v X
CEREBRAS-GPT [62] 0.11B, 0.256B, 0.590B, X X v X
1.3B, 2.7B, 6.7B, 13B

PHI-3 [2] 3.8B, 7B, 14B v X v X
MISTRAL-7B [128] 7B X X v X
Orca 2 [213] 7B, 13B X X v X
MT-BENCH / CHATBOT 13B X X v X
ARENA [354]

TOLU 2 [122, 300] 7B, 13B, 70B X X v X
DOLLY 2 [153] 2B, 3B, 6B, 7B v X X X
BEAVER-DAM-7B [239] 7B v X X X
SMAUG [230] 7B, 34B, 72B X v v X
oLMo [92] 7B X v v X
STABLE LM 2 [24] 1.6B X v v X
H20-DANUBE2 [269] 1.8B X v v X
DROMEDARY [278] 65B v v v v
GEMMA 2 [281] 2B, 9B, 27B v v v v
LLAMA 3/ LLAMA 3.1 [70] 8B, 70B, 405B v v v v

alignment process itself is the lack of ethical knowledge. In this respect, severe critiques have been
done to the reductionist view of a purely bottom-up approach for alignment [279], merely based
on descriptive or non-normative ethics [244] and, on the other side, to only-normative approaches
[275], both from practitioners [130] and philosophers [23]. The authors of [130] acknowledged
that non-universal representativeness and potential systematic social biases are potential flaws
derived from pure data-driven approaches for moral alignment of NLMs. Hybrid approaches that
consider the metaphysical origins of morality and data-driven practical inference of safe and
helpful behaviour should receive more serious attention in the near future research on ethical Al
alignment and machine ethics in general. To this respect, a computer scientist willing to contribute
to the research path toward a more holistic human-alignment of Al may consider to include criteria
coming from the governance and humanities research communities [25].

Another recent critical review on alignment methodologies is available at [177], where some
contradictions inside the RLHF and RLAIF frameworks are identified. The strong point made in
this recent article is the need for a sociotechnical and systemic approach to reach Al alignment.
A guidance to new research opportunities in this respect may be available in recent governance-
aware frameworks such as those in [65, 221, 248]. To this respect, a taxonomy of open problems
in the field of technical Al governance is available at [247]. This work identifies a hierarchical
taxonomy of open problems across six macro-categories and four micro-categories. Under this
taxonomy, more than one hundred specific problems are motivated and explained, from which a
vast list of multi-disciplinary research opportunities can be easily extracted.

5.2 A Call for Hybrid-Al

Hybrid-Al combines symbolic and sub-symbolic systems to augment data efficiency, robustness,
explainability, and out-of-distribution generalisation of machine learning instruments [84]. Recent
work in [160] explains multiple axes of symbiotic collusion between contemporary neural
language models and advanced symbolic reasoning systems such as Cycorp’s Cyc [57]. Although
neural language model developments are accelerating quickly, hybrid-Al unquestionably increases
transparency and dependability, making it easier to back up the confidence of releasing machine
learning on ever-riskier decision-making support. Beyond the current trend in knowledge-
augmented neural models [197], future work directions in contemporary language models might
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adopt in-design synergic collaborations between symbolic and sub-symbolic reasoning. Through
the usage of external knowledge sources, the KEAR project in [317] may be among the first
to shed light on a human-centric design of system-1 (symbolic-abstract-discrete) and system-
2 (neural-perceptive-continuous) thinking as defined in [59]. Recent projects demonstrate the
effectiveness of neuro-symbolic approaches for generative tasks [222], logical reasoning [224], and
abstract reasoning [108, 277]. Perhaps one of the most recent and significant open-source neuro-
symbolic approaches to date is that in [298], where the authors equip an NLM-based agent with
an external working memory. This work can be used as a baseline for future research considering
the evaluation of the agent on multiple benchmarks and the extent to which this framework is
effective with small backbone NLMs.

Beyond neuro-symbolic modelling approaches, a quite recent approach to enhance abstract
reasoning and trustworthiness of Al involves the creation of abstraction-friendly architectural
inductive biases in neural language models imported from the cognitive neuroscience research
community [304, 305]. To this respect, the Abstract Transformer [6] is the most recent and
significant open-source implementation of the relational bottleneck inductive bias presented in
[304]. The Abstract Transformer showed to improve the efficiency of abstract concept learning in
very small NLMs. The authors of this work indicated scaling experiments as a promising open-
research opportunity. Although its mechanistic and functional similarity with other architectural
inductive biases for NLMs such as the TransNAR [29] architecture might also worth being
investigated.

5.3 A Call for Adversarial Strategies

The authors of HELLASWAG concluded that once a powerful model solves a particular benchmark
for natural language inference, then such a model should be used alongside adversarial techniques
like those used in [336, 337] to try to craft a more challenging benchmark. If it were impossible
to create such a novel benchmark, only then would the task of NLI be considered solved. Such a
conclusion might also be valid for the human-centric alignment of NLMs in general. A recent
candidate strategy for adversarial enhancement of NLP-related benchmarks can be found in
[303]. This work proposes the LLM-AtTACK framework, which measures token vulnerability and
accounts for semantically equivalent tokens to generate adversarial examples from a baseline
corpus. Unlike myopic optimisation approaches that may produce unnatural and human-verifiable
adversarial examples, the adversarial samples of LLM-ATTACK proved to outperform human
baselines by a significant margin. Three main research opportunities arise from this work. First,
this technique can be extended to recently specialized corpora like those based on factuality or
harmlessness. Second, the combination of RAG approaches with LLM-AtTack should be explored
to generate novel challenging evaluation datasets, and third, the extent to which training with
LLM-ATTACK generated samples augment the robustness of NLMs is still quite an open-research
opportunity to explore. The PRoMPTBENCH framework in [365] also focuses on the robustness
evaluation of NLMs against adversarial prompts, as the Adversarial-GLUE multi-task benchmark
in [293] does. However, mastering the adversarial crafting of NLM alignment benchmarks might
still be an open and promising area of research [168].

Another critical aspect regarding the significance of benchmarks is the test-set contamination
issue, which is related to the test set of older benchmarks ending up among the training data of
newer NLMS. The recent LveBENCH [308] benchmark has been released to counteract precisely
this risk. This framework is focused on robust abstract reasoning and factuality and is being
updated monthly considering new knowledge with novel evaluation data which can be verified
by symbolic programs. This last condition is also important because using an Al to evaluate
the answers could introduce a systematic bias. To this respect, recent research has focused in
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introducing guarantees of human-agreement when using a selective evaluation framework that
adaptively chooses between NLMs as automatic metrics or humans [137]. This open-source
framework can be the base for further research on high-confidence oversight scaling.

5.4 A Call for Data Quality vs. Data Quantity

The authors of the Lima framework (less is more for alignment) made the superficial alignment
hypothesis. This hypothesis relativises the need for extensive supervised fine-tuning or
reinforcement learning cycles to enhance NLMs’ alignment to various criteria. The authors of Lima
demonstrated to achieve comparable or even superior engagement rates, commonsense reasoning,
and alignment to human values and intentions in NLMs by fine-tuning them on a small dataset
made of 1K high-quality demonstrations. A similar claim arises from the research in [158], where
the focus was on enhancing information density by reducing similar or identical training data
instances. The authors of this work also point out that careful data deduplication may play an
essential role in avoiding the inference-time privacy leakages that characterise SOTA NLMs.

To this respect, it is worth noting that CoMET-ATOMIC 2020 [120] Was assessed in the task
of increasing the capacity of generative language models like BART [162] and GpT-2 [241] to
infer the missing part in the incomplete tuples of related concepts. Through fine-tuning these
low dimensional models, the authors of ComET-ATOMIC 2020 demonstrated superior accuracy
concerning GPT-3 [31] despite having 400x fewer parameters. They compared the quality of
the knowledge in ComET-ATOMIC 2020 with that of CoNCEPTNETV5.5, ATOMIC, and TRANSOMCS
using carefully designed crowdsourced human evaluation. Interestingly, the authors of this work
approved the thesis that NLMs may memorise common sense knowledge in their parameters. Still,
they suggested that fine-tuning based on high-quality discrete knowledge may help these models
to learn to output or express such knowledge in inference time. This survey supports the call to
focus on data quality vs. quantity when creating IFT corpora for human-centric NLMs.

The recent WILDTEAMING [131] framework and benchmark has been open-sourced. This
method creates high-quality training data related to harmlessness by carefully extracting insights
from chatbot users. By doing so, the authors of WiLDTEAMING discovered previously unknown
vulnerabilities in NLMs regarding novel clusters of jailbreaking techniques, some of which
were originated even without users’ intention. Open-research opportunities are related to the
exploitation of WiLDTEAMING for the creation of high-quality training datasets focused on
honestness and helpfulness-related aspects. Other research directions for high-quality (synthetic)
data creation involve sophisticated usage of generative NLMs [181]. To this respect, the recent
UNIGEN [311] framework is an open-source instrument focused on the production of specialised
datasets. UNIGEN incorporates coding-assisted modules, RAG and other symbolic rules to ensure
factual, coherent and highly diverse content. Research opportunities bootstrapping from this
work might involve the refinement of existent benchmarks with this methodology, apart from
evolving/enhancing the effectiveness of (any component of) UNIGEN.

5.5 A Call for Benchmark Convergence

The BigBench benchmark presented in [274] is a composition of more than two hundred
heterogeneous tasks for assessing the capacity of NLMs to perform complex abstract reasoning,
using commonsense knowledge, and avoid biased or harmful answers, among others. This
benchmark is the collection of work by more than four hundred researchers from one hundred
thirty institutions. It represents a prominent example of collaboration and convergence in the
research focused on human-centric NLMs. Other similar efforts that seek to evaluate NLMs across
a wide range of tasks, domains, and evaluation criteria are those in the RAINBOW benchmark
in [188] or those in the cala benchmark [207], which focuses on general Al assistants. The
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Standford’s Holistic Evaluation of Language Models [28], the MT-BENCH framework in [354], its
Chinese counterpart SUPERCLUE in [314], KoLA [332], and SEAEVAL [292] are other recent prominent
examples of research efforts devoted to creating a holistic human-centric evaluation of NLMs.
Despite these efforts, though, along with the concurrent work [37], our survey claims the need
for the confluence of benchmarks towards a human-centric AGI evaluation ecosystem that might
be of utmost importance in the near future.

To this respect, the MT-BENCH/CHATBOT ARENA project in [354] is among the most significant
human-preference alignment frameworks. In particular, CHATBOT ARENA, which is a crowdsource-
based open-ended blind evaluation framework for NLMs, was established in 2024 as the de
facto standard evaluation platform for NLMs [46] both in academical and industrial contexts. A
recent development that builds on this work is BENCHBUILDER [167], an open-source instrument
capable of extracting high-quality benchmarks from live-crowdsource data in a fully automated
way. To date, the benchmark generated by the authors of BENCHBUILDER establishes as the
SOTA automatic evaluation pipeline concerning expert human-agreement rate. The authors
of this work pointed out several limitations of BENCHBUILDER that represent open research
opportunities. Among these, the extent to which some of the modelling choices of BENCHBUILDER
introduce biases in prompt selection could be better investigated. These choices include the specific
categories used to assess the significance of prompts and the judge NLMs used during selection.
Other research opportunities bootstrapping from BENCHBUILDER include the extension of this
framework to generate multi-turn dialogue and multi-lingual benchmarks.
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