Computers & Security 120 (2022) 102822

= Computers

Contents lists available at ScienceDirect NS

Computers & Security

journal homepage: www.elsevier.com/locate/cose

Insights into security and privacy towards fog computing evolution n

Check for
updates

Sabrina Sicari®*, Alessandra Rizzardi? Alberto Coen-Porisini®?

Dipartimento di Scienze Teoriche e Applicate, Universita degli Studi dell'Insubria, via O. Rossi 9, Varese 21100, Italy

ARTICLE INFO ABSTRACT

Article history:

Received 9 June 2021

Revised 7 June 2022
Accepted 28 June 2022
Available online 30 June 2022

The incremental diffusion of the Internet of Things (IoT) technologies and applications represents the out-
come of a world ever more connected by means of heterogeneous and mobile devices. IoT scenarios imply
the presence of multiple data producers (e.g., sensors, actuators, RFID, NFC) and consumers (e.g., end-user
devices, such as smartphones, tablets, and PCs). A variety of standards and protocols must cooperate to
efficiently gather, process, and share the information. The fog computing paradigm, due to its distributed
nature, represents a viable solution to cope with interoperability, scalability, security, and privacy issues,
which naturally emerge, since it operates as an intermediate layer between data consumers/producers
and traditional cloud systems. This paper analyzes the evolution in the modeling of new methodologies,
related to fog computing and IoT, showing how moving security and privacy tasks toward the edge of the
network provide both advantages and new challenges to be faced in this research field. The proposed dis-
cussion provides an overview of requirements for the realization of secure and privacy-aware IoT-based
fog computing infrastructures.
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1. Introduction

Fog computing, which is also known as fog networking or fog-
ging, mainly consists of a decentralized networking and comput-
ing infrastructure, where data, processing tasks, storage and appli-
cations are distributed in an efficient manner between the data
sources and the cloud. It is promoted by the OpenFog Consor-
tium (0000) (now merged into the Industrial Internet Consortium),
which encourages many initiatives all over the world about the dif-
fusion of fog computing design solutions. The notion of fog com-
puting essentially moves most of the cloud computing tasks and
the cloud services towards the edge of the network, bringing the
advantages and potentialities of the cloud closer to where data
are effectively acquired, elaborated, and shared (Mouradian et al.,
2017). In a few words, certain application processes and services
are managed at the edge of the network by one or more smart de-
vices (or smart gateways or routers), but others are still managed
by the cloud (i.e., the most costly). More in detail, the following
tasks are mainly performed by the “fog” layer of the network: (i)
the provision of processing and memory resources to edge devices;
(ii) the pre-processing of the collected data; (iii) the transmission
of aggregated results to the cloud. Whereas the cloud has the re-
sponsibility to supervise the managed systems and make reports
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and further investigations on the aggregated results received by
the smart devices (Dillon et al., 2010).

Hence, the main goal of fogging is to improve efficiency and re-
duce the amount of data transmitted to the cloud for processing,
analysis, and storage. Other advantages are related to the security
and privacy of the data (Martin et al., 2017). In fact, the cloud often
represents a single point of failure, and users and interested par-
ties who/which want to use the data stored and processed there
should consider the cloud platform itself trusty (Abbadi and Mar-
tin, 2011); while, with the adoption of a fog layer, a new security
level could be added. For example, the decentralization, brought
by the fog layer, would allow the diffusion of new design method-
ologies, which should enable and encourage the control of the
data by the owners themselves; so they should be equipped with
the necessary means for establishing, in an autonomous or semi-
autonomous way, how to share their information. In such a sce-
nario, the main issues are related to the following topics: authen-
tication of users and devices, access control on network resources,
data integrity and confidentiality, key management, trust, attacks’
detection, anonymity, and privacy (Sicari et al., 2015).

Moreover, as both enterprises and private citizens are increas-
ingly adopting Internet of Things (IoT) solutions, it becomes clear
that current cloud computing systems will not be able to handle
a whole load of data by themselves, thus fog computing comes,
again, into play. Note that the utilization of technologies and pro-
tocols related to the IoT paradigm is now continuously spreading
in many application contexts, from the smart home to the smart
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city, to the e-health, the smart traffic management, the smart agri-
culture, military fields, and so on (Miorandi et al., 2012). Some sce-
narios are already targeted by fog networking, such as smart grids,
smart buildings and cities, vehicle networks, and building blocks,
such as software-defined networks (SDN) and network function
virtualization (NFV) (Mouradian et al., 2017). In the IoT vision, ev-
eryday objects are equipped with sensing and actuation capabili-
ties, in order to get connected to a globally networked infrastruc-
ture, supporting the provisioning of innovative and customized ser-
vices to individuals and businesses. Such objects are named smart
things and are able to interact among themselves and with the sur-
rounding environment, to fulfill a common goal, depending on the
specific application domain. The resulting system may include an
extremely large number of heterogeneous devices (e.g., wireless
sensor networks, actuators, RFID, NFC, etc.), raising integration and
scalability challenges to be addressed, due to the coexistence of
different standards and protocols. Moreover, security and privacy
requirements involve such a huge amount of scattered IoT devices,
which, from the one side, must be protected against violation at-
tempts (e.g., data leakage, data confidentiality and integrity viola-
tion, identity theft); while, on the other side, the presence of ma-
licious objects in the IoT network must be prevented and coun-
teracted (Butun et al., 2019). Note that the real business value en-
abled by the IoT technologies is derived not totally from the data,
but also from the added mechanisms, which facilitate real-time ac-
tions, efficiency, reliability, and utilization, closer to the user-side
(Lee and Lee, 2021).

From the just presented analysis, naturally emerges the need
for modeling a proper network infrastructure, able to manage the
huge amount of information gathered and transmitted by the smart
things, in a very dynamic environment. The spreading of IoT ar-
chitectures and applications is also encouraged by the benefits
brought by 4G technologies, and also by the advent of 5G (Li et al.,
2018b), which is about to be installed in many cities (Kitanov et al.,
2016). As a consequence, fog computing can potentially act a fun-
damental role in solving the main issues to concur to the design
and development of an efficient and security-aware IoT infrastruc-
ture (Roman-Castro et al.,, 2018). Current IoT security solutions at
the edge layer could inspire more edge-based IoT security designs,
as discussed in Sha et al. (2020).

Summarizing, the advent of fog computing should provide
new functionalities and ways of managing the data, in order
to address the following fundamental requirements: efficiency of
data retrieval, scalability, interoperability, security, and privacy.
In this paper, we investigate, analyze, and discuss the impor-
tance and the evolution of fog computing design solutions in
the IoT, from a security and privacy perspective. With respect
to existing surveys, the focus of this work is on the fog com-
puting loT-based network infrastructure, which adds a further
layer to the cloud and/or edge computing-based architectures
Khan et al. (2017) Roman et al. (2018). Moreover, all the aspects
related to security are examined: not all of them have been deep-
ened enough in the literature within fog computing-based scenar-
ios Mukherjee et al. (2017) Ni et al. (2017). Such considerations are
detailed in Section 2, which presents the existing surveys, studies,
and tutorials on security and privacy in fog computing, pointing
out the current state of the art in this field. As hereby demon-
strated, in the literature a comprehensive study that directly fo-
cuses on the design and development of security and privacy solu-
tions for fog computing in the IoT still lacks. From such a conclu-
sion, it derives the main contribution of our paper. Section 3 pro-
poses a comparison between cloud and fog computing paradigms,
mainly from a security and privacy perspective. Section 4 points
out the relation between fog computing and the IoT, distinguish-
ing among solutions and ongoing projects, which take into account
security and privacy requirements or not. Section 5 analyzes and
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discusses the security and privacy issues that emerged in the de-
sign of fog computing solutions in IoT scenarios. The emerged con-
siderations outline advantages and challenges and represent future
research directions, which should be of interest to various audi-
ences, including most notably Ph.D. candidates, research consortia,
and the IT industry. Finally, Section 6 summarizes the outcomes of
the conducted research.

2. Motivation, emerging issues and related work

Note that several surveys, studies, and tutorials have been al-
ready proposed in literature about fog computing. Many of them
do not cover security and privacy aspects, since they focus on the
other main topics, such as: (i) fog architectures and platforms (Alli
and Alam, 2020; Fahmideh and Zowghi, 2020); (ii) fog use cases
(Avasalcai et al., 2020); (iii) evaluation criteria for the fog systems
(Hu et al,, 2017a; Martinez et al., 2020; Mouradian et al., 2017);
(iv) mobility (Luan et al., 2015; Puliafito et al., 2017; Rejiba et al.,
2019); (v) orchestration (Costa et al., 2022; Mahmud et al., 2018;
Wen et al., 2017).

Otherwise, hereby a review on prior works is provided, in or-
der to make a comparison with the proposed research analysis, re-
vealing covered aspects and shortcomings. Moreover, the following
discussion puts in light the security and privacy issues and require-
ments in fog computing environments.

The study in Yi et al. (2015a) describes some specific applica-
tion scenarios related to fogging, such as augmented reality and
real-time video analytics, web content delivery and caching, and
mobile big data analytics. It also identifies the main Quality of Ser-
vice (QoS) metrics for fog services, which are: connectivity, reli-
ability, capacity, and delay. With regards to security and privacy,
the following issues are pointed out: authentication, access control,
and intrusion detection. More in detail, biometric-based authen-
tication, such as fingerprint authentication, face authentication,
touch-based or keystroke-based authentication, could be adopted
to realize a trusted execution environment (TEE), so that executed
tasks and data inside a fog computing system (or a part of it) could
be considered protected; however, no clear motivations of perfor-
mance evaluation are provided to support such a thesis. Similarly,
access control is treated superficially. In general, effective solutions
should aim to guarantee access control among client devices, fog
devices, and the cloud, reducing as much as possible computation
costs and delays, thus meeting the resource constraints of the in-
volved devices. Concerning intrusion detection, it is distinguished
in two parts: (i) intrusion detection on the device/system side; (ii)
intrusion detection on the network side. The former can include
insider attacks, such as flooding attacks, port scanning, attacks on
VM or hypervisor; the latter usually aims to detect activities such
as denial-of-service (DoS). In fog computing, new challenges to
face intrusion detection are related to the high mobility of end-
devices, the large-scale environment, and geo-distribution informa-
tion. Such issues are not still addressed, due to the complexity of
the management of devices’ authorization and the trustworthiness
of the IoT underlying platform.

To partially cope with such an emerged issue, the work in
Mahmud et al. (2018) presents a taxonomy of the following as-
pects related to fog computing: fog nodes’ configuration, nodal col-
laboration (i.e., cluster, peer-to-peer, master-slave), resource/service
provision’s metrics (e.g., delays, costs, energy consumption), the in-
termediary role of Service Level Objectives (SLOs), applicable net-
work systems (e.g., IoT, mobile networks, radio access networks,
content distribution networks), security concerns. With regards to
security, the following topics are mentioned: authentication, en-
cryption, privacy, and DoS attacks. Even if, such aspects of security
are not deeply discussed, and the conclusions are superficial, the
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authors state that authentication should not be limited to users,
but should be extended to devices, data migration, and instances.

To continue with security-related issues, in
Alrawais et al. (2017a), the following features are pointed out
and discussed as open challenges in the design of fog comput-
ing/IoT solutions:

- Authentication. The authors point out that traditional public-key
infrastructures (PKI) do not scale in IoT systems.

Trust. The authors envision the building of a trust model based
on reputation.

Rogue Node Detection. The authors claim that a trust
measurement-based model could be applied to detect rogue
nodes in IoT environments.

Privacy. The resource-constrained IoT devices limit the tech-
niques that can be adopted to guarantee efficient and effec-
tive privacy-preserving schemes. The main issue related to the
users’ privacy in the IoT is related to location, since many IoT
applications are location-based services, especially if they are
accessed by means of mobile devices.

Access control. The main challenge is managing access to re-
sources in presence of highly distributed data.

Intrusion detection. The key challenge for intrusion detection is
how to design a detection system able to run in large-scale,
widely geo-distributed, and highly mobile environments.

Data Protection. The authors claim that data must be preserved
not only at the communication level (i.e., during network trans-
missions), but also at the processing level, when information is
physically stored on a device or in the cloud.

It is worth remarking that the authors of
Alrawais et al. (2017a) point out the importance of location-
awareness both for guaranteeing privacy, since IoT data are usually
based on data acquired in certain network’s places, and for de-
tecting attacks and malicious devices. The situation is further
complicated in presence of mobility for the involved end-devices,
because the network’s configuration evolves during the time,
making it difficult to recognize misbehaviors at a certain node or
ensuring the synchronization of privacy-preserving schemes.

The paper proposed in Khalid et al. (2021) reviews the exist-
ing privacy and access control schemes in fog computing, while
the one presented in Lee et al. (2015) explains how the adoption
of fog computing into IoT environments introduces several unique
security threats. The following outcomes emerge:

- Proper security countermeasures must be put in action to pro-
tect the IoT network communications, which take place among
IoT devices, fog nodes, and the cloud. In the authors’ opinion,
traditional authentication and secure information flows’ sys-
tems do not suit the new needs of fog architecture.

» Fog nodes must support different standards and protocols to
communicate with IoT devices; hence, multi-OS environments
become essential, as well as the adoption of virtualization tech-
nologies to allow cooperation and integration. In such a context,
the spreading of wrong data may not be controlled; hence, real-
time monitoring of fog nodes should be put in the act. How-
ever, the performance overhead of such a dynamic analysis is
high. Also high is the put in action of intrusion detection sys-
tems, which could help in recognizing possible attackers. A typ-
ical attack consists in exporting or altering important informa-
tion with the acquisition of higher privileges, obtained by ex-
ploiting some vulnerabilities of the virtualization technology.

« IoT devices are the most vulnerable to security threats since in-
formation leakage can improperly access users’ sensitive infor-
mation, such as habits or preferences. In this way, users’ behav-
ior could be predicted, compromising the privacy.

Computers & Security 120 (2022) 102822

» Fog nodes should trust the cloud system, since the cloud han-
dles fog nodes’ authentication and manage their participation
in the fog environment.

Note that the authors of Khalid et al. (2021) put in light another
interesting point, especially for scenarios that require strict con-
straints in terms of response time: the efficiency in real-time data
retrieval. This aspect is not only fundamental for information dis-
semination, but also for detecting attacks. For such a reason, moni-
toring and logging activities are crucial for guaranteeing robustness
and reliability in a fog computing-based infrastructure, as detailed
in Section 5.

Such studies clarify the main challenges related to security in
privacy in fog computing, ranging from authentication, to access
control, data protection, trust towards the network architecture, at-
tacks, and intrusion detections. Instead, other papers put security
in relation to the peculiarities of the network infrastructure, as fol-
lows.

For example, a survey on fog computing within SDN is pre-
sented in Salman et al. (2018). Concerning security, the authors
consider five main aspects: identity management, authentication,
access control, trustworthiness, and privacy. In particular, they
show how SDN/NFV can be employed to overcome the security
challenges in the IoT and how it serves in the development of
security-embedded architectural solutions. However, at the same
time, the authors point out that the introduction of SDN brings
new security challenges to be faced, such as: (i) the presence of a
single point of failure, due to the centralization of the intelligence
at the controller level; (ii) the exposure of the controller to DDoS
attacks; (iii) switches can be hijacked, thus inconsistent rules can
be added compromising the network availability; (iv) the interac-
tion with third-party unauthenticated applications.

The manuscript presented in Laroui et al. (2021) analyzes re-
cent research activities like task scheduling, SDN/NFV, security and
privacy and the blockchain in edge and fog computing for IoT.
Concerning security, the authors consider authentication, data pro-
tection, and preventing cache attacks as pillars for guaranteeing
an adequate level of reliability to managed information. Moreover,
some solutions adopting blockchain in edge computing systems are
described: here the main issue is how to deal with the resources
(i.e., computing effort, storage, energy consumption) required by
the blockchain concerning the constrained IoT devices.

The overview presented in Vaquero and Rodero-
Merino (2014) mainly focuses on the involved technologies
and connectivity in fog architectures. In particular, the efforts to
be done for allowing efficient data exchanges are put in relation
with the available wireless access technologies in WAN, MAN,
and LAN. LTE and 4G expand the available bandwidth at the edge
networks, thus facilitating devices connectivity; while short-range
technologies, requiring devices to organize themselves, are ever
increasingly spreading, such as Bluetooth, low energy, ANT+,
ZigBee and RF4CE. Security is superficially treated from a privacy
viewpoint, underlying that a solution is to store encrypted sen-
sitive data in traditional clouds. However, such a method makes
it hard to perform any processing over such data. Such an aspect
will be discussed in detail in Section 3.

The study in Roman et al. (2018) first provides an overview
of the different network approaches, which leverage the principles
of the edge computing paradigm, such as Mobile Edge Computing
(MEC), Mobile Cloud Computing (MCC), and fog computing; then,
the paper points out the security threats, distinguishing them on
the basis of the target of the attack, as follows:

« Network infrastructure, which implies the DoS, the man-in-the-
middle attack, the rogue gateway;
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Fig. 1. Relation among fog computing, MEC and MCC.

Edge data center, which implies the physical damage, the pri-
vacy leakage, the privilege escalation, the service manipulation,
the rogue data center;

Core infrastructures, which imply the privacy leakage, the ser-
vice manipulation, the rogue infrastructure;

Virtualization infrastructure, which implies the DoS, the misuse
of resources, the privacy leakage, the privilege escalation, the
virtual resources’ manipulation;

User devices, which imply the malicious data injection, the ser-
vice manipulation.

Note that such work does not refer to the IoT. Such an aspect is
the main difference between Roman et al. (2018) and our proposed
work; moreover, the focus of our paper is on fog computing, not
on other edge computing-based paradigms (e.g., MEC and MCC).
It is worth remarking that edge computing is essentially adopted
when data computation is performed at the networks edge, in
close proximity to the physical location acquiring the data, while
fog computing acts as a mediator between the edge and the cloud
for various purposes, such as data filtering. Hence, fog comput-
ing cannot replace edge computing, while edge computing can live
without fog computing in many applications. Moreover, fog com-
puting adds a further layer to the network architecture, so it is
a more complex system that needs to be integrated with current
infrastructures, even if it requires investment for IT companies.
The same considerations can be pursued for the survey detailed in
Khan et al. (2017). Fig. 1 sketches the relation among fog comput-
ing, MEC, and MCC. Also, the work in Mukherjee et al. (2017) is not
tailored to the IoT, but to security and privacy issues in fog com-
puting in general. The following security-related requirements are
considered: trust, authentication, secure communications, end-user
privacy, and malicious attacks. No in-depth discussion is provided
about how to solve the emerged challenges, and future research
directions are not outlined, as we do in our work. The same is for
the work proposed in Yi et al. (2015b), which treats the same top-
ics of Mukherjee et al. (2017), but, in addition, it discusses veri-
fiable computing and data search, as techniques for guaranteeing
secure and private data processing on encrypted information. Such
a paper also distinguishes between data privacy, user privacy, and
location privacy. The first is strictly related to the disclosure of
sensitive information by the fog devices; the second is related to
the monitoring of users’ habits in interacting with the fog devices;
while the third is related to the detection of information related to

Computers & Security 120 (2022) 102822

the users’ movements, or to the fog devices’ relationships into the
network.

A comprehensive architectural survey is provided in
Habibi et al. (2020), where current reference architectures and
major application-specific architectures describing their salient
features and distinctions in the context of fog computing are ex-
plored. More in detail, base architectures for application, software,
computing resource management and networking are presented.
Also, security is marginally discussed from an architectural view-
point; in fact, the authors distinguish in access layer security, fog
layer security, and fog-cloud interconnection security, only point-
ing out the major attacks on a fog computing ecosystem based
on the standard ISO 27001. Similarly, the work in Mostafavi and
Shafik (2019) focuses on privacy breaches in fog architectures.

Concerning the possible attacks, the study in Stojmenovic and
Wen (2014) surveys a typical attack that can occur in fog comput-
ing: the man-in-the-middle. More in detail, the stealthy features of
such an attack are investigated by examining its CPU and memory
consumption on a fog device. The paper also describes the advan-
tages of fog computing in satisfying the requirements of applica-
tions, such as smart grids, smart traffic lights and connected ve-
hicles, wireless sensor and actuator networks, decentralized smart
building control, IoT and Cyber-physical systems (CPSs). Such re-
quirements consist in scalability, interoperability and reliability.

Finally, the survey, presented in Ni et al. (2017), represents a
very complete and extended analysis of the role of fog computing
in various IoT applications; moreover, the authors propose a wide
discussion about fog features, and comparison between fog and
cloud computing from many viewpoints. Concerning security and
privacy, different requirements are analyzed and put in relation
to existing approaches; however, such approaches are not always
specifically targeted to fog computing, but to IoT or traditional net-
works, in general. In this sense, our work aims to be more focused
on strict security and privacy features of fog computing in the IoT
than the work in Ni et al. (2017).

Summarizing, investigated works cover the main topics shown
in Table 1.

Instead, Table 2 provides a more detailed comparison between
the proposed research and the discussed existing studies and sur-
vey papers. In this way, the motivations supporting the study
conducted in this paper emerge along with the above discus-
sion about available surveys and tutorials. It is worth remark-
ing that studies in Table 2 are arranged in reverse chronological
order. More recent works mainly focus on architectural aspects
and application scenarios of fog computing, instead of focusing on
security (e.g., Habibi et al. (2020), Mostafavi and Shafik (2019),
Roman et al. (2018)); while older papers that focused on secu-
rity issues in fog computing do not discuss more innovative so-
lutions and only partially deal with all the security and privacy re-
quirements (e.g., Lee et al. (2015), Stojmenovic and Wen (2014),
Vaquero and Rodero-Merino (2014)). Many issues related to the
modeling of secure and privacy-aware solutions for the fog com-
puting adoption in IoT network architectures emerged from lit-
erature (e.g., Alrawais et al. (2017a), Mukherjee et al. (2017)); in
this paper, we want to blend them, in order to reveal the pressing
needs and to pave the way to a wide diffusion of fog-based appli-
cations, both targeting academic types of research and industry. In
the authors’ opinion, such topics have a fundamental importance
in the IoT era, where more and more devices are connected ev-
ery time to the network and, in particular, to the Internet. In order
to enable the diffusion of innovative and efficient applications, it
is also important to design reliable solutions, able to protect the
users’ information, as well as the disclosure of the data (maybe
sensitive), which are managed by the IoT infrastructure. From the
analysis hereby conducted, we derive the following security re-
quirements, which will be detailed in Section 5: (i) the importance
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Table 1
Aspects treated by surveys and tutorials about fog computing.
Main topic Works
IoT Alrawais et al. (2017a) Lee et al. (2015) Mahmud et al. (2018) Ni et al. (2017) Puliafito et al. (2017) Salman et al. (2018)

architectural aspects

technologies and connectivity

mobility
use cases
security and privacy

Stojmenovic and Wen (2014) Wen et al. (2017)
Hu et al. (2017a) Mahmud et al. (2018) Mouradian et al. (2017) Wen et al. (2017) Mostafavi and Shafik (2019) Habibi et al. (2020)
Vaquero and Rodero-Merino (2014)
Luan et al. (2015) Puliafito et al. (2017)
Hu et al. (2017a) Laroui et al. (2021) Mouradian et al. (2017) Stojmenovic and Wen (2014) Yi et al. (2015a)

Alrawais et al. (2017a) Khalid et al. (2021) Khan et al. (2017) Lee et al. (2015) Mahmud et al. (2018) Mostafavi and Shafik (2019)
Mukherjee et al. (2017) Ni et al. (2017) Roman et al. (2018) Salman et al. (2018) Stojmenovic and Wen (2014) Yi et al. (2015a)
Yi et al. (2015b)

Table 2

State of the art analysis in reverse chronological order.

Work | Year

Main content/scope

Security requirements discussed

This work

Khalid et al. (2021)
Laroui et al. (2021)
Habibi et al. (2020)
Mostafavi and Shafik (2019)
Roman et al. (2018)
Mahmud et al. (2018)
Salman et al. (2018)

Ni et al. (2017)
Alrawais et al. (2017a)
Khan et al. (2017)
Mukherjee et al. (2017)
Yi et al. (2015a)

Lee et al. (2015)

Stojmenovic and Wen (2014)

Vaquero and Rodero-Merino (2014)

evolution of security and privacy methodologies for fog
computing in the I[oT

privacy and access control schemes in fog computing
edge and fog computing for IoT applications

fog computing architectural aspects

identification of privacy breaches in fog computing
architectures

network approaches in edge computing

fog computing taxonomy

fog computing in SDN

role of fog computing in IoT applications
security&privacy issues in fog computing for the IoT

current applications and security solutions in edge
computing

challenges concerning security and privacy in fog
computing

QoS metrics for fog services, specific application
scenarios (e.g., big data, augmented reality)

issues in adopting fog computing into the IoT

fog computing advantages in different scenarios
technologies and connectivity in fog architectures

encryption, key management, access control, anonymity,
privacy, trust, rogue node detection, attack detection
privacy, access control, trust

authentication, privacy, blockchain

distinction in access layer, fog layer, and fog-cloud
interconnection security

privacy, trust

privacy, rogue node detection

authentication, encryption, privacy, DoS attack
identity management, authentication, access control,
trustworthiness and privacy

identity management, authentication, access control,
intrusion detection, trust

authentication, trust, rogue node detection, privacy,
access control, intrusion detection, data protection
privacy, authentication, encryption, data theft

trust, authentication, secure communications, end-users’
privacy, malicious attacks
authentication, access control, and intrusion detection

authentication, intrusion detection, information leakage,
trust

man-in-the-middle attack

encryption, privacy

of encryption mechanisms for preserving data confidentiality and
integrity; (ii) encryption must be supported by clever key man-
agement techniques to guarantee the robustness against possible
threats; (iii) access control, which is mainly based on authentica-
tion and authorization mechanisms; (iv) sensitive data and iden-
tity protection, which can be pursued by means of anonymity and
privacy-aware schemes; (v) trust among the systems’ components
is very difficult to establish, mainly in presence of rogue nodes,
which can hinder the reliability of information; (vi) the definition
of intrusion and attack detection methods is fundamental to pre-
vent misbehavior within the network. Such aspects must be taken
into account, and the research is not mature enough to guarantee
robust approaches, thus various open challenges will be pointed
out in Section 5, along with hints for possible solutions.

3. Fog and cloud computing

In this section, the features of fog and cloud computing
paradigms are presented, along with considerations about the ap-
plication scenarios. Such a discussion is crucial for assessing new
design choices and methodologies in the investigated field.

3.1. Main requirements

In order to clearly understand the real advantages and main is-
sues related to the adoption of the fog computing paradigm, it is
important to point out that fogging, in some ways, derives from

cloud computing principles. In particular, fog computing aims to
represent a sort of distributed cloud. Both of them have the same
main goal: providing distributed storage, applications, and data to
end-users.

Cloud computing has been conceived as a way of sharing re-
sources, services and data among the interested devices or users
on demand by means of any kind of device (e.g., computers,
tablets, smartphones) over the Internet. Instead, fog computing
mainly exploits the local computing resources of smart devices
(e.g., sensors, actuators, mobile devices) rather than accessing re-
mote servers’ resources, thus reducing latency and increasing per-
formance efficiency. While edge devices are located where data are
really generated and collected, they do not have the computing
and storage resources to perform advanced analysis and machine-
learning tasks. Though cloud servers have the power to do such
tasks, they are often too far away to process the data and respond
promptly. In a fog environment, the processing task takes place
on smart devices, or in smart routers or gateways, thus reduc-
ing the amount of data sent to the cloud and, as a consequence,
the response times. It is important to note that fog networking is
complimentary, but not replaces, cloud computing; in fact, fogging
handles short-term analysis at the edge of the network; while the
cloud performs resource-intensive, longer-term analysis on dedi-
cated and powerful servers. As emerged in Section 2, two key re-
quirements behind the need for fog computing-based applications
are location-awareness and real-time data retrieval. In this sense,
clouds totally lack location-awareness (being a centralized entity),
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and latencies naturally emerge due to the huge amount of data,
processing tasks, and “distance” of connectivity of cloud from end-
users.

In addition, the fact that all endpoints, connecting to and send-
ing “raw” data to the cloud, over the Internet, can have secu-
rity and privacy implications, especially when dealing with sen-
sitive information. Note that cloud computing and storage solu-
tions are third-party data centers, which are, as just said, usu-
ally located far from the users’ action range. As a consequence,
the users have to accept the treatment conditions when they
use cloud services/applications or provide personal data. Naturally,
cloud-based systems offer proper levels of security and privacy
(Singh et al., 2016), as well as policies, that regulate the disclo-
sure of the managed information. However, users have to trust the
service providers (Abbadi and Martin, 2011), which, in turn, can
access the data that is in the cloud at any time, delete or modify
them (also accidentally), and share information with third parties,
even without the agreement of the users. To cope with such issues
and prevent unauthorized access, users can encrypt the data before
providing them to the cloud system, but often it is not possible
or sufficient. Such a situation is due to the fact that the adopted
encryption schema (also those based on homomorphic encryption
(Atayero and Feyisetan, 2011)) or the chosen encryption keys may
be weak and, thus, they may be easily compromised by external
malicious entities. Moreover, keys have to be kept on a separate
storage block concerning the encrypted data, as well as, a system
for the backup of the keys is needed, in case such a storage block is
attacked. Also, the keys should automatically expire after a period
of time and a refresh schedule should be handled. Obviously, such
aspects require, from the cloud management perspective, a further
effort (Fernandes et al., 2014).

Last but not least, information taken from a cloud can be also
sent to users’ mobile devices, which, in turn, must own the decryp-
tion keys, if the data are encrypted, in order to access them. Such
a feature may be not desirable since mobile devices are overly vul-
nerable in terms of security, because mobile devices can be easily
tampered. Moreover, due to resource constraints of mobile devices
(e.g., computation capacity, battery lifetime, and storage capacity),
mobile users are not able to attain ad adequate quality of experi-
ence. To cope with such an issue, MCC has been introduced: mo-
bile cloud applications move the computing power and data stor-
age away from mobile devices into the cloud. Then, mobile devices
communicate with the cloud with the help of base stations, access
points, or satellites. Unfortunately, MCC suffers from long latencies,
particularly due to the dramatic increase in todays traffic loads.
To overcome such a limitation, researchers and network engineers
have developed innovative solutions tailored to offload parts of the
computation from the cloud to a surrogate device in the vicinity
of the end-user. Such solutions are generally referred to as edge
computing, take advantage of location-awareness, and can provide
a far more timely response. In this field, MEC is a particular form
of edge computing where a cloud server is running at the edge of
the cellular networks and its role is performing tasks, such as aug-
mentation of application performance and reduction of network
congestion. A MEC platform allows computation and services to be
hosted at the network edge, which reduces the total latency and
bandwidth consumption (Habibi et al., 2020). The fog computing
paradigm leverages a different network architecture that uses near-
end user edge devices to carry out the processing, control, con-
figuration, measurement, and management tasks. It is based on a
scenario where a huge number of heterogeneous ubiquitous and
decentralized devices collaboratively perform network functions or
applications. In this scenario, fog nodes form the physical infras-
tructure that provides resources for services at the edge and in the
network. Hence, the idea in edge computing is to push data pro-
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cessing to the data source as much as possible, while fog comput-
ing provides a more general framework where a multitude of edge
devices collaboratively provide the necessary computing platform.
The advantages of fog computing include: (i) bandwidth savings,
since data can be processed locally instead of sending them to the
cloud; this will be especially beneficial when increasing the num-
ber of IoT devices; (ii) latency savings, because data can be pro-
cessed at the nearest data source geographically closer to the user;
this can produce instant responses especially for the time-sensitive
services; (iii) better privacy, because users data are analyzed locally
instead of sending them to the cloud. Hence, fog computing brings
the opportunity to efficiently operate over large geography more
securely, thanks to the pervasive distribution of fog nodes. Organi-
zations and ongoing projects could surely improve their decision-
making process, speed up the deliverance of data, and maintain
consistency in relayed data.

The focus of this paper is on fog computing infrastructure. Due
to its complexity, proper solutions must be defined, in order to
cope with some critical aspects: tasks’ scheduling, interoperabil-
ity and scalability in presence of multiple and heterogeneous data
producers and consumers, authentication, trust and encryption.
Fog computing principles already address the data retrieval effi-
ciency issue and try to cope with the other challenges, coupling
to the emerging IoT contexts (Bonomi et al., 2012), as explained in
Section 4. In fact, the IoT principles resemble the need for ubiqg-
uitous connectivity, mobility, heterogeneity, and dynamism of the
actual network’s contexts. In the next section, we deepen some rel-
evant application scenarios in the IoT/fog computing field.

3.2. Application scenarios

Taking into account the requirements and issues that emerged
from the state of the art, the application scenarios presented
hereby point out traversal requirements that must be taken into
account when designing an IoT/fog computing system. Relevant is-
sues to be solved include: reducing the communication delays, en-
abling the interplay among the heterogeneous kinds of devices in-
volved in the network, distributing the processing load and storage.
We intend to provide, in this way, a wider view of the possibilities
and the challenges concerning the adoption of the fog computing
paradigm to the interested audience.

Note that many IoT context are influenced by fog comput-
ing, such as: healthcare (Stantchev et al., 2015) and telemedicine
(Dubey et al., 2015) systems; smart cities (Naranjo et al., 2018;
Tang et al., 2015); smart grids (Okay and Ozdemir, 2016); smart ur-
ban surveillance (Chen et al., 2016); vehicular computing (Sookhak
et al,, 2017; Truong et al.,, 2015). A platform for smart living, in-
cluding smart energy, smart office, smart healthcare, smart protec-
tion, smart entertainment, and smart surroundings is envisioned in
Li et al. (2015). It consists of: (i) fog nodes, represented by IoT de-
vices; (ii) fog edge nodes (e.g., smartphones, access points, routers,
switches), aiming to provide to the smart IoT objects process-
ing, storage and communication capabilities; in fact, they should
provide a variety of wired and wireless access methods to em-
power immediate communication with IoT devices; they also per-
form decision-making and action-taking to allow real-time inter-
actions; (iii) fog servers, which focus on the interplay among fog
edge nodes and the cloud. Another integrated solution, based on
fog computing, cloud, and the IoT architectural paradigm which
is claimed to have potential application in smart cities, intelligent
transportation systems, localized weather maps and environmental
monitoring, and real-time agricultural data analytics and control, is
proposed in Munir et al. (2017).

Further solutions cope with other specific scenarios, such
as: in the industrial IoT, a service popularity-based smart re-
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sources partitioning scheme is proposed Li et al. (2018a);
Constant et al. (2017) proposes, develops and validates a smart fog
gateway to perform an end-to-end analysis on the data obtained
by internet-connected wearable devices; Zao et al. (2014) focuses
on augmented brain-computer interactions, based on fog comput-
ing.

The study in Bonomi et al. (2012) demonstrates the role of
fogging in three typical IoT scenarios: connected vehicles, smart
grids, and wireless sensor and actuator networks (WSAN). The con-
nected vehicles’ context includes vehicle-to-vehicle communica-
tions, vehicle-to-access point interactions, or access point-to-access
point connectivity, which usually implies Wi-Fi, 3G, LTE, roadside
units protocols. Relevant application examples are those of smart
lights, traffic support, info-entertainment services, safety, analysis
of geo-distribution of vehicles and people, mobility and location
awareness. The following requirements are fundamental: low la-
tency, heterogeneity of devices/ information gathered, and sup-
port for real-time interactions. The same considerations can be
done for smart grids and WSAN. Likewise, the work proposed in
Lee et al. (2016) is targeted to WSAN, and presents a gateway-
based fog computing architecture by means of a conceptual
model.

A fog computing-based framework for data-driven machine
health and process monitoring in cyber-manufacturing is intro-
duced in Wu et al. (2017). The solution consists of four elements:
a workflow, a certain number of wireless sensor networks, some
communication protocols, and some predictive analytic methods.
An online process monitoring system, which is in charge of col-
lecting real-time machine condition data and monitoring the vi-
brations and energy consumption of pumps, is described through
a case study. Also, a machine learning algorithm is integrated, in
order to create predictive models on scalable high-performance
computing resources. In line with the previous approach, also
Gia et al. (2015) is focused on electrocardiogram (ECG) feature ex-
traction as a case study. A test-bed has been deployed, to calculate
parameters, such as latency, data-rate, data size, and link quality.

What emerges from such an analysis is that fog computing
can be adopted in many different applications domains, with sim-
ilar requirements in terms of networks’ performance. Such works
point out useful aspects to be taken into account in the real-
ization of security and privacy-aware approaches, such as archi-
tectural aspects, connectivity, resources’ management and identi-
fication, data processing, algorithms for data analysis, scalability,
location-awareness, interoperability and efficiency (e.g., in terms of
latencies, costs, and so on), which must be considered also when
security and privacy mechanisms are integrated into the network
infrastructure, mainly in presence of constrained IoT devices (e.g.,
sensors, actuators).

4. Fog computing and Internet of Things

Today, as many enterprises and large companies and organiza-
tions, as well as private citizens, are beginning to adopt IoT tech-
nologies for their usual activities, the need for large amounts of
data to be accessed more quickly, locally, and in a security-aware
manner, is ever-growing. Another critical issue is related to the
power and resources’ constraints of IoT devices, which prevent
them from performing heavy processing tasks, both related to data
elaboration and security operations. Fog computing, in presence of
a multitude of interconnected IoT-enabled devices, can help in re-
ducing energy consumption on such devices and network latency,
by minimizing the time required for data processing (thus improv-
ing data retrieval efficiency) and for producing quick responses to
the requester (Puliafito et al., 2019). In this section, we put in light
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if and how the available design approaches deal with security and
privacy requirements.

4.1. Research methodology

Hereby we consider the security and privacy features, which
emerged from the state of the art in Section 2, grouped as fol-
lows: (i) data integrity and confidentiality, guaranteed by means
of cryptographic primitives and aimed at data protection; (ii) key
management techniques, if available; (iii) authentication and au-
thorization mechanisms, which should provide robust management
of the access to the IoT resources; (iv) privacy of data contents
and users by design, putting in act proper policies; (v) mechanisms
to determine the level of trust among the entities participating to
the network’s activity; (vi) intrusion detection, realized by actuat-
ing proper attacks’ recognition measures. Such groups have been
used to outline the research throughout the literature. In partic-
ular, we analyzed the papers belonging to the last 10 years (i.e.,
from 2012 to 2021) from Google Scholar, ScienceDirect and Scopus
by searching the following keywords: "fog computing” && ’inter-
net of things” && ("security” || "authentication” || "authorization” ||
"access control” || "integrity” || "confidentiality” || "encryption” || "key
management” || "privacy” || "security policies” || "intrusion detection”
|| "intrusion trust”) Results included both research papers and re-
view articles (e.g., surveys). Hence, we distinguished them on the
basis of the type of research: research papers would have been
candidates to be included in Section 4.2, whereas review articles
would have fitted into Section 2. Some papers selected for the dis-
cussion in Section 4.2 have been derived from the found review
articles.

We noticed that solutions concerning authentication also in-
cluded authorization and/or access control and vice versa, due to
the fact that access control policies are reflected in the authen-
tication of users to resources and authorization on the execution
of tasks over them; moreover, when confidentiality was discussed,
also integrity was seamlessly considered and both of them involve
encryption techniques; privacy is usually a stand-alone topic, while
intrusion detection is always coupled with possible threats. After
a preliminary analysis of the results, we decide to include in our
discussion the papers (published in journals or conference pro-
ceedings) focused on the aforementioned security requirements in
IoT/fog computing environments/architectures. In particular, we ex-
amined more than 100 papers published in international scien-
tific journals and more than 60 papers belonging to conference
proceedings. Then, we excluded about 30 journal papers and 30
conference papers on the basis of the following criteria: (i) qual-
ity of the research in terms of publication type (i.e., the interna-
tional importance of the journal or the conference, authors’ cur-
riculum); (ii) relevance and appropriateness with the context of
interest (i.e., papers mainly focused on edge or cloud computing
without significant contribution in terms of security have been
discarded); (iii) amount of detail and experiments on the inves-
tigated topic. Hence, the selected results we analyze are strictly
targeted to the following three aspects together (see Section 4.2):
IoT, fog computing, and security/privacy. The peculiarities of guar-
anteeing security and privacy in fog environments will suddenly
emerge, along with the outcomes obtained, until now, by the re-
search community. Furthermore, in Section 4.3 we discuss on-
going EU projects and projects conducted outside the European
Union, which fund research activities and partnerships in the fog
computing field.

It is worth remarking that the selection process of review arti-
cles discussed in Section 2 does not strictly discard papers whose
target is not centred on "IoT, fog computing, and security/privacy”
because we also considered some results about edge computing,
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for example, in order to make a comparison with the presented
work.

4.2. Security and privacy in IoT/fog computing environments

Firstly, we consider solutions that try to address authentication
and authorization requirements. Inevitably, such approaches must
consider the composition of the network architecture, since autho-
rizations and credentials must be exchanged inside the running
system. Fewer solutions are targeted to privacy or key manage-
ment.

In this context, many solutions inspired by fog com-
puting are related to smart health scenarios. For example,
Moosavi et al. (2016) proposes an end-to-end security scheme for
facilitating the mobility of medical sensors in a healthcare sys-
tem, by means of smart gateways, which are interconnected among
each other to compose the fog layer. More in detail, an end-user
authentication and authorization architecture, based on the certifi-
cates and DTLS (Datagram Transport Layer Security) handshake is
conceived; then, end-to-end communication security is obtained
by means of mechanisms using session resumption. A full hard-
ware/software prototype has been realized to demonstrate the fea-
sibility of the presented approach, as well as the consequent im-
provement in energy consumption.

A similar solution is presented in Rahmani et al. (2018), which
also exploits smart gateways for performing various tasks closer
to healthcare sensors, such as local data processing, data filtering,
data compression, data fusion, data analysis, adaptivity, local stor-
age, local actuation. Security issues are only partially covered, re-
ferring to HTTPS protocol and on not well-defined cryptographic
primitives. A proof-of-concept has been deployed to test the pro-
posed architecture by providing node implementation, networked
smart gateways implementation, and back-end and users’ interface
implementation.

The platform described in Thota et al. (2018) aims to secure au-
thentication and authorization of involved healthcare devices, in
order to: (i) identify and track the deployed devices; (ii) locate
and track mobile devices; (iii) manage deployment and connection
of new devices; (iv) allow communication among the devices and
data transfer among remote healthcare systems. As the previous
works Moosavi et al. (2016) Rahmani et al. (2018), also such a pa-
per leverages the capabilities of DTLS to provide a security solu-
tion for the transport layer in the IoT environment (i.e., among the
end-devices and the fog layer). Various well-known cryptography
libraries such as symmetric keys, public keys, and hash algorithms,
are then adopted for guaranteeing data integrity and confidential-
ity at the application layer.

Instead, Elmisery et al. (2016) mainly focuses on privacy princi-
ples in healthcare systems. A holistic framework is proposed for
privacy management and enforcement, in compliance with the
OECD (Organization for Economic Cooperation and Development)
privacy principles. The authors propose to give all the control on
privacy preferences to the end-users (i.e., the patients), which must
declare their rules to be applied for their data treatment. The plat-
form performs a sort of translation of such rules in privacy policies,
which will be applied by the fog layer towards the cloud system.

Finally, =~ with regards to the healthcare context,
Manogaran et al. (2018), besides it provides no real implementa-
tion, presents an architecture for healthcare systems’ monitoring
and alerting systems, which adopts Meta Fog-Redirection (MF-R)
and Grouping and Choosing (GC) architecture. The former uses big
data technologies for the collection and storage of the data, gener-
ated from different sensors or devices. The latter is used for trying
to secure the integration of fog computing with cloud computing;
in fact, it uses a key management service and data categorization
functions for guaranteeing end-to-end secure communications.
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Another investigated application field is provided by the In-
ternet of Vehicles (IoV). A trusted communication scheme among
vehicles and a fog-computing infrastructure is presented in
Arif et al. (2018). More in detail, a fog anonymizer (which is a
sort of centralized and trusted third-party) acts as an intermedi-
ate among the vehicles and the location-based servers, and it is
responsible for gathering and providing the required privacy level
for each vehicle belonging to the network. Note that its activity
mainly consists of blurring the information obtained from vehicles
before sending them to the location-based servers.

Instead, the work in Kang et al. (2018) focuses on address-
ing location privacy issues, even in loV environments. It reveals
that, in traditional pseudonym systems, the pseudonym manage-
ment is carried out by a centralized party (e.g., a cloud), result-
ing in big latency and high cost. Therefore, the authors suggest
moving such a task towards the network edge, thus providing the
following advantages: (i) context-aware pseudonym changing; (ii)
timely pseudonym distribution; (iii) reduced pseudonym manage-
ment overhead.

Dsouza et al. (2014) proposes a policy-based system for the
management of resources in fog computing, expanding the current
fog computing platform, in order to support secure collaboration
and interoperability. A smart transportation system is considered
as a use case to clarify the functionalities of the presented ap-
proach. Policies are expressed in XACML (eXtensible Access Control
Markup Language) language. The policy management framework
mainly consists of the traditional components, which are: PEP (Pol-
icy Enforcement Point), PDP (Policy Decision Point), and PAP (Pol-
icy Administration Point).

A cryptographic solution, which is based on a dynamic key-
dependent approach, in order to allow for a good compromise
between the security level and computational complexity, is pre-
sented in Noura et al. (2019). Some security tests have been car-
ried out and include the randomness evaluation of the obtained
data and the generated dynamic keys. In particular, the authors
considered different statistical properties for performance evalua-
tion, including randomness, correlation, independence, and unifor-
mity. Also, a cryptanalysis discussion has been proposed, in order
to validate the robustness of the conceived approach.

The literature also reveals solutions based on physical-based
authentication. For example, face identification and resolution
technology are adopted in a fog computing/loT context in
Hu et al. (2017b), in order to ensure the identity consistency of
humans, saving bandwidth and improving processing capacity. Sev-
eral security and privacy issues are discussed, such as: (i) the en-
cryption of facial images in order to guarantee the data confiden-
tiality during transmission and storage; (ii) the adoption of the
mechanism of data integrity checking; (iii) the introduction of au-
thentication and authorization mechanisms, with the support of
session key agreement schemes, for verifying the identity validity
of the networks’ participants. The proposed mechanisms seem to
be promising, as demonstrated by the results obtained from the
development of the prototype system.

A physical framework based on fog computing and IoT is pre-
sented in Sehgal et al. (2015), whose target is smart human secu-
rity. The IoT layer interacts with the physical world and gathers
knowledge regarding the physical surroundings. It also takes el-
ementary security decisions. The cloud and fog layers take more
sophisticated decisions based on the complexity of situations and
real-time requirements.

Furthermore, some works are focused on cyber-security frame-
works and fog platforms, aimed at detecting attacks or at guar-
anteeing privacy. In this context, Sohal et al. (2018) envisions a
cyber-security framework for identifying malicious edge devices in
a fog computing environment; such a solution is essentially based
on three technologies, which are: the Markov model, an intrusion
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Table 3
Security and privacy requirements treated by works about fog computing in the IoT.
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Requirement

Works

authentication, authorization, access control

key management
privacy
security-aware architecture

secure end-to-end communications

trust

malicious devices’ detection
secure mobility

monitoring and reporting

Dsouza et al. (2014) Hu et al. (2017b) Moosavi et al. (2016)

Rahmani et al. (2018) Sicari et al. (2017) Thota et al. (2018)
Manogaran et al. (2018) Noura et al. (2019)

Elmisery et al. (2016) Kang et al. (2018) Lu et al. (2017)

Dsouza et al. (2014) Manogaran et al. (2018) Martin et al. (2017)
Moosavi et al. (2016) Rahmani et al. (2018) Rizzardi et al. (2016)
Sehgal et al. (2015) Sicari et al. (2017) S.Sicari et al. (2016) Thota et al. (2018)
Manogaran et al. (2018) Martin et al. (2017) Moosavi et al. (2016)
Noura et al. (2019) Rahmani et al. (2018) Thota et al. (2018)

Arif et al. (2018) Martin et al. (2017)

Lu et al. (2017) Sohal et al. (2018) S.Sicari et al. (2016)

Moosavi et al. (2016)

lonita and Patriciu (2016) Manogaran et al. (2018) Martin et al. (2017)

detection system, and a virtual honeypot device. Note that edge
devices’ attacks could potentially become a bottleneck in the suc-
cessful implementation and diffusion of fog computing environ-
ments, since the power-constrained IoT end-devices are very vul-
nerable due to their limited resources. Hence, new solutions must
be conceived, in order to protect such devices both from internal
and external attacks within the IoT network.

Again with the scope of detecting malicious behavior, the work
in lonita and Patriciu (2016) proposes the use of fog computing for
enabling the efficient and real-time exchange of information about
threats among different organizations. By sharing current attacks’
information, the cyber-security field could benefit from the de-
tection of up-to-date, sophisticated, and even orchestrated cyber-
attacks, which could be put timely put in place, in order to mini-
mize the damages that occurred when an attack is performed. To
achieve such a goal, the fog computing layer should be equipped
with a neural network.

A lightweight privacy-preserving data aggregation scheme
for fog computing-enhanced IoT environments is proposed in
Lu et al. (2017). Its aim is to early filter false data injected by ex-
ternal attackers, support fault tolerance, and efficiently aggregate
hybrid IoT devices’ data into one.

A distributed IoT platform, composed of several NOSs (Net-
wOrked Smart objects), is conceived in S.Sicari et al. (2016) to per-
form an automatic evaluation of security and data quality met-
rics on information coming from heterogeneous IoT devices, in
real-time. Such an architecture has been further extended to sup-
port an authenticated publish/subscribe mechanism, based on the
MQTT protocol (Rizzardi et al., 2016), in order to provide a more
efficient data sharing with interested data consumers. Then, NOSs
have been integrated with a sticky policy enforcement framework,
in order to move data access control towards the edge of the net-
work (Sicari et al., 2017), in a fog computing fashion, but a real fog
layer is not deployed yet.

Finally, an architecture originally based on fog computing prin-
ciples is OpenFog (Martin et al., 2017). The paper limits to point
out how such a platform should be integrated with new security
modules and functions, which should provide: (i) physical secu-
rity of the fog nodes; (ii) end-to-end security within the device-
fog-cloud continuum; (iii) trustworthiness of user processes exe-
cuting in the fog nodes; (iv) security monitoring and management
among the hardware/software entities present in the device-fog-
cloud continuum. Note that the paper does not refer to privacy re-
quirements.

After such an overview, it is clear that such studies reveal some
of the main topics of interest in the field of security and pri-
vacy in IoT/fog computing environment, which will be detailed in
Section 5. They are sketched in Table 3, in relation to the respective
works treating them. Note that an important feature turned out to

be end-to-end security in data exchanges, which is fundamental to
guarantee higher robustness to the system.

4.3. Ongoing projects

It is also important to have a look at the ongoing projects in the
field of fog computing and IoT. Such topics are an object of interest
by the European Commission. In the context of Horizon 2020, the
mF2C (Fog-to-Cloud) proposal (mF2C project, 2C, 0000) sets the
goal of designing an open, secure, decentralized, multi-stakeholder
management framework, including novel programming models,
privacy and security, data storage techniques, service creation, bro-
kerage solutions, policies, and resource orchestration methods. IoT
capabilities and the cloud, coupled with fog computing principles,
should bring new business opportunities. Concerning security and
privacy, the project aims to increase the trust in clouds, through
stronger security and data protection practices, including open and
verifiable solutions for data security. Moreover, it envisions an in-
crease in the control by users of their data and trust relations,
thanks to the pervasiveness of fog devices. PrEstoCloud project
(Proactive Cloud Resources Management at the Edge for efficient
Real-Time Big Data Processing) (PrEstoCloud project, 0000), also
funded by the European Union’s Horizon 2020 research and inno-
vation program, aims to combine real-time big data, cloud com-
puting and fog computing research in order to provide an innova-
tive solution for cloud-based adaptive real-time big data process-
ing. Security-related activities are focused on the definition of ac-
cess permissions and constraints to access both fog and cloud re-
sources. H2020 CHARIOT project (0000) is specifically targeted to
solve security and privacy issues in cloud computing and IoT con-
texts by leveraging fog computing principles. More in detail, the
proposed system architecture aims to address the issues related to
safety-critical systems in a fog network made up of heterogeneous
IoT devices and gateways. DITAS EU H2020 project (Data-intensive
applications Improvement by moving daTA and computation in
mixed cloud/fog environmentS) (DITAS project, 0000) proposes a
novel approach for developing data-intensive applications based
on Virtual Data Containers (VDC), which let the developers simply
define the requirements and access policies on the needed data,
expressed as data utility, and take the responsibility of providing
these data timely, securely, and accurate by hiding the complex
underlying infrastructure composed by different platforms, storage
systems, and network capabilities. To this end, VDCs will imple-
ment data and computation strategies to decide where, when, and
how to save data (i.e., on the cloud or at the edge of the network).

Beyond Europe, a project which involves the United
States, China and Japan is the Industrial Internet Consortium
(OpenFog Consortium, 0000), which aims to create an open ref-
erence architecture for fog computing, build operational models
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and test-beds, define and advance technology, educate the mar-
ket and promote business development through an innovative
OpenFog ecosystem. A wide range of requirements are analyzed
within the mentioned project; concerning security and privacy,
the focus is on the evaluation, classification, and recommendation
of security standards, practices, and technologies, as described in
Martin et al. (2017) (see Section 4.2).

Finally, DECENTER project (0000) is an H2020 European and
South Korean research and innovation project aiming to deliver
a robust fog computing platform, which will provide application-
aware orchestration and provisioning of resources, driven by meth-
ods based on artificial intelligence. The underlying infrastructure
will form a federation and will utilize blockchain and smart con-
tracts to reach secure processing, automated operation and timely
delivery of responses to the users’ queries.

Summarizing, the adoption of fog computing to manage IoT
data is of great interest to the research community, as demon-
strated by the ongoing projects in such a field. Note that not only
academia, but also industry participates in such projects, which
take into account both architectural, interoperability and scalability
challenges and security and privacy design issues.

5. Security and privacy challenges and future research
directions

The security and privacy issues strictly depend on the kind of
environment and network infrastructure to be designed. Concern-
ing IoT and fog computing, the smart devices belonging to the
“fog” layer of the network act as intermediaries between the end-
users along with data sources, and the cloud. They are conceived
as powerful devices, routers, or gateways, owning processing capa-
bilities to be exploited to perform specific computing tasks, such
as data elaboration or aggregation, algorithms’ execution, and se-
curity tasks, as introduced in Section 3. Hence, fog nodes can
be represented as proxies, which are also able to provide crypto-
graphic computations; while the underlying IoT devices and sen-
sors lack the necessary resources to do such tasks. Therefore, fog
computing not only provides additional computational resources to
the network, but also a further level of security that could help
in preventing, minimizing, and also counteracting attacks in the
IoT environments. Furthermore, the adoption of the fog comput-
ing paradigm could help in preserving the privacy of IoT data and
in protecting users’ sensitive information by reducing the need to
transmit certain kinds of data to the cloud for the required analy-
sis. The exploitation of fog computing also encourages performing
the analysis and processing of the data at the network edge, closer
to the IoT devices that generate and act on that data (Sen and
Yamin, 2021).

However, such an approach introduces, in the authors’ opin-
ion, several challenges concerning data, location, and users’ secu-
rity and privacy. The following aspects deserve particular attention:

Which encryption technique should be adopted in order to en-
sure end-to-end security from data acquisition by data produc-
ers and their reception to data consumers?

How to regulate the access control and authentication of end-
user devices or data sources with fog devices? And how to
manage the access control and authentication of fog devices?
How to protect the information related to devices’ location?
How to guarantee anonymization, privacy and trust along the
whole data life-cycle?

How to put in act an efficient key management system?

It would be better to dispose of a hierarchic fog architecture, or
it could be better to have a single fog computing-based layer?
How to support policies’ definition, update, and synchroniza-
tion, even among different application realms?
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- Is it possible to integrate a fog computing architecture with a
policy enforcement framework, due to the wide area, which is
normally involved in a typical fog/loT environment?

» How to prevent and monitor internal and external attacks both
to end-devices and to fog nodes? And, how is it possible to re-
act against violation attempts, once recognized?

» How to put in act logging and reporting systems about the fog
layer activities, in order to reveal anomalies?

Furthermore, the mobility of IoT and users’ devices, which is
typical in fog computing, also introduces further security and pri-
vacy issues into the fog network (Puliafito et al., 2017). Fog nodes,
in fact, frequently join and leave the fog layer, in a very dynamic
way. The following questions naturally emerge:

How access control rules and security and privacy policies
should be modified when a fog node joins or leaves the fog
layer?

How to manage the authentication of end-user devices or data
sources towards newly joined fog nodes?

How to manage encryption/decryption keys’ update or revoca-
tion, in presence of cryptography algorithms?

How to preserve the privacy of the end-user devices when a
fog node leaves the fog layer?

How to design and develop a lightweight authentication
schema among end-users devices and fog nodes in the scalable
and dynamic fog network?

How to maintain the anonymity of the end-user devices once
misbehavior is detected from a fog node by the cloud service
provider?

In the following, we try to give a response to such questions
and to highlight open issues and future research directions, start-
ing from the security and privacy requirements pointed out in
Section 2 and taking into account the solutions investigated in
Section 4.2. As emerged in Section 4.2, existing solutions specifi-
cally targeted to security and privacy in IoT contexts adopting fog
computing paradigm do not fully address the mentioned issues,
but only partially cover some of them.

Data confidentiality and integrity - encryption mechanisms.
First of all, as far as the encryption mechanisms are concerned,
we point out that many solutions presented in Section 4.2 do not
specify any technique to be used for ciphering the data or location
information, in order to preserve their confidentiality and integrity.
However, such a feature is a crucial requirement for protecting
the whole data life cycle; in fact, information, in an IoT environ-
ment, is gathered by producers and, then, sent to the fog comput-
ing layer of the network, to be further shared with the interested
consumers. Fig. 2 summarizes and clearly points out the possible
ways and places to perform an attack in a fog computing and IoT
infrastructure. As just revealed, during the information’s transmis-
sion, data confidentiality or integrity may be violated by malicious
entities; at the same time, data can also be violated when they are
stored on fog nodes or in the cloud.

Besides the traditional encryption techniques (which suffer, in
the IoT environment, of high computational costs), other solutions
for guaranteeing such requirements could be related to the data
format; in fact, in Huang et al. (2017a) the XML encryption stan-
dard is expanded to efficiently and securely filter multiple en-
crypted XML streams and perform aggregation operations without
decryption in the fog nodes. Such a solution cannot only be applied
to the scenario of XML data exchange for publish/subscribe ser-
vice, but also provides a secure and privacy-preserving method for
data protection. In IoT applications, JavaScript Simple Object No-
tation (JSON) is the most popular format, and JSON Web Encryp-
tion (JWE), which utilizes standard cryptographic algorithms, is the
standard for encrypting JSON data. In the IoT, due to fact that the
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Fig. 2. IoT environment based on fog computing paradigm: possible threats.

most prevalent protocols are publish/subscribe protocols, such as
Message Queue Telemetry Transport (MQTT) and Advanced Mes-
sage Queuing Protocol (AMQP), fog computing should also adopt
such a method for sharing data. A secure, fog computing-based,
publish/subscribe lightweight protocol using Elliptic Curve Cryp-
tography (ECC) for the IoT is proposed in Diro et al. (2017). It is
worth remarking that ECC provides shorter key lengths, reduced
message sizes and lower resource usages; if, at the same time, fog
nodes offload some of computation and storage overheads from IoT
nodes in proximity, then better scalability, and fewer overheads
such as storage and communications, are provided with respect
to RSA based schemes, employed in SSL/TSL, guaranteeing, at the
same time, the same level of security.

Hence, the challenge we identified, with regards to the encryp-
tion mechanisms, is to choose or define a solution able to guaran-
tee: (i) the required level of data protection, confidentiality, and in-
tegrity; (ii) lightweight operations to be performed on end-devices;
(iii) distribution of tasks and synchronization among the fog nodes.
Other related issues are the following: (i) how to manage entities’
registration to the IoT system; (ii) how to store securely the de-
vices’ and users’ credentials.

Key management. Besides the encryption techniques, which
should take into account the possibility of dealing with power-
constrained devices, also an efficient key management system
should be designed, in order to guarantee that the encryp-
tion/decryption keys are protected against leakage or tampering.
Concerning key management, several aspects should be defined,
ranging from key distribution across different application realms
and devices to key update and revocation in case of violation at-
tempts or in case of policies’ changes. These are open challenges in
IoT/fog computing environment; mechanisms available in the lit-
erature for IoT technologies, such as WSN, can be considered as
starting points to conceive new solutions targeted to fog comput-
ing (Roman et al., 2011) Sicari et al. (2016).

Access control. Note that the way of encrypting data also de-
termines the policies for data disclosure. In other words, which
users/devices are granted to access encrypted data? How access
control is then performed? Due to its distributed nature, fog com-
puting would facilitate the adoption of many standard access con-

1

trol models, such Attribute-Based Access Control (ABAC). For ex-
ample, Attribute-Based Encryption (ABE) (Sahai and Waters, 2005)
mechanisms allow to encrypt data for multiple recipients, in such
a way that only those recipients whose attributes satisfy a given
access policy can decrypt afterward. In a distributed architecture,
we envision fog computing as an ideal candidate to grant access
tokens to authorized parties who use them to perform a given
action (e.g., data decryption). Also, a fog computing platform can
be used as a sort of trust authority to authorize access and re-
lay data among authorized parties and IoT devices. The solution
detailed in Huang et al. (2017b) proposes to couple ABE and ABS
(Attribute-Based Signature) techniques to guarantee a fine-grained
data access control in an IoT infrastructure. Since ABE and ABS
procedures have high costs in terms of processing, then fog com-
puting is introduced; more in detail, the more complex ABE and
ABS functions are delegated to the more powerful fog nodes, in-
stead of power-constrained IoT devices. Instead, the authors of
Alrawais et al. (2017b) propose a novel encrypted key exchange
protocol based on CP-ABE (Bethencourt et al., 2007) for secure
communications in a fog computing network. Also the works in
Zuo et al. (2018) and Sicari et al. (2020) envision the adoption of
ABE in fog computing. Such an approach is rapidly spreading due
to its flexibility in terms of attributes’ definition, which perfectly
fits the heterogeneity of IoT environments. However, certain issues,
mostly related to IoT/fog environments, such as key revocation
management, computational needs, and multi-authority schemes,
must be taken into account.

In our opinion, new solutions should enable and encourage
the control of the data by the owners themselves, which should
be provided with the necessary means for establishing, in an au-
tonomous or semi-autonomous way, how to share their informa-
tion. In such a direction, a feasible approach is that of sticky poli-
cies (Karjoth et al., 2002) Sicari et al. (2017). Sticky policies are
transmitted along with the data they refer to throughout the en-
tire data life cycle. The concept of sticky policy is to attach secu-
rity and privacy policies to owners’ data and drive access control
decisions and policy enforcement. Sticky policies allow specifying
access rules in an extremely fine-grained manner: in principle, ev-
ery data unit could have its own, unique, policy. Furthermore, as
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policies ‘travel’ with the data across the entire system, they could
protect the entire data life cycle. In this sense, sticky policies could
help users to pursue their rights and actively manage the rules to
be applied to their own information. In fact, if cloud-based systems
would allow the users to provide not only the data, but also the
associated policies, then the system and the third parties should
only be equipped with the necessary software for respecting the
defined policies. Such behavior represents a fundamental step for
improving the trustworthiness of the cloud customers with respect
to the actual service providers and for avoiding improper resource
disclosure. Moving to a fog computing environment, such a task
could be handled closer to the data producers and managed in a
fine-grained way, lightening the cloud systems.

The challenge, in this case, is how to integrate the sticky poli-
cies within a fog computing architecture, considering that actual
approaches, based on sticky policies, leverage make use of a trust
authority to obtain access permission. Clearly, according to the dis-
tributed nature of the IoT context, multiple trust authorities could
be adopted, and a synchronization mechanism among them could
be integrated. Another kind of solution is the just mentioned ABE
approaches, which always requires the presence of a trusted au-
thority, but it not must be always online during the system’s ac-
tivities. However, one of the well-known limits of ABE techniques
is that they can be more expensive, in terms of computation and
storage, in presence of many attributes to be put in relation to de-
fine the policies themselves. To cope with such an issue, for ex-
ample, the work proposed in Saidi et al. (2022), built on CP-ABE,
presents SHARE-ABE, which is a novel collaborative approach, based
on groups of users, for preserving privacy exploiting fog comput-
ing to outsource the most laborious decryption operations to fog
nodes. They collaborate to partially decrypt the data using an orig-
inal and efficient chained architecture. Additionally, such an ap-
proach preserves the privacy of the access policy by introducing
false attributes. Another open issue is, besides the access control
on data, how to guarantee the access control and authorization of
end-devices and fog-devices themselves. Also, in this case, avail-
able solutions targeted to IoT could be revised to consider fog com-
puting principles (Liu et al., 2012).

Finally, viable alternatives are those related to some inter-
national standards, such as W3C Open Digital Rights Language
(ODRL)(ODRL, 0000), which is a policy expression language that
provides a flexible and interoperable information model, vocabu-
lary, and encoding mechanisms for representing statements about
the usage of content and services. The ODRL information model
defines the semantics of the ODRL policies, which are used to rep-
resent permitted and prohibited actions over a certain asset, as
well as the obligations required to be met by stakeholders.

Anonymization and privacy. To provide anonymization tech-
niques is another fundamental aspect for guaranteeing both
data confidentiality and privacy. Traditional systems include k-
anonymity, 1-diversity, t-closeness (Li et al., 2007; Rajendran et al.,
2017) and make use of techniques such as generalization, suppres-
sion, quasi-identifiers. Their main scope is to obfuscate or conceal
sensitive information in order to control individuals’ identifiability
by third parties. In addition, the adoption of a suitable encryption
scheme, as discussed above, would allow to efficiently transmit, in
a ciphered way, both the data and, eventually, the policies. Some
promising approaches have been cited and could represent rele-
vant starting points for further investigations in the area. In the
IoT/fog computing context, privacy-preserving techniques could be
applied between the fog and the cloud to preserve data privacy
because both have sufficient storage and power. It is challenging,
though, to run such techniques between the fog layer and IoT de-
vices, due to IoT resources’ constraints. One possible solution is
a privacy-preserving technique based on homomorphic functions
(Li et al,, 2010) that could be deployed to maintain the transmit-
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ted data’s privacy. Differential privacy (Yin et al., 2018) is another
technique to ensure the non-disclosure of privacy in the data-
set. Therefore, techniques such as homomorphic encryption can
be used to allow privacy-preserving aggregation at the local fog
gateways without needing decryption. With regards to aggregation
and statistical queries, differential privacy can be applied to en-
sure non-disclosure of privacy of an arbitrary single entry in the
data-set. In such a way, security both during transmission and in
storage is guaranteed. Nevertheless, the computational overhead of
such approaches still represents an issue for constrained devices.

Another fundamental requirement is related to location pri-
vacy. With regards to location privacy preservation, one initial so-
lution is to allow the IoT devices to distribute sensitive informa-
tion about their location among several fog nodes, thus avoiding a
single point of failure on a single fog node. Such a solution could
waste fog resources and increase the delay time, since it requires
a further effort for retrieving the information about location ev-
ery time. Hence, such a solution would be viable to protect users’
privacy only if an efficient privacy-preserving technique based on
partitioning (Tu et al., 2010) the data among fog devices would
be designed. To cope with such an issue, another solution may
be adopted, which is based on an identity obfuscation technique
(Ardagna et al., 2007). It can be used in the fog computing layer for
IoT devices such that fog nodes cannot identify which IoT device is
offloading the data. Hence, what emerges is that location is fun-
damental and easy-to-know information, which should be always
available to allow efficient data processing and exchanges, but it
should be also protected at the same time. The challenge is ever
more critical due to devices’ mobility, which could require a con-
tinuous update of such information.

Trust and rogue node detection. As emerged from the above
discussion, some access control systems typically require the pres-
ence of a trusted party in order to manage access permissions
to resources. Is it possible to envision a system in which parties
are only partially trusted (e.g., honest-but-curious)? Or the end-
devices must trust the fog nodes and, in turn, the fog nodes must
trust the cloud systems? To cope with such issues, the authors in
Alrawais et al. (2017a) propose the realization of a trust model, in
IoT/fog environments, based on the continuous real-time evalua-
tion of the reputation of the entities, taking part in the IoT envi-
ronment. Such a technique can be applied to detect rogue nodes,
when trust measurements are under a certain threshold. How-
ever, in the heterogeneous IoT context it is very difficult to set up
proper rules and artificial intelligence mechanisms able to prop-
erly work. In Fortino et al. (2020), current architectures for mod-
eling trust in IoT and fog environments are deeply investigated.
Instead, the work in Farhadi et al. (2019) envisions the adoption
of blockchain technology for guaranteeing data security in IoT/fog
computing applications. Blockchain mechanisms could represent a
revolution in such a field, despite computational costs must be
taken into account; to cope with such an issue the approach pro-
posed in Wu and Ansari (2020) adopts a cooperative computing
strategy to mitigate and reduce computing power consumption.
Note that solutions addressing the trust and reputation challenge
probably have a low impact in the short term, but could signifi-
cantly boost the chances of IoT and fog computing being adopted
at scale in the long term, mainly in contexts that usually treat high
sensitive information (Yan et al., 2014).

Monitoring, logging, reporting and attack detection. Monitor-
ing, logging, and reporting represent crucial requirements for any
security system, in order to detect attacks and check the ability of
the system to behave as expected in response to certain situations.
In the case of fog computing, such monitoring should extend to the
complete data life-cycle and the whole IoT network. Such an aspect
represents a distinctive feature with respect to traditional monitor-
ing and detection solutions, which usually involve a more limited
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area. Moreover, unlike the cloud servers, fog nodes may be vulner-
able to physical attacks, since they are closer to the end-users. To
ensure end-to-end security, it is also essential to protect fog nodes
against hardware tampering or electromagnetic eavesdropping. An-
other fundamental concern is that most IoT devices and fog nodes
are usually remotely managed. Remote management offers oppor-
tunities for adversaries to conduct various network-based attacks,
and makes the detection and mitigation of these attacks more dif-
ficult and costly. In a fog computing-based network, some monitor-
ing, logging, and reporting tasks on IoT devices can be delegated to
the fog nodes; however, also the behavior of the fog nodes should
be controlled, since they are not considered trusty.

In such a scenario, the main challenge is related to the fact that
new threats, vulnerabilities, or even simple changes in the environ-
ment, may lead to the emergence of new attack vectors. Thus, an
efficient monitoring and reporting system would quickly respond
to the changes in the security landscape, thus preventing or sud-
denly reacting to incoming attacks. Enabling logging and teleme-
try collection on the fog nodes represent essential requirements
in such a direction, to increase situational awareness and contex-
tual awareness. Moreover, support from an events’ analysis engine
is also expected, in order to correctly correlate the events and
changes occurring in the IoT context. Recognized issues will trig-
ger proper notifications for allowing the system to promptly react
to violations and threats. Also, the attack’s propagation should be
inhibited. Such challenges are often overlooked in the realization
of IoT systems, and require more attention by designers and devel-
opers.

It is worth remarking that, when a new solution, protocol, or
method is designed, it should be tested before real deployment.
Hence, the availability of simulation environments specifically tar-
geted to fog computing becomes urgent. Until now, the most popu-
lar existing toolkit for modeling and simulating the resource man-
agement techniques and protocols of fog computing is iFogSim
(Gupta et al.,, 2017).

6. Conclusion

The fog computing-based approaches showed many advantages
to overcome scalability and interoperability issues in the IoT era,
where more and more devices are connected in the real world,
thus generating a huge amount of data to be processed and shared.
The spreading of fog computing design solutions is even more en-
couraged by the diffusion of IoT applications, such as smart cities,
smart buildings, smart transport, smart health, and so on, but also
by the increasing adoption of 5G connectivity. The paper has pre-
sented various facets of security and privacy requirements, issues,
and challenges in the IoT context, adopting fog computing. Con-
cerning security and privacy in the fog layer, insights have been
provided on available solutions, also pointing out open challenges
and hints for future research directions. Some aspects of secu-
rity and privacy-preserving solutions are more mature than others,
such as access control and encryption mechanisms; while other
ones deserve more attention in the next future, such as key man-
agement, location privacy, trust models, and monitoring systems
to foster attack detection and prevention. We do hope that the
discussion we provided can be of interest to various audiences,
including most notably Ph.D. candidates, research consortia, and
the IT industry, in order to pursue the realization of secure and
privacy-aware, efficient loT-based fog computing infrastructures.
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