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Abstract—The application domains of Wireless Multimedia 

Sensor Networks (WMSNs) range over multimedia 

surveillance systems, traffic monitoring and control in 

urban/suburban areas, support to military and/or anti-

terrorism operations, telemedicine, assistance to disabled 

and/or elderly people, environmental monitoring, secure 

localization of services and users, industrial process control. In 

order to ensure a broad deployment of such innovative 

services, strict requirements on security, privacy, and 

distributed processing of multimedia contents should be 

satisfied, taking also into account the limited technological 

resources (in term of energy, computation, bandwidth, and 

storage) of sensor nodes. Thus, with respect to classic Wireless 

Sensor Networks, the achievement of these goals is more 

challenging due to the presence of multimedia data, which 

usually requires complex compression and aggregation 

algorithms. In order to provide a unifying synthesis on the last 

achievements, this survey summarizes the main findings on 

secure WMSNs proposed in the literature and forecasts future 

perspectives of such a technology.  
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I.  INTRODUCTION  

The high and ever growing availability of low cost 

multimedia devices (such as videocamera and microphones 

with CMOS technology) and wireless communication 

systems (such as those proposed by the families of standards 

IEEE 802.11 and 802.15 [4]) fostered the development of 

Wireless Multimedia Sensor Networks (WMSNs). The 

CMOS technology allows one to embed into a unique 

device a lens, an optic sensor and the logic components that 

are required for the execution of algorithms to process 

digital signals, such as the ones that are used for images’ 

stabilization and compression [8]. Such an input device can 

be connected (for instance, by means of modules Cyclops 

[9]) to already available wireless sensors (for instance 

Crossbow, MICA2 or MICAZ [10]). The resulting 

connection is a multimedia sensor equipped with images 

acquisition and processing functionalities, communication 

interfaces, memory modules, power supply and control units 

[3]. Imote, Imote2 and Stargate are some other examples of 

recently released multimedia sensors [10,19]. A WMSN is 

composed of numerous multimedia sensors that exchange 

sensed data with sinks using a wireless channel (see Fig. 1). 

WMSNs are used in many contexts and therefore their 

application domains are continuously growing: they range 

over indoor/outdoor surveillance systems, traffic monitoring 

and control systems for urban and sub-urban areas, systems 

supporting telemedicine, attendance to disable and elderly 

people, environment monitoring, localization and 

recognition of services and users, monitoring and control of 

manufacturing processes in industry [1, 69]. Such services 

could also integrate geographical wireless communication 

technologies such as 3G or LTE [5, 6]. Moreover, the 

presence of multiple video sensors allows one to extend the 

artificial field of vision by means of numerous points of 

view, and also to use sensors with different resolution for an 

analysis of the monitored fields based on different 

qualitative levels [1, 3].  
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Figure 1: Wireless Multimedia Sensor Networks Architecture. 

 

The requirements of the multimedia monitoring applications 

state new problems that the wireless communication and 

processing infrastructures have to solve to assure the desired 

Quality of Experience (QoE). Such problems include the 

limited power resources and computational capabilities [8-

10,14], the computational complexity of compression, 



aggregation, and distributed processing, the overload to 

manage security/privacy policies and Quality of Service 

(QoS).  

With respect to classic Wireless Sensor Networks (WSNs), 

the constraints, imposed by the computational capacity, the 

memory and energy resources, become more critical. In fact, 

in the context of WMSNs, security and privacy policies 

have to be combined with complex algorithms for 

compression and distributed processing of multimedia 

contents. As a consequence, WMSNs require tools and 

methodologies different from the ones proposed for 

common WSNs [2]. The innovative features of this research 

field are also underlined by the promising technological 

innovations in the area of nano-technologies, that can 

significantly increase the computational capabilities of 

sensors [42,59]. 

Although the international scientific community has 

proposed interesting architectural and technological 

solutions [15-18], a lot of work is required to build secure 

WMSNs. In fact, in order to ensure a wide deployment of 

WMSN-based services in the real world, the whole WMSN 

paradigm should be reformulated by having security and 

privacy as fundamental requirements. In other words, each 

single algorithm and/or technology employed in this kind of 

networks have to be designed by properly taking into 

account security and privacy. From now on, we will refer to 

this design rule as integrated approach that is a design 

considering a security framework in which all WMSN 

requirements are satisfied.  

Many works in the literature concern the processing of 

images (compression, extraction, analysis and aggregation) 

[23-26], some works concern the problem to transmit 

multimedia contents by means of wireless networks [27, 28], 

and therefore while other works are focused on real-time 

applications [11, 12]. Notice that although privacy and 

security policies play a fundamental role in the context of 

WMSN applications, they are often underestimated 

whenever new algorithms or architectural and technological 

solutions are proposed [1, 7]. For instance, consider the high 

critical, sensitive and reserved information managed by 

networks that support telemedicine or monitoring services in 

countries threatened by terrorism. The research on secure 

WMSNs is oriented to the definition of solutions that, 

depending on the application context, adequately satisfy the 

requirements of security, privacy, and quality of the 

transmitted data as well as power consumption. 

To provide a comprehensive view of the contributions of the 

scientific community in this field and to accelerate their 

future convergence towards unifying solutions, this survey 

summarizes the main findings on secure WMSNs and 

forecasts future perspectives of such a technology. In 

particular, our work is mainly conceived to discuss in depth 

about existing and/or upcoming solutions for open security 

issues in WMSNs. With respect to previous surveys on 

WSNs and WMSNs, such as [1, 7, 41, 60, 69, 72, 74], 

which are mainly devoted to the analysis of general security 

issues and DoS attacks, the attention here will be focused on 

scientific proposals for authentication, secure node 

localization, privacy policies, trust management, and data 

aggregation/compression,  which have been explicitly 

conceived to face with security and privacy, or which can be 

easily extended to cope with them. We highlight that we 

will separately show the study of these issues, but an 

effective WMSN design requires the integrated approach 

mentioned above. More specifically, the future direction of 

research for secure wireless multimedia sensor network 

should satisfy not only a specific security requirement, but 

all the security/privacy  and quality of service issues. 

The work is organized as follows: Section II focuses on 

authentication mechanisms, secure localization algorithms 

and trust management; Section III deals with privacy 

aspects; Section IV faces with secure compression and 

aggregation algorithms. Finally, Section V  discusses future 

research directions and states final considerations. 

II. AUTHENTICATION, SECURE LOCALIZATION AND 

TRUST MANAGEMENT  

So far only a part of the security solutions used in WMSNs 
fully complies with the peculiarities of these networks. In 
fact, in some cases, known schemes of WSN can be 
effectively reused without any significant modifications. In 
other cases, instead, the schemes adopted in WSN could be 
improved by leveraging on the capabilities of multimedia 
sensors. In particular, this is true when we consider 
authentication, node localization, and, in general, trust 
management. Solutions to these problems are typically 
inherited from WSNs. But we need to characterize them with 
respect to the new application context. 

It is well known that wireless communications make 
security and privacy requirements critical because they 
increase the vulnerabilities and the threats on the integrity 
and confidentiality of the transmitted data. For these reasons, 
authentication mechanisms [20] are required to guarantee the 
correctness and the confidentiality of data. For instance, 
watermarking technique is an effective vehicle to assert and 
assure the image data authentications [20]. Moreover, due to 
the high number of sensor nodes, such systems could contain 
control units that broadcast commands and data to the nodes. 
As a consequence, the authenticity of these data and 
commands is a critical requirement for the correct behaviour 
of a WMSN. Actually, it is really a complex problem to 
guarantee the correct broadcast authentication of the 
messages transmitted by control units, since the broadcast 
authentication algorithms that are currently available in the 
literature [31-33] do not adequately satisfy the QoS 
requirements of multimedia signals.  
At present, no solution is specifically deployed for WMSNs. 

Therefore, new approaches exploiting the characteristics of 

multimedia nodes should be developed. In particular, it is 

now possible to think at new solutions based on public key 

digital signature schemes [75]. The capabilities of 

multimedia nodes can be used to simplify the authentication 

procedures and to realize more effective key management 



approaches based on asymmetric cryptography. This 

research direction could be supported by nanotechnology 

based solutions, which promise to greatly enhance the 

capabilities of sensor nodes [42]. In the literature some 

schemes [76, 77] have been proposed in the field of wireless 

sensor networks, but they cannot be effectively applied to 

WSN due to the memory and processing limitations of 

sensors. On the contrary WMSN sensors should be able to 

support new solutions based on multimedia content (e.g., 

schemes based on  watermaking [20,21]) .  

According to the proposed vision of an integrated design 

approach, the problem of the authentication is strictly 

related to the secure node localization issue, given that 

authentication can be used to ensure reliable information. 

Due to the distributed nature of WMSNs, in several 

application scenarios [34, 35] the localization of the 

multimedia sensors is required to assure the supply of the 

services. Therefore, the integrity and confidentiality of 

localization information are fundamental and it is necessary 

to define countermeasures versus possible malicious attacks. 

Authentication mechanisms can improve the security of the 

localization information, but they are not enough to 

guarantee the complete reliability of the contained 

information [36]. Moreover, although further approaches 

were defined to address such an issue [37, 38], they do not 

adequately satisfy some requirements, such as the real time 

scheduling constraints imposed by some multimedia 

applications.  

Issues of authentication and secure localization information 

fall in the general problem of the trust management. In a 

distributed and collaborative environment like a WMSN, 

trust management becomes a real challenging aspect. The 

analysis of the trust relationships among the components of 

a network drives one to choose ad hoc security oriented 

countermeasures that aim at guaranteeing the protection of 

data, the secure routing, the exchange of localization 

information, and so on. However, the definition of an 

effective model of trust becomes a complex task in a highly 

distributed environment characterized by strict performance 

requirements. Each node should be equipped with an 

autonomous evaluation and analysis capabilities that aim at 

measuring the trust relationships with the other members of 

the network; notice that such relationships depend on the 

communication and cooperation needs of the nodes. In other 

words, it is required to move from the classic centralized 

and static approach proposed for the most widely used trust 

management solutions, to adopt a fully distributed and 

dynamic approach that assumes that no trust relationship is 

defined a priori among the nodes of the network. At present 

only few solutions are available [39-40], but they cannot be 

applied to WMSNs due to the relevant computational effort 

required by the multimedia traffic and to the real-time 

constraints that are not suited to the limited power resources 

of current sensor nodes.  

 

III. PRIVACY  

WMSNs handle and collect a great amount of data of 

different nature, which may provide some kind of 

information on individuals in both a direct or indirect form, 

i.e., they may specify explicit information on individuals, or 

they may be used to infer information on them. As a 

consequence, under some circumstances, data may be used 

to violate the privacy of individuals. 

Privacy has received increasing attention from companies, 

researchers and legislators. Legislative acts, such as the 

European Union Directive for personal data [51], the Health 

Insurance Portability and Accountability Act for healthcare 

data [52] and the Gramm Leach Bliley Act [53] for financial 

institutions, require governments and enterprises to protect 

the privacy of their citizens and customers, respectively. 

Privacy is a key requirement for numerous application 

scenarios of WMSN. As an example consider the systems of 

telemedicine or of military surveillance. In both the cases, 

data are sensitive and are required to be adequately 

protected. In other words, in such contexts it is fundamental 

to guarantee the confidentiality of the communication 

among the nodes within the network and between the nodes 

and the sink. 

WMSNs run the risk of individual privacy violation due to 

possible unauthorized access to data that are handled by the 

networks. This threat is mainly attributable to vulnerabilities 

of WMSN such as the wireless nature of the communication 

channels, the remote access to data and the huge quantity of 

multimedia data that are exchanged within the network. 

Notice that with respect to traditional WSN the data traffic 

is far bigger, hence it may be more easily to perform privacy 

attacks. 

Attacks versus privacy that exploit these vulnerabilities can 

be classified into two distinct macro-types of techniques 

[43,44]:  

- Eavesdropping. Due to the wireless communication 

channel, data can be discovered (and used to attack the 

privacy of individuals referred to by those) by sniffing 

the messages exchanged by the network nodes. 

- Masquerading. Data can be retrieved by means of some 

malicious nodes that misroute the packets and mask their 

real nature behind the identity of nodes that are 

authorized to take part to communication. 

The design of privacy protecting mechanisms is a 

challenging problem for the intrinsic characteristics of 

wireless multimedia sensor networks. More specifically, it 

is required to take into account the limited computational 

capabilities of the sensor nodes as well as the low power 

resources of sensors. Moreover, it is necessary that privacy 

enabling solutions do not affect the quality of service, as an 

example in case of video streaming applications it is 

fundamental that the privacy solutions do not compromise 

the fluency of the transmission. 

The literature reports three different types of solutions that 

aim at hindering such attacks: anonymity mechanisms based 

on data cloaking [43, 47], privacy aware mechanisms based 



on secure communication channels [45] and privacy policy 

based approaches [50]. Some of the proposed solutions are 

specifically designed for WMSNs, other are designed for a 

generic WSN or are general privacy solutions that can be 

also applied to WMSNs. 

 

A. Data cloaking 

Data cloaking anonymity mechanisms aim at hiding the 

informative content of messages by perturbing data 

according to specific patterns/criteria.  

Some data cloaking approaches, which were specifically 

designed for WSN, but can be also applied to WMSN, are 

the ones proposed in [43, 46-48]. These works concern 

mechanisms to decentralize sensitive data. More 

specifically, the basic idea of the former approach is to 

distribute the sensed location data through a spanning tree. 

Each node handles only a part of the original sensed data 

and no node holds the complete view of the original data. In 

this case the cloaking is made by splitting the data in 

multiple chunks. Notice that such a technique is very 

effective against eavesdropping. In order to retrieve the 

complete data that might allow one to execute privacy 

attacks, one should sniff the communication of all the nodes 

of the spanning tree. 

Other cloaking techniques proposed in the literature are 

expressly dedicated to protect the localization of nodes [43, 

46, 85, 86]. Notice that although these solutions are not 

specifically defined for WMSN, they can be applied to these 

networks whenever it is required to deal with localization 

data provided in conjunction with multimedia content, for 

instance in case a multimedia node is also equipped with a 

GPS component. For instance, [43] proposes a solution that 

guarantees the anonymous usage of location based 

information. The solution consists of an algorithm, which 

regulates the granularity of location information to meet 

certain specified anonymity constrains. In this case the 

cloaking is operated by obfuscating some details of the 

sensed data. Another work [87] proposes an approach that 

alters the traffic pattern with some bogus data that obfuscate 

the real position of the nodes. In this case the cloaking 

consists in the additional artificial noise.  

A similar technique, proposed in [81], is expressly designed 

to enable privacy in vision rich systems built on WMSNs. 

Another example of data cloaking is provided by Lo et al. 

[79] that introduce an automated homecare monitoring 

system for the elderly, named UbiSense. The UbiSense 

WMSN employs low-cost video sensors embedded in the 

environment along with body sensors and radiofrequency 

identification (RFID) in order to conduct gait and posture 

recognition of the elderly. Monitoring of changes  in gait 

and posture provides telltale signs of the onset of a physical 

accident or disease, providing an automated way to alert 

necessary caregivers when needed. To address the invasive 

nature of this approach, image processing is conducted 

directly at the camera that converts the video information 

into abstractions containing only shape and outline 

information necessary to recognize gait and posture 

anomalies. Only the abstractions are communicated and 

processed within the network, assuring a form of privacy. 

The work of [81] describes another interesting distributed 

cloaking approach for WMSN. The proposed approach 

combines solutions of signal processing, networking and 

cryptography. Each visual sensor in a cluster acquires 

correlated data and generates a share that is transmitted to 

the BS (Base Station) along disjoint multi-hop paths. The 

BS reconstructs aggregated data, given most of the shares, 

while a corrupt node cannot, given its limited access to a 

small fraction of shares. In the network no sensors have a 

complete vision, a complete knowledge, but only partial 

information. In this way the network is protected from both 

privacy attacks. The algorithm proposed in [81] sacrifices 

unconditional secrecy to provide a lightweight security 

solution realizable for lower cost sensors. The solutions is 

based on a visual secrecy measure that degrades 

proportionally to the number of shares of an eavesdropper. 

Such a relaxed definition of secrecy is based on an 

distortion perceived by an eavesdropper and has been 

proposed in the literature [83]. The definition reduces the 

complexity of pixel-by-pixel computations and reduces the 

size of the shares in comparison to traditional visual secret-

sharing solutions [84] reducing storage and bandwidth 

complexity, which are of great importance in WMSNs. 

 

B. Secure communication channels 

A further approach is based on the usage of secure 

communication protocols to hinder eavesdropping and 

active attacks. In this case the cloaking is executed by 

means of encryption techniques. The aim of this technique 

is to guarantee the confidentiality of data by hiding their 

actual content. 

Some solutions such as the protocol SPINS [45] originally 

designed for generic WSN can also be applied to WMSN; 

other proposals, like [80], are specifically defined for 

WMSN. Fidaleo et al. [80] introduce the networked sensor 

tapestry (NeST) architecture designed for the secure 

sharing, capture, distributed processing, and archiving of 

multimedia data. The NeST infrastructure is developed to 

facilitate the fast prototyping and deployment of WMSNs 

for a wide variety of surveillance applications including 

battlefield assistance and structural monitoring. To facilitate 

societal trust in WMSNs, the authors introduce the notion of 

Bsubjective privacy in video where the behavior, but not the 

identity, of an individual under surveillance is conveyed. 

Their approach to privacy involves processing of the raw 

sensor data in order to remove personally identifiable 

information. The resulting data, approved for public 

viewing, are communicated in a network that employs the 

secure socket layer protocol (SSL) [88] and client 

authorization for network level protection. 

 



C. Privacy policy based approaches 

An alternative solution to cloaking and secure 

communication channels is represented by policy based 

techniques. 

In order to use WMSNs as indispensable tools of every day 

life it is required that their nodes comply with privacy 

policies, which aim at protecting the handled and 

transmitted data. Privacy policy based approaches [50, 54- 

56] state who can use individuals data, which data can be 

collected, for what purpose the data can be used, and how 

they can be distributed.  

A common policy based approach addresses privacy 

concerns after data have been collected [56]. In other words,  

this type of solution is provided for sinks that receive data 

from nodes and have to handle such data adequately. Notice 

that this solution do not assure the privacy during the 

communication phase, as a secure communication channel 

solution makes, hence it may be subject of both 

eavesdropping and active attacks. However, it can be used 

in combination with other policy based or data cloaking 

solutions.  

Wickramasuriya et al. [82] present a privacy-preserving 

video surveillance system that monitors subjects in an 

observation region using video cameras along with localized 

sensors. The localized sensors include RFID tags that 

wearied by subjects and motion detectors placed within the 

observation environment. The motion detectors are used to 

turn the video cameras on or off, while the RFIDs of the 

subjects provide information that specify which individuals 

are entitled to privacy. The information from the various 

sensors is fused with the video data, resulting in a video 

stream with only authorized subjects being masked through 

image processing.  

Other works [49] address the access control and 

authentication issues, for instance Duri et al. [50] propose a 

policy-based framework for protecting sensor information. 

At present the existent solutions that guarantee the privacy 

of data in the context of WMSNs are still in a primitive state 

and many open problems still exist and are yet to be 

discovered, hence, further research work is required in this 

field [29, 30, 81]. 

IV. SECURE COMPRESSION AND AGGREGATION OF 

MULTIMEDIA CONTENTS 

Compression techniques and aggregation algorithms for 

multimedia contents are crucial to reduce the amount of 

transmitted data and to save energy and processing 

resources in WMSNs. So far, many compression schemes 

have been proposed as described in the surveys [60, 72]. 

Nevertheless, the problem of aggregating multiple 

compressed frames coming from different video sensors 

while guaranteeing the expected security level is still a open 

research area. In fact, due to the complex compression 

operations, the distributed elaboration of the multimedia 

contents and the limited bandwidth and power resources of 

WMSNs, it is necessary to introduce secure aggregation 

algorithms that decrease the total amount of information to 

elaborate, transmit, and protect at the same time the quality 

of the multimedia message. The literature provides a great 

variety of end-to-end and hop-by-hop secure aggregation 

protocols [89]; Wang et al. [41] propose a survey on the 

most important solutions, but they can be hardly applied to 

multimedia data. For instance, the encryption of images is a 

highly power consuming task [21], hence the most 

innovative solutions come to the arrangement to adopt 

selective encryption schemes for the multimedia contents 

[22, 62-66]. In such contexts, thanks to the flexibility of 

standard codings such as JPEG2000 [13], it is possible to 

describe an image as composed of different and mutual 

integrable qualitative levels, and to encrypt only the data of 

the basic level, by making useless any attack oriented to the 

theft of no encrypted transmitted data [61]. A possible 

research direction is based on exploiting compression 

algorithms that do not strictly require entropy coding, such 

as  Set-Partitioning In Hierarchical Trees image. In fact,  

since entropy coding requires  a high computational effort, 

the energy efficiency of the WMSN would be improved [72, 

73]. 

To take into account the costs deriving from the secure 

aggregation of multimedia contents, in [67] a method for 

optimizing the placement of aggregation nodes has been 

proposed. It consists in a distributed algorithm that 

dynamically setups and modifies aggregation routes by 

taking into account both transmission and aggregation costs. 

The algorithm is a distributed version of the offline 

Adaptive Fusion Steiner Tree algorithm [68], whose 

rationale is to perform data aggregation when there exists 

sufficient data redundancy to justify the costs deriving from 

the aggregation. 

In [70] a method has been conceived to discard video 

frames by taking into account both the node status and the 

impact of frame losses on the overall video distortion. It is 

based on an advanced prediction model of H.264 video 

sequences [71]. By applying it,  each node of a WMSN is 

able to select which video frame can be discarded without a 

significant impact on the overall video quality, thus 

allowing the finding of an optimal trade-off among resource 

consumption and QoE. 

Starting from this big picture, it appears that research on 

secure aggregation of multimedia contents is still 

fragmented and that more efforts are required to address it 

in a comprehensive way. 

V. CONCLUSIONS AND PERSPECTIVE OF SECURE 

WMSNS 

Secure wireless multimedia sensor networks provide 
many interesting applications, but  the diffusion of such a 
technology  in real life requires the adoption of an integrated 
approach that satisfies both security/ privacy and data 
aggregation/ compression requirements. For this reason, to 
conclude our analysis and to remark the main open issues in 
secure WMSNs, herein we summarize driving directions for 



future research (Fig. 2). In particular, we identify the 
following big challenges: 

Efficient management of QoS and QoE 
At present, such a issue is being addressed by means of  
cross layer approaches and ad-hoc scheduling algorithms. 
The standards IEEE 802.11e and 802.15.3 represent the 
reference solutions, since they are equipped at MAC level 
with those mechanisms that are required to manage the data 
flow under different QoS requirements. Moreover, the use of 
new communication technologies based on cognitive radio 
networks [8] should be investigated in the future to further 
improve the management of QoS and QoE. A possible 
approach should adopt optimization techniques that properly 
encompass the contrasting requirements of a WMSN to 
assess the most suitable communication technology, 
encoding/processing technique, and security policies for a 
given application context. 
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Figure 2: The path to secure WMSN. 

Privacy  
The privacy solutions described in this paper focus on the 
specific aspects of data cloaking, secure communication 
channel, definition of privacy policies. Each solution 
satisfies only specific requirements for ad-hoc problems, in 
other words, no single proposal is able to provide a complete 
privacy solution for WMSNs. The study of integrated 
theoretical solutions, as well as the development of HW/SW 
platforms supporting those, represents a great challenge for 
the scientific community. A possible approach towards the 
achievement of this goal passes through the definition of a 
privacy model for WMSNs. The model should support the 
definition of privacy enabling mechanisms that overcome the 
limits of WMSN. The model may be used in combination 
with both data cloaking mechanisms and some other privacy 
policy based approaches presented in Sec. III. 
The model should also support the definition of enforcement 
schemes that guarantee the correct and automatic application 
of the privacy policies defined for WMSNs. The 
enforcement mechanisms indicate the actions that are 
required to be executed in case behavioral anomalies are 
identified. 

Trust management 
A new framework for trust management should be 
introduced exploiting the capabilities of multimedia sensors 
(e.g., based on public key digital signature schemes; 
watermarking schemes). In this context, all the data 
exchanged among nodes have to be trusted, above all 
information related to authentication and localization data. 
For this reason, research should focus on the development of 
a flexible framework usable in several application scenarios. 

The main efforts should be devoted to rethink and adapt 
schemes already exploited in other distributed  systems. 

Development of a platform 
The platform should allow the integration of existing and 
upcoming solutions, such as aggregation algorithms, secure 
localization and so on by considering QoE, security, privacy 
and technological constraints. The reference platform should 
be hierarchical. In fact each level of the hierarchy could use 
different technologies and protocols/algorithms. These 
research efforts could be a fruitful opportunity to foster new 
collaborations among different academic and industrial 
groups around the world. In fact, the aim of developing a 
solid reference architecture needs expertise coming from 
many scientific fields and could be the key to go towards 
new integrated design solutions for secure WMSNs.  

Development of nano-technology 
This technology [42, 59] should allow to overcome the 
constrains imposed by the currently available technologies to 
supply distributed and secure monitoring services based on 
WMSNs. Upcoming solutions coming from this promising 
field should be encouraged and timely exploited in order to 
design next generation monitoring applications. 
 
All these issues should be solved jointly in an integrated 
approach; only in this manner it is possible to design a real 
secure WMSN. 
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