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Abstract— Sparkplug [1] is an emergent open-source software
specification for Industrial Internet of Things (IIoT) systems,
designed to favor data integration and device interoperability in
an MQTT infrastructure. Although the security issues of IloT
systems can have relevant safety implications, Sparkplug only
provides basic security features and essential, coarse-grained
access control (AC) mechanisms. Effective AC solutions for
Sparkplug-based IIoT systems still need to be designed, and,
due to the Sparkplug’s increasing popularity and its recent
definition as an ISO Standard [1], this has become a crucial
need. To fill this void, this paper proposes an approach to
efficiently enforcing fine-grained AC in Sparkplug-based IIoT
systems. In particular, we define a fine-grained discretionary AC
model and a related reference monitor implementing an efficient
enforcement mechanism. Early performance evaluations show
a reasonably low time overhead.

I. INTRODUCTION

The industry has become a key application domain for
the Internet of Things [3]. By interfacing industrial control
systems (ICSs) to the Internet, companies can improve the
effectiveness and efficiency of industrial operations, produc-
ing better products at a lower cost [3]. The Industrial Internet
of Things (IIoT) is an emerging paradigm that connects ICSs
to enterprise systems, business processes, and analytics [4].
IIoT systems integrate Operational Technology (OT), used
for the backend production, with Information Technology
(IT), for the management of core functions.

The safety-critical nature of manifold industrial operations
makes the security protection of IIoT systems a key re-
quirement. Security problems can cause equipment damage,
regulatory issues, and even personal safety hazards. To create
broad industry consensus on securing I[oT systems, the
Industry IoT Consortium (IIC) has proposed the Industrial
Internet Security Framework (IISF) [4]. However, the general
guidelines proposed in [4], probably finalized to maximize
the framework applicability, make IISF rather generic [5].
Specialized directives for IIoT system classes are therefore
needed to make it applicable in real-life deployments.

In this work, we target a relevant class of IIoT systems,
that is, those systems designed to operate with Sparkplug [1].
Sparkplug is an emerging open software specification re-
cently defined as an ISO standard [1], which has been
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designed to favor data integration and device interoperability
in an MQTT [6] infrastructure. The relevance of Sparkplug
within IIoT has been corroborated by several studies (e.g. [7],
[8]). A Sparkplug system comprises MQTT servers and
specialized MQTT clients that communicate by means of the
publish/subscribe paradigm, exchanging MQTT messages
with a standardized topic namespace and payload structure.
Sparkplug messages are defined as collections of metrics,
namely properties that refer to diagnostics and state values.

Access control (AC) is a core security feature whose
efficient enforcement can significantly contribute to secure
IIoT systems. IIoT systems often integrate AC solutions
designed for the more general IoT domain [13]. The leading
AC model families for IoT comprise CapBAC, UCON,
RBAC, and ABAC (e.g., see [14]). Frameworks referring
to CapBAC, like [15], materialize access authorizations into
capability tokens assigned to subjects, who must prove their
authorizations by presenting the received token. In contrast,
UCON frameworks, such as [12], grant authorizations when
access control conditions that refer to mutable subjects,
objects, and environment attributes are satisfied. Authoriza-
tions are adapted to attribute changes. On the other hand,
RBAC frameworks, like [16], grant privileges to users via
role assignments. Finally, ABAC frameworks [17] authorize
access when conditions on subjects, objects, and environment
attributes are satisfied.

Although basic, access control lists (ACLs) are still pop-
ular and a subject of research. For instance, Dong et al. [11]
proposed an approach to reduce the enforcement overhead
of ACLs. The efficiency is attained by mapping user permis-
sions into low-dimensional vectors in the Euclidean space,
and using vector operations instead of rule traversing.

Crosscutting to the employed AC model, several recent
works propose AC frameworks that leverage blockchain tech-
nology (e.g., [13], [19]). For instance, [13] proposes a solu-
tion where the role-based, rule-based, and organization-based
AC strategies are combined to develop a hybrid approach
for smart contracts. In contrast, a Hyperledger Fabric-based
implementation of an AC mechanism is proposed in [19],
where the blockchain is used to deploy access policies and
ensure the integrity of zero-knowledge proofs from tamper-
ing and cyberattacks. However, blockchain-based approaches
typically suffer from a significant enforcement overhead.

Sparkplug supports essential, coarse-grained AC mecha-
nisms based on ACLs. Policies specify a client’s authorized
read/write topics, and access is granted for any message
with a compliant topic. This simple paradigm is unable to
support relevant security requirements, such as the possibility



of granting access only to selected metrics. Therefore, more
effective AC solutions are required, but we are unaware of
other research initiatives on AC for Sparkplug.

Within a Sparkplug systems the communication is enabled
by MQTT, and although the literature proposes a variety of
solutions to secure MQTT ecosystems (e.g., see [18] for
a recent survey), only a few works have focused on AC
(e.g., [9], [10], [12]). In addition, these AC solutions appear
unsuited to Sparkplug. Even the finest-grained enforcement
mechanism proposed in [10], operates at the message level,
and therefore is too coarse-grained for Sparkplug systems.
Indeed, by enforcing AC at the message level, a Sparkplug
message addressed to a subscriber would be either blocked
or received with all the metrics it comprises. In contrast,
a subscriber should receive Sparkplug messages with just
the metrics it can access, and any message should only
comprise the metrics authorized for its publisher. In addition,
the access should be granted based on conditions over the
metrics’ value and metadata.

Example 1 Let us consider a manufacturing company
that is planning to integrate third-party analytics into its
Sparkplug-based IIoT system, to analyze the production
process and optimize the machine workload. This service
should be authorized to read only a subset of the metrics
generated within the IIoT system. In addition, only the
metrics that have not been marked as sensitive should be
accessed. Moreover, this service should not issue commands
to the machines, except for commands requesting message
retransmissions.

To address the access control requirements of the example
above, in this paper, in line with the reference architecture we
envisaged in [2], we propose a fine-grained discretionary AC
model that operates up to the metrics level, granting subject
access based on conditions referring to metric properties. We
complement the AC model with the design of a reference
monitor that implements an efficient enforcement mechanism
seamlessly integrated into the Sparkplug architecture. Our
monitor intercepts any Sparkplug message sent by/to MQTT
clients and, based on the applicable AC policies, either
blocks the message or consents the transit of an authorized
view from which the unauthorized metrics are removed.

We have implemented a reference monitor prototype to
experimentally assess the efficiency and scalability of the
enforcement mechanism. The early experiments we have run
show a reasonably low time overhead on varying the size of
the AC policy sets and the number of clients.

The remainder of the paper is organized as follows.
Section II provides a short introduction to basic background
concepts on Sparkplug. Section III introduces the proposed
AC model for Sparkplug systems, whereas Section IV the
enforcement mechanism and the design of the reference
monitor. Section V presents our experimental performance
evaluation, and finally, Section VI concludes the paper.

II. SPARKPLUG

A Sparkplug system comprises specialized MQTT clients
operating as: i) edge nodes, ii) primary applications, and iii)
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Fig. 1. Sparkplug system architecture

secondary applications, which communicate by means of an
MQTT server (see Figure 1).

Edge nodes are gateways that control devices like sen-
sors and PLCs, and allow them to communicate with the
remainder of the MQTT infrastructure. Edge nodes and
related devices are organized in groups. The grouping is
commonly based on shared properties (e.g. the location).
Primary applications are SCADA/IIoT hosts that control
edge nodes and devices. Finally, secondary applications are
components, like analytics services, which process edge node
and device data and possibly send them commands.

Communication among applications and edge nodes is
achieved by exchanging Sparkplug messages, namely MQTT
application messages with specific payload and topic struc-
tures. The payload of a Sparkplug message aggregates
properties, referred to as metrics, which typically denote
diagnostics, current state values, and metadata. The topic of
a message specifies the components to which that message
should be addressed and the message type. Table I lists the
supported message types.

TABLE I
SPARKPLUG MESSAGE TYPES

NBIRTH/DBIRTH An edge node/device is online. Provides informa-
tion related to the handled metrics.

NDEATH/DDEATH  An edge node/device went offline.

NDATA/DDATA One/multiple metrics handled by an edge
node/device changed value.

STATE The primary application changed state from on-
line to offline or vice versa.

NCMD/DCMD Request by an application to modify the value of

metrics controlled by an edge node/device.

Sparkplug supports the Report-by-Exception (RbE) com-
munication strategy, based on which states and data are only
published when change.

III. THE ACCESS CONTROL MODEL

The proposed AC model allows security administrators
to specify policies regulating the exchange of Sparkplug
messages by authorized subjects. Subjects are MQTT clients
operating as edge nodes, or primary and secondary ap-
plications (cfr. Section II), that aim to publish or receive
Sparkplug messages. A subject s operating as an edge node,
a primary or secondary application, is identifiable through
its MQTT client identifier, hereafter denoted cid. However,
a subject operating as an edge node e can also be referred



to by concatenating the name of the group gid to which e
belongs (cfr. Section II), and the unique identifier eid of e
within this group.

Protection objects o of the proposed AC model are the
messages that subjects seek to exchange. They are modeled
as pairs ( tp, pl ), where tp specifies the topic of the Spark-
plug message, and pl is the payload of the message. The
payload format depends on the message type (cfr. Table I).
NBIRTH, DBIRTH, NDATA, DDATA, NDEATH, DDEATH,
NCMD, and DCMD messages are defined by aggregation of
metrics. The payload of these messages is characterized by
a field timestamp, specifying the time at which the message
is issued, and a field metrics, which keeps track of a list
of metrics, each defined as a record characterized by the
fields name, value, dataType, and timestamp, which denote
the metric name, value, the data type of that value, and the
time at which the metric has been set. Additional fields could
also be used to specify optional metadata. For example, a
sensitivity property could be used to refer to the sensitivity
level of the metric. In contrast, the payload of STATE
messages is modeled as a record with the fields online and
timestamp and does not include any metric.

AC can be enforced at the message granularity level for
any Sparkplug message type, and at the metric level for
messages of type NBIRTH, DBIRTH, NDATA, DDATA,
NDEATH, DDEATH, NCMD, and DCMD. Therefore, AC
policies can authorize access to entire messages, or to
message views, defined by referring to the same topic as
the original messages, and payloads with metric lists ex-
clusively composed of authorized metrics. Access privileges
are granted based on the satisfaction of conditions, that
is, boolean expressions built by the composition of ob-
ject attributes, mathematical, logical, and set operators, and
predefined functions that allow the processing of attribute
values. To ease and shorten the notation, we refer to the
metrics and related metadata properties directly by name,
rather than through the path to these object attributes within
the message payload.

Definition 1 (Access control policy): An access control
policy p is a tuple (sid, ff, exc, pr, c¢d), where: i) sid refers to
the identifier of the subject constrained by p; ii) #f is a topic
filter that denotes the topic of the messages covered by p; iii)
exc is the list, possibly empty, of the metrics to be excluded
from the message payload, hereafter denoted as exception
list; iv) pr specifies the read /write privileges granted by p;
whereas, v) cd specifies the condition on object attributes for
granting the access.

Example 2 Let us reconsider the scenario introduced in
Example 1. Suppose the Sparkplug system comprises the
analytics service aj, operating as a secondary application,
and the edge node e; of the group g;, which handles the
metrics mt,, mty,, mt., and mt,. Let us focus on the definition
of a policy p that grants a; read access to NBIRTH messages
generated by ej. Suppose p grants access to the whole
payload of NBIRTH messages except for the metric mt,
if the current value of this metric is greater than 5 or if

it has been marked as sensitive. Policy p can be specified
as (aj, spBvl.O/GI/NBIRTH/EI, [mt.], r, mt..value> 5V
mt,.sensitive= true)

IV. ENFORCEMENT

The access control model described in Section III, allow
the specification of fine-grained access control policies to
protect message exchange in a Sparkplug system. To enforce
these policies, we define an enforcement mechanism based
on authorized message views, where any Sparkplug message
m that a subject s seeks to access is substituted by the
authorized view of m for s, namely a copy of m exclusively
composed of metrics authorized for s, according to the
specified access control policies.

In what follows, we start introducing the logic to compose
authorized message views (Section IV-A), which is instru-
mental in defining the enforcement mechanism presented in
Section IV-B.

A. Authorized message views

We present the definition of authorized message views by
referring to the access requests issued by a subject s in a
scenario where a set Ps of AC policies has been specified.
Both write and read access requests are supported, for which
we respectively assume that: i) s has requested the publishing
of a message m on topic fp, or ii) s subscribed to the receiving
of messages on topic filter #f, and s is going to receive a just-
published message m on a topic tp that is matched by tf.

Definition 2 (Applicable policy set): Let us denote with
ApsST the set of AC policies that apply to the access request
issued by s, whose conditions, evaluated with respect to the
object attributes of m, are satisfied. Aps’; includes any Ps
policy with: 1) a sid component that refers to s through the
MQTT client identifier cid ii) a topic filter #f that is matched
by #p; iii) a privilege pr that is equal to the requested access
type (i.e., read / write); and iv) a condition cd satisfied by
the object attributes of m.

Example 3  Suppose the analytic service a; in Exam-
ple 2 has subscribed to the receiving of e;’s messages of
any type, and e; has just published an NBIRTH message m,
which comprises the metrics mt,, mt,, mt., and mty, all set
to 10, and mt, is marked as sensitive. The access to m by
a1 is regulated by a set of applicable policies that comprises
policy p in Example 2.

Authorized message views depend on the requested access
and message types.

1) Write access: Let us first consider the case where
subject s requests to publish m. If ApsS! is empty, no
message view needs to be defined, since s request must be
denied. In contrast, if Apss includes at least one policy, the
view of m that s can access is defined as follows.

Definition 3 (Authorized view for write requests): The
authorized view of m to be released to s, referred to as
m®, is a copy of m lacking those metrics in the exception
lists of the policies in ApsSt. More precisely, m®.metrics =
{mt|mt € m.metrics A\mt.name ¢ U, , s+ p.exc}.



Example 4 Let us consider a secondary application a
that seeks to issue a DCMD message m to update to 10 the
value of the metrics mt;, mt, and mtz handled by device
d; managed by edge node e;. Suppose that the set of AC
policies that apply to this request comprises: 1) a policy py,
with an exception list that only contains metric m¢;, and with
a condition requesting that mt;.value > 5, and 2) a policy p2,
with an empty exception list, and specifying as condition
true. Since the desired new value of mz; is 10, both p; and
p2 conditions are satisfied. Therefore, Aps®™ = {p1, p2}, and
the view of m authorized to a contains all the metrics in m
except mt|. Thus, only mt, and mt3 are updated.

If the policies in ApsS do not specify exceptions, pro-
tection is enforced at the message granularity level. In this
case, the view is equal to the original message.

2) Read access: Read requests are managed with the
same logic as for publishing requests, except for NDATA
and DDATA messages, as the exchange of these messages
follows the RbE communication strategy (see Section II).
The rationale is the same for both of these message types.
Therefore, in what follows, we present it by referring to
NDATA messages.

Let us assume that a subject s subscribed to a topic filter
¢f that is matched by the topics of the NBIRTH and NDATA
messages published by an edge node e. Let us denote with
m; ¢ the i-th NBIRTH message published by e, which shows
the initial state (i.e., state 0) of e reporting any metric it
handles, and let us denote with m; ; the j-th NDATA message
published by e related to m; ¢, which notifies the j-zh update
of some of e’s metrics since the publication of m; .

Once m; ; is published, s should receive an authorized view
of this message. This view can comprise metrics in m; ; but
even metrics excluded from the views authorized to s of the
NDATA messages that preceded m; ;.

Example 5 Let us assume that a secondary application
a subscribed to receiving NBIRTH and NDATA messages
published by the edge node e. Suppose that e first publishes
an NBIRTH message m ¢ that includes, among others, the
metrics mty, mty, mt3, and mty, all set to 0. Later, it publishes
an NDATA message m; 1, which notifies the update of mt, to
6 and mt3 to 8, followed by another NDATA message mj >
specifying the update of mt; to 7. Let us assume that the
applicable AC policies grant a read access to mj o, my,; and
to my » except for the metric mt3 within m; ;. Consequently,
the view of m; o authorized to a can be defined as the exact
copy of my o, whereas the view of m 1 as a copy of my ; from
which mt3 is removed. When m; > is published, no metric
must be pruned out, and a is newly authorized to access the
whole state of e, comprising mt3. Therefore, the authorized
view of mj > is not just a simple copy of mj, but it is a
copy augmented with mf3.

To illustrate the view generation logic, we first need to
introduce some additional notations. We denote with E; ; the
set of metrics characterizing the state of e at the publishing
time of m; ;. Moreover, we denote with M; ; the set of metrics
in the payload of m; ;.

The view of m;; authorized to s could also comprise
complementary metrics not included in m; ;. A metric mt
included in E;; but not in M; ;, is said complementary, if it
has been excluded from the authorized view of a previous
NDATA message m; ;. delivered to s (where, 1 <k < j), and
subsequently, has not been included nor excluded from the
view of another NDATA message m; y (where, k <k’ < j).
The set of these additional metrics is formalized by the
concept of complementary metric set.

Definition 4 (Complementary metric set): Let us denote
with m?] Tk the view of m; ; authorized to s, and with M’ ik and
M;, the set of metrics in m; that respectively have been
excluded from / compose mj . The set of complementary
metrics to be considered for derlvrng m; ;, referred to as Cj ;,
is defined as: G} ; = {mt : (mt € E; \MU) (3|1 <k <
JAmt € M;0) A (Ek’\k <K < jA(mt €M, Vmt €M)

The 1nc1u510n of the C? P metrics in m i is constrained
by the applicable AC policies in ApsSt i which rule the
receiving of m; ; by s, as the following defintion states.

Deﬁmtlon 5 (Authorized view for read requests): Let

* be a copy of m;; with a metric list that has been
augmented by the metrics in Cj;, (ie., M, = M, ; Uij).
The view of m; ; authorized to s referred to as mj i is a
copy of m‘* lackrng the metrics in the exception lists of the
pohcres in Aps . More precisely, m;} .metrics = {mt|mt €

m; metrics A mt.name ¢ UpeAmJ+ D. exc}

Example 6 Let us consider again Example 5. When m 1
is published, e is characterized by the metric set Ej ;| =
{mt; :0,mty : 6,mt3 : 8,mty : 0}, whereas M, | = {mt, : 6,mt3 :
8}. As such, Eij \ M = {mr; : 0,mty : 0}, but neither
mty, nor mty are selected as complementary metrics, since
j = 1. Therefore, C; | =0, and m‘f*l =my 1. As mentioned
in Example 5, the apphcable pohcres Aps L1 require the
exclusion of mr3, and indeed, the view mf ; is defined as
a copy of my; that only includes mt,.

In contrast, when m » is published, Ej = {mr : 7,mt; :
6,mt3 : 8,mty : 0} and My, = {mt; : 7}. Thus, E; 2\ M, =
{mty : 6,mt3 : 8, mty : 0}. The complementary metric set
Cip = {mr3 : 8}, as the update of mz3 to 8 is the only one
that has been excluded from the previous view, and it has
not been notified yet to a. Therefore, m{*, = {mt, : 7,mt3 : 8}.
The policies in A ps%fz do not require metrics exclusion, thus,
the view mf{ , is equal to m{%.

B. The reference monitor

The proposed enforcement mechanism leverages the fact
that Sparkplug messages are MQTT publish packets [6],
and edge nodes, as well as primary and secondary appli-
cations, are specialized MQTT clients [1]. The mechanism
is designed to be implemented within an MQTT server. This
choice relies on the availability of extension functionalities
by the major MQTT servers, which allow for MQTT control
packet interception and manipulation,' as well as the identi-

'For instance, HiveMQ APIs allow the definition of interceptors spe-
cialized per MQTT control packet type and transiting verses (e.g., see
https://docs.hivemq.com/hivemgq/latest/extensions/interceptors.html)



fication of the MQTT client that published an intercepted
message, or to which that message is addressed. There-
fore, we assume a system architecture where the MQTT
server integrates an enforcement monitor that operates as
a server proxy, mediating the communication with primary
and secondary applications, edge nodes, and further MQTT
clients. The enforcement monitor interacts with a data man-
agement system that manages the access control policies and
temporary data generated by the enforcement mechanism.
Unlike other proxy-based enforcement techniques proposed
in the literature (e.g., [10]), the enforcement monitor does not
require an independent dedicated host, and this results in a
gain in performance, cost saving, and ease of configuration.

In essence, the enforcement mechanism is defined in such
a way as to intercept any Sparkplug message issued by edge
nodes or primary and secondary applications to the MQTT
server, and vice-versa, and, based on the applicable access
control policies, either blocking the transit or consenting the
transit of the authorized message view.

At this purpose, a monitoring task is executed whenever an
MQTT publish packet m is intercepted along a communica-
tion channel cc at the I/O interface of the MQTT server with
an MQTT client. The pseudocode of function handleMsg in
Listing 1 presents the activities of this monitoring task.

Listing 1: Function handleMsg

1 function handleMsg is

input : m, cc;

2 var cid =getClient (cc);

3 var at =accessType (cc, m);

4 var tp =topicOf (m);

5 var m® =1

6 if isvalid (tp) then

7 var ps =prepareStatement ("select * from

ACP where p.sid=? and p.pr=? and
isMatchedBy(p.tf,?)");
ps.setParameters (1, cid, 2, at, 3, tp);

9 var Aps;, =executeQuery (ps);

10 if ar =WRITE then

11 | m' =genview (Aps, m, s);

12 end

13 if at =READ then

14 if typeOf (m) € {NDATA,DDATA} then
15 ‘ I'¥ = getCMetricS(m,s)

16 m® =genViewRbE (I}, Aps,,, m, s);
17 else

18 | m® =genView (Aps},, m, s);

19 end

20 end

21 end

22 if m* #1 then

23 delField (m®,"pruned");

24 substituteAndForward (m, m®, cc);

25 else

26 ‘ preventDelivery (cc, m);

27 end
28 end

The communication channel cc where m is intercepted
allows one to determine whether m is addressed to an MQTT
client or it has been issued to the MQTT server by an

Listing 2: Function genView

1 function genView is
input : Aps;,, m, s
output: the view of m authorized to s
var ect;,, =getCtx (m)
var ApsSt = {p|p € ApsS, Neval(p.cd,ecty)}
if ApsS = 0 then
| return L
end
var m* =m
if typeOf (m)e {STATE} then
| return m*
end
if typeOf (m)c {DBIRTH, NBIRTH} then
| genCMetrics (m, s)
end
m’ metrics={t|t € m.metrics At.name ¢ U,y pssr p-eXC}
m’ pruned={|t € m.metrics At.name € Upeppg+ P-€XC}
return m*

o A AW
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17 end

MQTT client, as well as the identifier cid of the involved
MQTT client. In the former case, cid refers to a subject s
that requests read access to pp, while in the latter case to a
subject requesting write access. The topic associated with m,
referred to as p, allows for determining whether m is a valid
Sparkplug message. If so, fp specifies the type of message
and the encoding scheme of m’s payload.

The AC policies that could grant s access to m are derived
from the policy database, based on Def. 2. We select as
candidate any AC policy specified for s, with a topic filter
matched by #p, and specifying the requested access type. The
candidate policy set is instrumental in defining the message
view of m authorized to s.

Different view generation techniques are employed for
write and read requests, which will be presented in Section
IV-B.1, and IV-B.2, respectively. The derived view allows
making a decision on the access requested by s. If the derived
view m® is not empty, m is substituted by m® and continues
the transit along cc. Otherwise, the transit of m is blocked
as the access request is denied.

In what follows, we illustrate the view generation approach
for write and read access requests, respectively.

1) Write requests: Let us consider the case where subject
s requests to publish m. The generation of the view is
handled by function genView, presented in Listing 2, which
takes as input the message m that s seeks to access, and
the set of candidate AC policies Aps;, that apply to the
request of s, and returns the view of m authorized to s.
Function genView first derives the applicable AC policies
Apsst from Apss,. ApsS contains any Aps3, policy p, whose
condition, evaluated for the attributes of m, is satisfied. Policy
evaluation relies on function eval(exp,ctx), which takes as
input a parametric boolean expression exp specified as a
string, and an evaluation context ctx defined as a map
of properties, and checks if exp is satisfied for ctx. The
evaluation context for a message msg is derived by function
getCtx(msg), which remaps the payload of msg to a map of



attributes. Referred to as ect,, the evaluation context of m,
such that ect,,=getCtx(m), Apss, is defined as composed of
any p € ApsS, such that eval(p.cd, ecty)=true. If Apss =0,
the empty view is returned, which notifies that the access
request by s is denied; otherwise, the function generates the
view of m authorized for s, denoted as m®.

The view m® is initially defined as a copy of m. If m
is of type STATE, m® is immediately returned, as the view
corresponds to m. If m is of type NBIRTH or DBIRTH,
the function genCMetricS creates an initially empty set of
complementary metrics, used to calculate the authorized
views of the NDATA and DDATA messages that will follow
the birth notification communicated by m (see Section IV-A).
Finally, before returning the view m®, the metric list in the
payload of m*® (i.e., the value of field metrics) is redefined
as composed of any metric in m that is not referred to in
the exception lists of policies in ApsS. Similarly, the ad-
hoc defined field pruned is introduced to keep track of the
metrics that have been excluded from the view m’.

2) Read requests: Let us now consider the case where,
based on s subscriptions, a message m is forwarded to s and
should be read by s. If m is of type NBIRTH, DBIRTH,
NDEATH, DDEATH, NCMD, and DCMD, the enforcement
mechanism is the same as the one for write access requests
(see Section IV-B.1). In such a case, view generation is
managed by function genView (see Listing 2). In contrast,
due to the RbE communication, a different technique is used
with NDATA or DDATA messages. In what follows, we
present the enforcement mechanism by referring to NDATA
messages, but the same applies to DDATA messages. Let
us assume that m is the j-th NDATA message published by
an edge node e since the publishing of the i-th NBIRTH
message by the same node, and let us refer to m with the
notation m; ;. Moreover, we denote with Apsfni _ the set of
candidate policies that apply to the receiving of ni,-, j by s. The
generation of the view is managed by function genViewRbE,
presented in Listing 3, which is invoked any time an NDATA
message m; ; is published. As mentioned in Section IV-
A, the view of m;; authorized to s can include metrics in
the complementary metric set C; ; that are not enclosed in
m; ;. To efficiently calculate the complementary metrics we
employ a cumulative approach.

Let I} be the cumulative set of complementary metrics.

Listing 3: Function genViewRbE

1 function genViewRbE is

input : T3, Aps;, . mij. s
output: the view of m; ; authorized to s
2 var mf’; =mj j
3 m;”;.metrics = m; j.metrics UL}
4 var m‘l?,j =genView (APS%A_/-’m‘;:‘,w s)
5 if m{ j #1 then
6 | TY=T}Um} .pruned\m; ;.metrics
7 end
8 return m‘l?’j
9 end

The set I7 is created at the forwarding time of the i-th
NBIRTH message m; o to s (see line 12 of Listing 2), and
it is initially defined as an empty set. Function genViewRbE
updates I any time an NDATA message m; ; is forwarded
to s. The complementary metrics referred to by I'f are used
to derive mf*j, which, as mentioned in Section IV-A, is a
copy of m; ; with a metric list that has been augmented by
the complementary metrics. The view m; ; is generated by
function genView, presented in Listing 2, based on m;”; and
the candidate policy set Apsfniyj. Afterwards, I} is updated
by: i) adding the metrics excluded from m; ;, and ii) removing
those that compose m; ;.
V. EXPERIMENTS

In this section, we describe the experiments we ran to em-
pirically assess how efficiently our AC framework regulates
the exchange of messages in a Sparkplug system.

The experiments rely on a reference monitor prototype
implementing the enforcement mechanism presented in Sec-
tion IV-B, and designed to be hosted in HiveMQ community
edition,> a popular open-source MQTT server. Our Java-
based implementation exploits core services of the HiveMQ
Extension SDK, such as the Publish Inbound and Outbound
Interceptors,’ to intercept PUBLISH messages, modify mes-
sage payloads, and prevent message delivery.

Although traditional DBMSs fully support AC policy
management, to minimize the selection time of the AC
policies that apply to an access request we have used Redis,*
a popular key-value datastore allowing the execution of
lookup-by-key operations with sub-millisecond latency.

Edge nodes, devices, primary and secondary applications
employed for our experiments have all been defined by
customizing the open-source Sparkplug-compatible Java ap-
plications Tahu-Host-Compat and Tahu-Edge-Compat pro-
vided by the Eclipse Tahu Project.”> The implemented cus-
tomizations allow the setup of behavioral and structural
properties through configuration parameters. For instance,
one can specify the number of devices handled by an edge
node, the number of metrics managed by edge nodes and
devices, and the frequency with which changes in metric
values are notified to applications.

To manage scenarios where numerous devices, edge nodes,
and primary and secondary applications need to interact, we
have containerized the applications with Docker.®

For our experiments, we used two virtual machines (VMs)
hosted in a server with Intel(R) Xeon(R) Gold 6238R CPU
at 2.20GHz. The first VM employs 10 dedicated cores (20
threads) and 24 GB of RAM and hosts the execution of the
customized version of HiveMQ CE (the MQTT server) that
embeds the enforcement monitor, and Redis. In contrast, the
second VM, with 30 dedicated cores (60 threads) and 24

Zhttps://github.com/hivemg/hivemg-community-edition
3https://docs.hivemq.com/hivemq/latest/extensions/interceptors.html
“https://redis.io/

Shttps://github.com/eclipse/tahu

Shttps://www.docker.com/



200 ¢

Experiment 1

150
100 ‘ I I
50
0 II_- ll-l II-I II-. II_- IIII IIII II.I ll_- IIII II.I Illl II_- IIII IIII III ull_. IIII IIII I
NOAC PS1 PS2 PS3 NOAC PS1 PS2 PS3 NOAC PS1 PS2 PS3 NOAC PS1 PS2 PS3 NOAC Ps1
D1 D2 D3 D4 D5
250 2
200 Experiment 2
150
| I|
50
0 .I_- II.- l - II.l . - lI.- lI.- II.l - - lI.- II.l lI.l . - lI.- Il.- lI-l . - lI.- lI.l II-l . - ll-l IIll ||l| I_- IIII I
39293339723 ¢7 PR LI YT Yy g
= z = = z z z
D1 D2 D3 D4 D5 D6 D7
ENBIRTH mDBIRTH mNDATA mDDATA
Fig. 2. The average transmission time in the two experiments
TABLE I
THE CONFIGURATIONS CONSIDERED FOR THE EXPERIMENTS
Experiment 1 Experiment 2
D1 D2 D3 D4 D5 D1 D2 D3 D4 D5 D6 D7
#Primary apps 1 1 1 1 1 1 1 1 1 1 1
§ - #Secondary app 1 1 1 1 1 1 1 1 1 1 1
i 2 #Edge nodes 50 50 50 50 50 60 70 80 90 100 150 200
S g #Dev per edge node 9 13 17 21 25 5 5 5 5 5 5 5
§ S #Metrics per edge node 20 25 30 35 40 10 10 10 10 10 10 10
SR #Metrics per dev 8 8 8 8 5 5 5 5 5 5 5
2 #Policies in PS1 4505 | 6305 8105 9905 11705 3245 | 3785 | 4325 | 4865 | 5405 8104 10804
o #Policies in PS2 5160 | 7392 | 9492 11760 | 13412 || 3816 | 4418 | 5001 | 5653 | 6259 | 9348 12468
<2 #Policies in PS3 5903 | 8279 | 10842 | 13297 | 15737 || 4344 | 5067 | 5691 | 6606 | 7058 | 10677 | 14269

GB of RAM, hosts the execution of the containerized edge
nodes, primary and secondary applications.

Our experiments aim to stress the performance of the
proposed AC framework, assessing the time overhead intro-
duced by the enforcement of AC policies. We focus on the
time elapsed from the edge node publishing of NBIRTH,
DBIRTH, NDATA, and DDATA messages, referred to by
a timestamp in the message payload, and the receiving of
these messages. We refer to this as transmission time. We
have selected these message types as they cover most of the
message exchange in an industrial setting.

Our experiments refer to a typical industrial setting where
all the devices, edge nodes, and primary applications belong
to a local deployment, whereas the secondary applications
(e.g., MES, Historians, and Analytics) are external and
managed by third parties, thus representing a potential threat.

We assess the transmission time by varying the characteris-
tics of the deployments and with policy sets of increasing size
and complexity. The considered configurations have been
proposed to study the enforcement overhead under different
test conditions, and do not map realistic scenarios.

We conducted two experiments. In our first experiment,
we scale the number of devices managed by edge nodes, as
well as the edge node metrics. We consider five deployments

(D1-D5), all including a primary and a secondary application
and 50 edge nodes, but differing in the number of devices
managed by each edge node and the metrics handled by edge
nodes. The characteristics of the deployments are shown in
the top part of Table II.

For each deployment, we synthetically generate three AC
policy sets, referred to as PS1, PS2, and PS3, of increasing
size, granting access privileges to the primary and secondary
applications and the edge nodes in the 5 deployments. PS1,
PS2, and PS3 include AC policies specifying exception lists
with at most 1, 2, and 3 exceptions, respectively (see Def. 1
in Section III). The size of the policy sets specified for the
target deployments is shown in the bottom part of Table II.

The bar diagram in Figure 2 shows the measured average
transmission time (ms) per deployment and message type
when varying the policy set. The diagram shows that in each
deployment and for each message type the transmission time
grows with the policy set size and the number of exceptions
specified per AC policy. Therefore, for any deployment, the
height of the bars referring to the same message type (i.e.,
bars of the same color) grows with the index of the policy set.
In addition, the height of the bars related to the same message
type and policy set grows with the deployment index. Thus,
the average transmission time per policy set grows with the



deployment size across the deployments.

To assess the enforcement overhead, the bar diagram in
Figure 2 also shows, for any deployment, the transmission
time measured when no AC enforcement mechanism is
enabled. The enforcement overhead in a deployment d for
a policy set ps and messages of type mt corresponds to the
height difference of the bar within d that refers to ps and miz,
and the same color bar in d, labeled NOAC, which denotes the
transmission time when the enforcement monitor is disabled.

Time overhead ranges from tens of milliseconds in D1,
D2, and D3, up to 140 ms in D5 with the policy set PS3 and
DBIRTH messages, thus appearing reasonably contained.

In our second experiment, we scale from 60 to 200 the
number of edge nodes, significantly increasing the volume
of exchanged messages. However, we configure devices
and edge nodes to generate fewer metrics, thus reducing
the size of message payloads. We consider 7 deployments,
denoted D1-D7, which share the presence of a primary and
a secondary application, the number of devices managed by
the edge node, and metrics handled by any edge node and
device (see Table II).

The rationale for generating the AC policy sets PS1, PS2,
and PS3 used in this second experiment is the same as the
first experiment. Table II shows the number of AC policies
composing these sets for any deployment.

The results of the second experiment are shown in Figure
2. As in the first experiment, in any deployment, the height
of the bars of the same color grows with the index of the
policy set. Therefore, for each deployment and message type,
the transmission time appears proportional to the size of the
policy set. However, this time, the growth is slower than in
Experiment 1. We believe the observed lower growth gradient
is attributable to the message payload size, which is smaller
than in the previous experiment.

The height of the bars related to the same message type
and policy set appears approximately the same across the
deployments D1-D6, and higher in D7. This trend suggests
that the enforcement overhead mainly depends on the number
of specified AC policies and exceptions until the number
of edge nodes hosted on the same server starts causing a
scheduling delay.

Time overhead ranges from a few milliseconds to tens
of milliseconds in D1-D6, up to 230 ms in deployment D7.
Howeyver, even in this critical case, the overhead is contained.

Overall, the results obtained in these early experiments
show a good efficiency of the implemented AC framework
with a reasonably low time overhead.

VI. CONCLUSIONS

In this paper, we have proposed a discretionary AC
framework to regulate data sharing in a Sparkplug system
at a very fine-grained level. Access is granted based on
conditions specified over metric properties. AC is enforced
by intercepting any Sparkplug message sent by/to a subject
and substituting it with a message view authorized for
the subject. Our early experimental evaluations revealed
a reasonably low time enforcement overhead. We plan to

extend the analysis by studying the use of computational
resources like CPU time and memory usage. In future work,
we plan to use our framework in a real industrial setting and
study the performance of the approach in a real scenario.
Moreover, to provide a more flexible data protection form
tailored to the real-time requirements of IIoT systems, we
aim to provide support for temporal AC policies. Finally,
we are considering the development of tools for AC policy
analysis and management.
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